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A new international standard in 2026: Energy Resource Aggregation Business (ERAB)
IEC SRD63443 ED1: Distributed Energy Resource Aggregation Business System:
Partl Architecture and Service scenario

ERAB(

ERAB

ERAB is to restrain or elevate the power generation of Distributed Energy Resources (DERs) and power demands of Controllable Loads (CLs) at
customer premises in accordance with the performance measurement by the metering device at the Point of Common Coupling (PCC), allowing real
time data access from customer premises and the request of the Transmission Service Operator (TSO), Distribution System Operator (DSO),
Electricity Supplier, and Energy Exchange.
Status: IEC released ERAB as the new international standard in February 2026.
https://webstore.iec.ch/en/publication/72787
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Annex A (informative) Use cases of distributed energy resource aggregation business
(ERAB)

A.1l: incentive-based demand response (DR) for the peak management in distributed
energy resource aggregation business (ERAB)

A.2: incentive-based demand response (DR) for frequency restoration reserve and
replacement reserve in distributed energy resource aggregation business (ERAB)
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Status of ERAB in Japan

As of Nov 11, 2025, there are 129 companies have been accepted as an Energy Resource
Aggregator, and the number continues to increase year by year.

There are wide range of industries — such as manufacturers, telecommunications, trading
companies, oil, and gas.

Some companies have emerged within the electricity sector whose primary business is
aggregation.

Number of energy resource aggregators (cumulative)
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Source: Agency for Natural Resources and Energy in Japan(2026) Energy Resource Aggregation Business and Cyber Physical System Security -Recent Progress-
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A new international standard in 2026: Energy Resource Aggregation Business (ERAB)
SRD63443 EDL1.: Distributed Energy Resource Aggregation Business System: Architecture and Service scenario

« |EC defined ERAB as: ERAB is to restrain or elevate the power generation of Distributed Energy Resources
(DERs) and power demands of Controllable Loads (CLs) at customer premises in accordance with the
performance measurement by the metering device at the Point of Common Coupling (PCC), allowing real time
data access from customer premises and the request of the Transmission Service Operator (TSO), Distribution
System Operator (DSO), Electricity Supplier, and Energy Exchange.

« Status: IEC released ERAB as the new international standard in February 2026.

» https://webstore.iec.ch/en/publication/72787
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ERAB restrain or elevate the
demand according to the request
by retailers and a grid distributor
and provide the electricity traded
in a market.

3 key necessary conditions for
realizing ERAB:

1. Interoperability of
communication between
DERs and CLs

2. Transparency in a
performance measurement
when configuring DERs and
CLs

Security as cyber anc
physical system



1. Interoperability of communication between DERs and CLs: Data
Interoperability in-between DERs

« Examples of ECHONET Lite: DERs and a smart meter speak the same language certified by IEC 14543-4-
3(ECHONET Lite). ECHONET Lite has provided a common language for 100s of devices: home appliances,
power meter, EV, and PV

« ECHONET Lite middleware: ISO/IEC 14543-4-3
» Detailed Requirements for ECHONET Device Objects: IEC 62394

Protocol stack for DERs and power meter with ECHONET Lite

Application layer | ECHgg/EIECL{[AfGS %E)A?_hscatlon)
Transport layer UDP
Network layer IPv6
| mmonwer | | 6LOWPAN™
MAC layer | (No specific MAC layer assumed
PHY layer (No specific PHY layer assumed

*1) Depends on transmission media





(No specific PHY layer assumed ）

（6LoWPAN*1）

(No specific MAC layer assumed）

IPv6

UDP

ECHONET Lite (application)

PHY layer

（Adaptation layer）

MAC layer

Network layer

Transport layer

Application layer

*1) Depends on transmission media








Other protocol examples for DERs and CLs
e Matter will enable communication across smart home devices, mobile app,
and cloud services, and define a specific set of IP-based networking
éb. connectivity

technologies for device certification.
standards

alliance e CSA in charge of Matter is the standard body for inter-connected devices
created by the formerly Zigbee alliance. The membership has covered
with: Amazon, Apple, COMCAST, Google, Huawei, IKEA, and so on

I Japanese Government and Industry liaison has proposed

@ ISO/IEC14543-4-3, to be the enabler of the demand side
a o V/4 management, around HEMS. Internet of Things over this
\,‘r 7 international standard, ECHONET Lite in Japan, has provided a
ECHONET common language for 100s of devices: home appliances,

power meter, EV, and PV.

—N e EEBUS is the euroa based protocol suite for the Internet of things that
~rmolic aims to standardize the interface between electrical consumers, producers,
- DUD storages, and managing entities. EEBUS describes the data models

N necessary for the technical implementation of a use case complying with

Smart Premise Interoperable Neutral Message Exchange (SPINE).



ECHONET

ECNONET Lite with 1EC standards

ECHONET CONSORTIUM

ECHONET Consortium is an institution which promotes the IEC14543-4-3 protocol called “ECHONET Lite” for home
appliances and DERs. The consortium is in charge of a protocol design and a test procedure ensuring interoperability

Keeg Updating Device Ob'|ects|

maintenance
IEC TC100

Published: 2006/%

ECHONET device object
Interface for equipment

Reference Noj |IECE2394

Secure communication layer
Secure communication for

home appliances
ISO/EC i

Reference Mo, 1SOAEC24767-1
e ISONECZ4TET-2

JPublished: 2008/9

>

* ¥
- -
L] . L
Dvice atjer! ‘-t Senice objecl 4*
-
-
L

Middleware adapter

interface
IEC TC100
Reference Mo.
Published: 2008/5

Caicaion mion

commi¥n key encryptian function

I ECHOMET communicadion processing sectlml

COmmon ieaer-layer communication 4:%

at
--

ECHONET communication
middieware - upper section

ISONEC JTC 1/SC 25/\WG 1
Reference Mol _[S0O/0EC14543-4-1 |
Published: 2008/5

ECHONET communication

middleware - lower section
[SCHIEC JTC 11SC 25/ G 1
Reference No
Published: 2008/5

Prziocol differences absorplion processing section

Application of TCP/IP™ to home

network - cooperation with

AVIPC equipment
IEC TC140
Reference No.
Published: 2007/

Managing Members

"SHARP T=PCO

TOSHIBA panasonic

Leading Innovation >>>

’0‘ MITSUBISHI
ELECTRIC

Changes for the Better

Other member companies

Tokyo GAS, OSAKA GAS

Toyota, Denso

Hitachi, INTEC

Hokuriku Electric, Chubu Electric,
Kansai Electric, Kyushu Electrric
SolaX Power in China

SUNGROW in Germany

Tuv Rheinland in Germany



ECHONET CONSORTIUM

Approx. 160 millions in 2024

ECHONET
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2. Transparency in measurement of performance of flexibility service.

Evaluation patterns of ERAB at PCC

ltem Abstract

Measurement location to evaluate
the amount of balancing power
generation with DR

(2026 )

Implementation in Japan

Multi functions in power meter system in Japan

Measurement interval to evaluate
the amount of balancing power
generation with DR

Evaluation of capability of
balancing power generation value
(kW) according to the command
value.

Evaluation of capability of
balancing power generation value
(kw)

Time subject to response
evaluation and controlled amount
evaluation.

Location
Measure
ment item
Frequency
Response quality
Evaluati shown in kW
on
Criteria
Quantity of
controlling power
shown in kWh
Time Timing
Rewards/Penalty

Reward to be paid in response to

the amount of electricity provided
(kWh) and a pre-shared kW target.
Also, a penalty for failing to meet
the DR contract requirements

Aggregalor
Service
On Cloud

Network Read Read 920MHz Wi-SUN
Operator and IoT

Write only




3. Security as cyber and physical system
The security triangle for ERAB which is the energy loT system

« Japan has established a highly advanced cybersecurity framework for the power sector that, while not fully
prescriptive in law, functions as a leading industry benchmark and drives strong voluntary compliance. The
national framework, guided by METI's Cyber-Physical Security Framework (CPSF), is aligned closely by U.S.
standards such as NIST and internationally recognised ISO/IEC standards, enabling utilities and industry
participants to operate under globally robust and trusted security practices following Japan’s model.

¥ PDCA .

m

=0

EIE’ Refer ® JB,DE!I"‘IESE!

o aggregators

@ develop security
wn countermeasures
8 ,referring CCRC
Es Technical Report.
—|

E. Regulation Level ® In }apan, a good
=¥ Refer Act, Enforcement article, Guidaline by candlnateq

) a ministry triangle exists

C from

3 - implementation to
= the high-level

E Ref s et Implementation Level framewaork.

= er —om Assessment and Countermeasures in align with the

e regulations in the strategic level, citing the international

= frameworks and stadards




3. Security as cyber and physical system

The project to create the IEC security standard on Energy Resource Aggregation Business (ERAB)

TS 63443-2 ED1: Distributed Energy Resource Aggregation Business System-PART2: Risk assessment and treatment

-

Request and report
for electricity

TSO/DSO/Electricity
Supplier/Power Generator

— consumption and generation control
=7
a i ’[ System for smart
il meter’s data
5 Gate way management
<K To ERAB
2 ~_ Electricity = J
Supplier Contro! eguests &l
system eports
Power for power
generation TSO/DSO generation and
Control Control demand control
system
system
Command and read N8
metering data
2]
5 g Data from
< 0O meter reading
® > i
=0 Sm":'t, ERAB |
meter Controller
E3
1-I- RS f
= [ =] | Sens
(,Q,. Production || Lighting, air | |Batteries,|[ ing
— facilities, etc. || conditioning, etc. devi
etc. ces
Q Power generation TSO/DSO | T |
< facilities facilities
D
=

Customer premise

authentication

S stem

from ERAB users

Server for DER
and CL control

-

Server for
weather

information
Weather =
nformatio b [l

:[ | Server for incentive
H

Data about

incentives

Server for
user/ device !
Authentication

processing

Communication flow
Electricity flow

Information

ERAB .
provider

The scope of this document is to show
the process of risk assessment which is
consisted of risk identification, risk
analysis, and risk evaluation, causing the
risk treatment of the example of risk
assessment and treatment on Distributed
Energy Resource Aggregation Business
(ERAB)

Status: ACD

Notel: ERAB case is compatible with the
BUC format shown by IEC 62559-2:2015
and SMART GRID STANDARDIZATION
ROADMAP by IEC TR 63097:2017
Note2: ERAB is defined as SRD63443-1
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Map of guidelines(as of Decemberl0,2025)

@ Mandatory,

Voluntary (reference for national standards), . Voluntary (general best practices/guidelines)

Region

Regulations

Standards/guidelines with enforcement

Guidelines

@ Acts: establish legal rules for interstate
electricity markets, transmission access and
competition.

@ FERC Orders: convert federal laws into rules

@ NERC Reliability Standards: mandatory grid-
operation rules across 14 themes.

. |[EEE: US engineering standards referenced for
power-system, communication and digital

. EPRI: provide insights and recommendations for emerging grid and DER
opportunities.

. NERC Reliability Guidelines: best-practice support for power-grid operations.

. DOE Modern Distribution Grid Report: three-volume guidance for consistent

L

VU]

@ Security of Critical Infrastructure Act (SOCI,
2018): mandates cyber-incident reporting and
baseline security obligations for electricity
operators.

@ CIRMP Rules (2023): require Cll entities to
maintain structured cyber-risk management.

_ AS IEC 62443 series: Australian adoption of
IEC 62443, covers OT/ICS lifecycle security

USA for market, transmission and interconnection. technologies. distribution-grid modernization and investment planning.
S @EU Comn_ussmp Regulatlc_)ns: EU harm_omzed GEU A_rtnclgs{Stgndards u_nder EU Commns_snon . ENISA Recommendations, Best Practices, Implementation Guidelines and System
6 rules governing grid connection, smart grid, Regulations: Binding technical and smart-grid Reports: ENISA voluntary practices supporting NIS2 and 1CS/SCADA cvbersecurit
- operations and market functions. requirements defined within the Regulations. P ' yp PP 9 Y Y
[
% @ National Electricity Rules (NER): legally
o enforceable and makes referenced AS/NZS

ol L . - . standards mandatory for market participants and . . . - .

2 @ National Electricity Law (NEL) and National networks . National DER Grid Connection Guidelines (Energy Networks Australia):
Electricity Retail Law (NERL): NEL & NERL set ‘AS/NZS & AS Standards: compulsory when framework to standardize and streamline small-scale DER connection requirements for
market and retail legal frameworks. referenced by NER or safety laws; otherwise DNSPs.

function as voluntary technical references
adapting IEC/ISO to local conditions.
@ FPA: enables FERC to enforce cybersecurity @ NIST - Federal Information Processing Standards: federal cryptographic and
and reliability rules via NERC standards. I . information-security standards, FIPS binding only for federal entities.
e @ NERC Reliability Standards: Contains o . - . . -

B | ot ™ | Cpbersecurty Stancas uncer e D e e oty e e
@ CIRCIA 2022: requires ClI entities to report Infrastructure Protection . CISA Best Practices: guidance for segmentation, hardening, and incident response.

> cyber incidents to CISA. . NERC Security Guidelines: practices that supplement CIP standards.

= - - -

S . . . L .. Council of European Energy Regulators (CEER) Guidelines: recommendations for

5 e o e o S| kot e ey ot o | TSt ey pectesrss ety and s etvors

g electricit fliws y risk certificati(?n ;lnd monito¥in q .. TF TYNDP - Good Practices: voluntary grid-planning and investment guidance for DSOs to
o Y ) ' 9 support secure and modern distribution networks.

>

O

@ ASD Essential Eight + Essential Eight Maturity Model + Information Security
Manual (ISM): core ASD cybersecurity framework mandatory for Australian
Government agencies but voluntary for IT/OT controls and maturity by other sectors.

. AESCSF - Australian Energy Sector Cyber Security Framework (AEMO / DCCEEW):
sector-specific maturity framework for electricity, gas and liquid fuels, used to
benchmark capability and support SOCI/CIRMP obligations.

Cross
Cutting

. ISO: international management and process
standards for quality and security.

. |EC: global technical and safety standards for
electrical and electronic systems.

Note: The European
commission has
Working Group
Cybersecurity at
Smart Energy Expert
Group (SEEG) with the
leadership by
CNECT(DG
Communications
Networks, Content
and Technology) and
ENER(DG Energy).
European Committee
for Electrotechnical
Standardization
(CENELEC) is the
member.
IEEE has published the
Guide for Cybersecurity
of Distributed Energy
Resources
Interconnected with
Electric Power
Systems(1547.3:2023)

Definitions: 1) Regulations: Legally binding rules issued under statutory authority; mandatory, 2) Standards: Technical requirements. Mandatory only when adopted by a regulator; otherwise voluntary,
3) Guidelines: Usually non-binding best practices; advisory only.
Source: : The ERIA study group on the cyber and physical system security of DERs and NRI Singapore(2025)Government Sources, News Releases
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3. Security as cyber and physical system
The security triangle of Energy Resource Aggregation Business(ERAB)

-
0

= Refer Japanese

Q aggregators

> develop security
% countermeasures
Q ,referring CCRC

= Technical Report.
_l

) Regulation Level In Japan, a good
= .

5 Refer Act, Enforcement article, Guideline by C(?Ord'nateq

< a ministry triangle exists

o from

Y implementation to
3 the high-level

% SO i honnet Implementation Level framework.

= e Assessment and Countermeasures in align with the

— Cioreoime e regulations in the strategic level, citing the international

= frameworks and stadards
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ERAB

https://www.meti.go.jp/press/2025/05/20250522001/20250522001.html
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Security assessment of ERAB
by Cyber/Physical Security Framework (CPSF) and the 1SO31000 approach

Scope, context

and criteria
O Risk assessment >
=]
3 g Risk identification g
2 c =X
n =3
e = s}
& 9] Risk analysis o
o o =
g g E‘ correct correct
o Risk evaluation o) transcription correct transcription
a @ transcriptiom™ .@
= . P
Organization C
Risk treatment Organization A

Physical Space  Organization B
Recording and reporting

Security assessment certified with 1ISO 31000:2018 Cyber/Physical Security Framework (CPSF)
22



CCRC ERAB
Identification of possible threats in the ERAB system and risk assessment in 2025

58 58

15

26  (45%)

DoS/DDoS

Web

R P N D D NDNDNDN W WS DD P O N

(R5) (R4) (R3)

51 : BRIXINF—T Ver3.0

23



ERAB

3.0 (2025 5 )

1 3.6. ERAB

Stepl:

Step2 :

Step3

Step4 :

Step5s

Step6

Step7

Step8
Step9 :

XRET BT

SATLICBNT, tREINEIEIR - HiBE - BEZIAME(LT

: IREEINEIFIR - HLRE - BEE(CHU T, BESNSBERIZ A

SATLAMRSEER—-ZARVIRES FUAR-R(CLBURY

: BEUCHHII DXRDIER (RZANTS971K)

 EOXRERFT DN BRELANIPIRELAI IRXNEFE

 B=BLLPEE GREIZE0) PEEIOTILEC

: BIREEROMICT A2 - ERNRVIIRT 3L

BRSO EE DM E. XELL. eNZIY—-R7

3.8.
— : ERAB

ERAB

ERAB

ERAB

ERAB
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ERAB

@ ERAB
ERAB
ERAB
* ERAB
ERAB
°
%

3.2. ERAB
3.2 ERAB
1
- ERAB
ERAB
- ERAB

ERAB
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ERAB

3.3. ERAB

3.3. ERAB

Q |®

DoS/DDoS

ERAB

DoS/DDoS
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ERAB

3.4. ERAB
o 3.4. ERAB
@ GW ERAB
@ ERAB
[ ]
@ loT *
« ERAB GW
JC-STAR 2025 3 g o
loT ERAB
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Creation of risk scenarios and calculation of risk values in the ERAB system

Identification of possible threats in the ERAB system and risk assessment in 2026

Breakdown of the 80 threat/attack scenarios in 2026 (+22 to Y2025)

_ Number of
Threat/attack scenario

Unauthorised access 24(+9)

Malware infection 7

Setup error 6

Equipment spoofing 4

DoS/DDosS attack 4

Man-in-the-middle attack 4

Ransomware infection 5(+2)

Disaster, disability etc. 3 . .
Brute-force password attack 2 AnaIySIS IS ongomg
Phishing attack 2

Website tampering 2

Insider attack 2

Failure to configure security features 2

Mis-operation 1

Malware contamination during equipment
manufacture

Caused by R6 (interface between energy device and
aggregator subject to ERAB control without installing 9(+9)
the GW20 on the consumer side)

Others 2(+2)




CYBER

CCRC IN JAPAN CONTRIBUTES TO CIVILIZATION
DESIGN ERAB SYSTEM SECURITY RESEARCH

TOKYO, JAPAN

KElo UNIVERSITY | CENTER

e In 2021, CCRC published the technical report
on “Security Recommendations for Distributed
Energy System Aggregators, Based on METI

Cyber and Physical Security Framework”, e, |
showing 51 recommendations to be
countermeasures to the major vulnerabilities’ °

ERAB system.

* The report is backed by 5 years experience of G'00,7 .
running a prototype system Wiy be
* The full report is available at

 https://www.ccrc.keio.ac.jp/ccrc-technical-
report-202109/
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ERIA ERAB/
The ERIA CPSF ERAB Initiative

Study Group 5 - 24 April 2025, Bandung Indonesia Discussion Paper (Published on 28 July 2025)

« More than 50 delegates from Indonesia, Thailand, Malaysia, Singapore, and

Japan participated. ERIA Discussion Paper Series
¢ It concluded emphasizing CPSF contextualisation and a shared

cyber-physical security concept. No. 551
« Participants reviewed the ERAB security triangle, three-layer

cyberspace/physical model, and six CPSF elements. -
* A common ASEAN understanding of cyber-physical systems for the energy security by Design for Cyber o

sector was urged.
Physical Systems for Driving
Energy Transformation through

Barm ey el s i et b A a1yl Frypa s Sy

Decarbonisation, Decentralisation,
and Digitalisation:
CPSF and ERAB Initiatives in 2024

v PDCA
Framework
Refer « 1S and SRD at ISO/IEC
P> and « The Cyber/Physical Security
e = F K by METI : -
. Cl;?bn:vsveocrurié Framework by NIST Masaki Um ejima M
Standards IEC System Committee Smart Energy

BES Refer Re UIation * Act, Enforcement article, Guideline Jun Ml.ll'al ; ; ; !
ERAB Level by a ministry Cyber Civilization Research Center, Keio University (CCRC)

Naoto Okura
Assessment and Countermeasures Economic Research Institute for ASEAN and East Asia

. in align with th lations in th 3
Implementation Level \ ategie level, ctmg the. |+ ——— (ERIA) @'A

ernational frameworks and
dards




Philosophy In the ERIA
CPSF ERAB Initiative

Maintain the philosophy .
supporting the success of the - Digital Infrastructure 3 Elements

Internet: open-standard,

autonomous, and distributed P

architecture design, and Digital Data Internet gg,g;ﬂ;&if;
global governance to manage

multiple stakeholders, 101 3 ay m

allowing redundancy into the 110 LJ‘J W

Sensor Web HPC  Computer

o
Every Information | Cables  Mobile Satellite &GB @
- [+
- and Data

loT Quantum Cloud

system.

Source :Jun Murai(2026)” ENERGY, DATA, COMPUTER AND THE INTERNET5thFebruary” the ERIA Conference on Cyber Resilience by Design: Securing
Distributed Energy Systems
31




The ERIA study group on the cybersecurity of DERs in ASEAN and Japan
The community facilitates experts from government, academia, and industry in ASEAN

@A The ERIA study group on the cyber and physical system security of DERs
e  Cybersecurity Malaysia(Ministry of Digital)
e  Malaysian Communications and Multimedia Commission (MCMC)
e  [Pv6 Forum Malaysia
e Universiti Tenaga Nasional (UNITEN)
e  Cybersecurity Research Centre (CYRES) at Universiti Sains Malaysia
e  Multimedia University, Malaysia
e  TNBX, Tenaga Nasional Berhad
e  Special Advisor to the Indonesian President for Energy
e National Cyber and Crypto Agency (BSSN)

[SaLss—————
e}
e  Planning Bureau, Ministry of Energy and Mineral Resource(ESDM)
e National Research and Innovation Agency (BRIN)
I
I

e Indonesia Internet of Things Association (ASIOTI)

e  Center for Excellence for Defense and Security Science and Technology, Bandung Institute of
Technology, Indonesia

e  Communication and Information Technology Insfrastucture, elkom University(CITI)
e Digital and Information Technology, PT Perusahaan Listrik Negara (Persero)

e National Cyber Security Agency (NCSA)

« Digital Technology Operation Division, Electricity Generating Authority of Thailand (EGAT)
e National Electronics and Computer Technology Center(NECTEC)

e  Faculty of Engineering, Chulalongkorn University

e  Kasetsart University

e Mahidol University

e ThailoT Association
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SRD 63443-2 ED1: Distributed Energy Resource Aggregation Business System-PART2: Risk assessment and

The scope of this document is to show
the process of risk assessment which is
consisted of risk identification, risk
analysis, and risk evaluation, causing the
risk treatment of the example of risk
assessment and treatment on Distributed
Energy Resource Aggregation Business
(ERAB)

Notel: ERAB case is compatible with the
BUC format shown by IEC 62559-2:2015
and SMART GRID STANDARDIZATION
ROADMAP by IEC TR 63097:2017
Note2: ERAB is defined as SRD63443-1
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