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OxF5 OxFF | For future reserved

o 2

X1=0x0D

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
APPENDIX
b7 b6 b5 b4 b3 b2 bl b0
' i
I
b7=0
b7 b4
i (16
;
b3 b0
(16 b7 ba( X Ox
APPENDIX

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

ECHONET

ECHONET

b7 b6 b5 b4 b3 b2 bl b0

-

S

b7:b6=0:1

b0 b5

EPC

© 2000 2005

DEOJ

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
SEOJ DEQOJ EPC ESV
SEOJ ECHONET EPC SEOJ
ESV
SEOJ EPC
ESV
DEQOJ ECHONET EPC DEQOJ
ESV
DEOJ EPC
ESV
SEOJ DEOJ ECHONET EPC ESV
SEQOJ DEQOJ EQJ
ESV
EPC SEQOJ
DEQOJ
ESV EPC DEOJ SEOJ
ESV
No.
DEQOJ
DEOJ X3=0x00
DEQOJ 1
ESV
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

ESv ECHONET

0x60 Setl (€))
0x61 SetC

0x62 Get (@)
0x63 INF_REQ 3)
0x64 SetMl (@)
0x65 SethC

0x66 GetM (5)
0x67 INFM REQ | (6)
0x68 Addwml @)
0x69 AddvC

Ox6A DelMI ®)
0x6B DelIMC

0x6C CheckM (©))
0x6D AddvSI (10)
Ox6E AddvsC

Ox6F for future reserved

ESV ECHONET

0x71 Set Res ESV=0x61 (€))
0x72 Get Res ESV=0x62 @)
073 INF *] ®)
0X74 INFC (11)

0x75 SetM Res | ESV=0x65 @
0x76 GetM Res | ESV=0x66 ®)
0X77 INFM *2 (6)
0x78 INFMC (12)

0X79 AddM_Res | ESV=0x69 [6)
OXT7A INFC Res | ESV=0x74 )
OX7B DelM Res | ESV=Ox6B ©)
0x7C CheckM Re | ESV=0x6C (©)
0x7D ?NFMC_Res ESV=0x78 (12)

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

Ox7E AddVS_Res | ESV=0x6E 10)
0x70, for future reserved
OX7F
ESy ECHONET
0x50 Setl_SNA ESV=0x60 (@)
0x51 SetC_SNA ESV=0x61 (€))
0x52 Get_SNA ESV=0x62 ®
0x53 INF_SNA ESV=0x63 (©)]
0xX54 SetMl_SNA | ESV=0x64 ®
0X55 SethC SNA | ESV=0x65 @
0x56 Geth_SNA ESV=0x66 ®)
OX57 INFM_SNA | ESV=0x67 ©®)
0x58 AddMI_SNA | ESV=0x68 @)
0x59 AddMC_SNA | ESV=0x69 @)
OX5A DeMI_SNA | ESV=0x6A ®)
0x5B DeIMC_SNA | ESV=0x6B ®
0x5C CheckM_SNA | ESV=0x6C (©)
0x5D AddVSI_SNA | ESV=0x6D 10)
OX5E AddMSC_SNA | ESV=0x6E (10)
OX5F for future reserved

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET ECHONET ECHONET ECHONET

Ch esv=0x6 ( =04,8AD) |

ECHONET ECHONET

esv=0x6 ( =12356.7,9BCE)

}‘Jesv:Ox5 ( =12356,7,9BCE)

ECHONET ECHONET
C[)| esv=0x6 ( =0 E) |
| esv=0x5 ( =0 E) |
ECHONET ECHONET
esv=0x73 OX77 |

© 2000 2005

esv=0x6 ( =1,2569B,CE)
0x74 0x78

esv=0x7 ( =12569BCE)

OX7A OX7D
ECHONET ECHONET
C[) | esv=0x63 OX67 |
| esv=0x73 OX77 |
>
ECHONET ECHONET
esv=0x6 ( =0 E)
OX74 OX78

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
0x60,0x61,0x71,0x50,0x51
0x60,0x61 DEQOJ EPC
EDT
EPC EDT
EDT
EDT
EDT
0x61
Ox71
DEQOJ
EPC (0x50,0x51)
SEOJ EPC
DEA
SEA
b0:l—| .
EDATA OHD| SEOJ EPC| ESV
i |
L

ﬁ ﬁ 0x50 Ox51
bl=1—

EDATA OHD| DEOJ |EPC|ESV EDT
ﬂ ﬂ L oxe061
SEOJ | EPC

bO=1—
EDATA OIHD ESV
C 0x71
EDATA SEOJ
EDATA EDATA SEOJ
EOCJ DEOJ OHD bl 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

0x62,0x72,0x52
0x62 DEQOJ EPC
EPC
EDT
EDT
EDT EDT
0x72
DEOJ EPC
(0x52)
SEOJ EPC
EDT
EDT
DEA SEA
b0=1—
EDATA OHD| SEOJ | EPC|ESV
i |
ﬁ ﬁ L oxs2
b1=1—|
EDATA OHD| DEOJ | EPC|ESV
4 4 |
ﬂ ﬂ L oxe2
b0:l—|
EDATA OHD| SEOJ | EPC|ESV EDT
4 4 |
L ox72
EDATA SEQOJ
EDATA EDATA SEOJ
EOJ DEQOJ OHD b1 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
0x63,0x73,0x53
0x63
0x63 DEOJ
EPC
EPC
EDT EDT
EDT
EDT
Ox73
DEOJ
EPC (0x53)
SEQOJ
EPC EDT DEA
EDT DEA
EA
DEA
DEA
b0=1—i —
EDATA OHD| SEOJ EPC| ESV/|
4 4 |
ﬁ ﬂ L oxs3
bl:l_i —
EDATA OHD) E}Eo;l EPC| ESV/
g g |
ﬂ ﬂ L oxe3
b0:1_i _
EDATA OHD) SEOJ EPC| ESV EDT
EDATA i |
L ox73
EDATA SEQJ
EDATA EDATA SEQOJ
EOJ DEQOJ OHD Dbl 1
DEOJ
DEOJ

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
[0x64,0x65,0x75,0x54,0x55]
0x64,0x65 DEQOJ EPC
EDT No.
0x65
0Xx75
DEQOJ
EPC DEOJ EPC
(0x54,0x55)
SEOJ
EPC
DEA SEA
DEOJ EPC
EDT No. DEQOJ
EPC EDT
b0:1_i —
EDATA OHD| SEOJ EPC| ESV No.
— i_ 0x54 x5S Ai— B unsigned short
o1 A
bl:l_l =
EDATA OHD| DEOJ EPC| ESV EDT
I |
- Loeses U
No.
ﬂ ﬂ L Max245B
B unsigned short
gy 4
EDATA OHD SEOJ EPC| ESV| No.
8 i | |
L ox7s I B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEOJ EOCJ DEOJ OHD bl 1

© 2000 2005

ECHONET CONSORTIUM

ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
0x66,0x76,0x56
0x66 DEQOJ EPC
EDT No.
0x76
DEOQOJ EPC
DEOJ EPC (0X56)
SEOJ EPC
EDT DEQOJ
EPC EDT
No. DEQOJ EPC
EDT
DEA SEA
bOZl—‘ _
EDATA OHD| SEOJ EPC| ESV No.
— i_ 0X56 AL B unsigned short
bl=1— ﬁ ﬂ
EDATA OHD| DEOJ |EPC|ESV|  EDT
g g |
L ces
ﬂ ﬂ B unsigned short
b0=l—l ' : '
EDATA OHD| SEOJ EPC| ESV EDT
. |
Love y
No.
|
L Maxz4ss
B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEQJ EOQOJ DEOJ OHD b1 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
0x67,0x77,0x57
Ox67
0x67 DEQOJ EPC
EDT No.
Ox77
DEOJ EPC
DEOJ EPC
(Ox57)
SEQOJ EPC
No. EDT DEA
DEA EA
DEOJ EPC
EDT No. DEOQOJ
EPC EDT
b0=1—i I
EDATA OHD| SEOJ EPC| ESV/ No.
— i_ X7 Ai— B unsigned short
EDATA OHD| DEOJ |EPC|ESV|  EDT
- Loer
ﬂ ﬂ B unsigned short
EDATA OHD| SEOJ EPC| ESV| EDT
EDATA |
No.
L Maxo4se

© 2000 2005

B unsigned short

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM

No.

EDATA SEOJ

EDATA EDATA SEOJ EOJ DEQOJ
OHD Dbl 1

DEQOJ
DEQJ

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
0x68,0x69,0x58,0x59,0x79
0x68,0x69 DEOJ EPC
EDT No.
0x69
0x79
DEOJ EPC DEOJ
EPC
(0x58,0x59)
SEOJ EPC
DEA
SEA
DEOJ EPC
EDT No. DEOJ
EPC EDT
b0=1—l _
EDATA OHD| SEOJ EPC| ESV No.
— i_ 0X58  0xX59 Ai— B unsigned short
I A
bl=1—
EDATA OHD| DEOJ | EPC|ESV EDT
8 g . |
- Loesoe L
No.
ﬂ ﬂ L Max245B
B unsigned short
EDATA OHD SEOJ EPC| ESV] No.
8 g | |
I—Ox79 I — B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEOJ EOJ DEQOJ OHD bl 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
O0x6A,0x6B,0x5A,0x5B,0x7B
Ox6A,0x6B DEOJ EPC
EDT No.
0x6B
0x7B
DEOJ
EPC (OX5A,0x5B)
SEOJ
EPC
DEA
SEA
DEOJ EPC
EDT No. DEOJ
EPC EDT
b0=1—i __
EDATA OHD SEOJ EPC| ESV No.
— i_ OXBA 0x5B i_ B unsigned short
b1:1—‘ ﬁ ﬂ ﬁ
EDATA OHD DEOJ EPC| ESV EDT
8 g |
- Loeaoes
No.
ﬂ ﬂ B unsigned short
EDATA OHD SEOJ EPC| ESV] No.
8 g | |
I—0x7B I B unsigned short
No.
EDATA SEQOJ
EDATA EDATA
SEQJ EOCJ DEOJ OHD bl 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

0x6C,0x5C, 0x7C

0x6C DEQOJ EPC
EDT No.
0x7C
ESV
DEQOJ EPC
(Ox5C)
SEQJ EPC
DEA
SEA
DEOJ EPC
EDT No. DEQOJ EPC
EDT
bOZl_i __
EDATA OHD SEOJ EPC| ESV No.
— i_ OXEC i_ B unsigned short
bl:l_‘ :ﬁ: ﬁ ﬁ
EDATA OHD| DEOJ EPC| ESV EDT
g i |
- Loec
No.
ﬂ ﬂ B unsigned short
b0=1—i ' V @
EDATA OHD SEOJ EPC| ESV No.
. | |
L g7 L 0x30
0x31
EDT
No.
EDATA SEOJ
EDATA EDATA
SEQJ EOCJ DEOJ OHD b1 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

0x6D,0x6E,0x5D,0x5E,0X7E
0x6D,0x6E DEQOJ EPC
EDT
Ox6E
Ox7E
No. EDT
DEQOJ EPC
(0X5D,0x5E)
SEOJ EPC
DEA SEA
EDT
b0=1— _
EDATA (;HD SEOJ EPC| ESV|
~ i—0x5D OX5E
bl=1— ﬁ ﬂ
EDATA OIHD DEOJ EPC| ESV EDT
i |
- -0eD oce L vacars
o= v | v
EDATA OHD SEOJ EPC| ESV] No.
T I—Ox7E i— B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEQOJ EOCJ DEOJ OHD b1 1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

( ) 0x74, OX7A

( ) Ox74 SEOJ EPC
(
) DEOJ
DEOJ OXTA
DEOJ DEOJ
DEQOJ OX7A
DEOJ
( )
b0=1— _ .
EDATA (;HD SEOJ DEOJ EPC| ESV EDT
— 8@ — ﬂ L Ox74
bl=1— — —
ong oy | oEcw | v esv
— — L OX7A

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

( ) 0x78, 0X7D

() ox78  SEOJ EPC
EDT No.
() DEOJ
DEQOJ Ox7D
DEQOJ DEQOJ
DEQOJ Ox7D
DEQOJ
( )
b0=1—l _ _
EDATA OHD| SEOJ DEOJ EPC | ESV EDT
4 4 4 4 |
|—§0x78
No.

& ﬂ L Maxzass
iy ﬂ B Unsigned Short

b1=1— » .y Y

OHD| SEOJ DEOJ | EPC| Esv No.
EDATA |

|
LOx?D L B Unsigned Short

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

APPENDIX ECHONET

Set

Get

SetM

GetM

AddM

DelM

CheckM

AddMS

10
ANNo

AnnoM

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

ECHONET
ECHONET
EDT ECHONET
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
MAC
b7 b6 b5 b4 b3 b2 bl b0
' ' i i
L
0: 1
b7=0 for future reserved

b2:b1:p0=0:0:0 b3=1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Oct. 13, 2005

Version 3.21

ECHONET CONSORTIUM

ECHONET

ECHONET

b7 b6 b5 b4 b3 b2 bl b0

e e

b7:b6=0:1

OpESV

for future reserved

b0 b5
CpESV
EPC
DEOJ
EPC

© 2000 2005 ECHONET CONSORTIUM

EPC

ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Oct. 13, 2005

Version 3.21
ECHONET CONSORTIUM
CpESV SEOJ DEOQJ EPC ESV
EQJ ECHONET EPC SEQJ
CpESV SEOJ EPC
CpESV
EQJ ECHONET EPC DEQJ
CpESV DEOJ EPC
CpESV
EOJ DEOJ ECHONET EPC
CpESV SEQJ DEOJ EQJ
CpESV
EPC SEOQOJ
DEOJ
CpESV
EPC DEOJ SEQJ
CpESV
No.
DEOJ
DEOJ
CpESV
for future reserved
\ersion

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
Cp
CpESV ECHONET
0x60 ( ) CpSetl (€H)
0x61 ( CpSetC (@)
0x62 CpGet 3
0x63 Ox6F | for future reserved
Cp
CpESV ECHONET
0x71 CpSet Res | CpESV=61 (@)
0x72 CpGet Res | CpESV=62 3)
0x73 CpINF Res ()
0x74 ( ) CpINFC )
Ox7A CpINFC Res | CpESV=74 )
0x70, for future reserved
0x75 0x79,
Ox7B OX7F
Cp
CpESV ECHONET
0x50 CpSetl_SNA | CpESV=60 (€H)
0x51 CpSetC_SNA | CpESV=61 (@)
0x52 CpGet SNA | CpESV=62 3)
Ox5F CpOverFlow
0x53 Ox5E | for future reserved
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED




ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET ECHONET ECHONET ECHONET

? | CpESV=0x60

ECHONET ECHONET

CpESV=0x6 ( =12 |

}J CpESV=0x5 ( =12)

ECHONET ECHONET

?| CpESV=0x6 ( =0 2) |
| CPESV=0x5 ( =0 2) |

© 2000 2005

?| CpESV=0x6 ( =1.2)0x74 |

| CpESV=0x7 ( =12A |

ECHONET ECHONET

CpESV=0x73

ECHONET ECHONET

?| CPESV=0x6 ( =0 2)0x74 |

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
( ) 0x60 0x50
CpESV=0x60 DEOJ EPC
EDT
1
CpESV=0x50
( )
SEOJ DEOJ
OPC
PDC EDT
PDC 0Ox01 EDT
EPC EPC
OHD SEOJ DEOJ
EPC
EPC

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

( ) EDATA PEDATA OXOL OXOL
OHD| SEQJ DEOJ | ggy| OPC|PDC| |PDC| |PDC|EPC EPC| EDT EPC
: H H H
0x50 m —
( ) EDATA PEDATA ? ? ?
OHDy  SEOJ DEOJ ESQ/ OPC|PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
- — OX60 m [N )\ ) J
m

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Oct. 13, 2005

Version 3.21
ECHONET CONSORTIUM
( ) 0x61 Ox71 O0x51
CpESV=0x61 DEQOJ EPC
EDT
CpESV=0x71
1
CpESV=0x51
( )
SEOJ DEOJ
OPC
PDC EDT
PDC 0x01
EDT EPC EPC
SEOJ
DEOJ EDT
OHD SEOJ DEQOJ
EPC
EPC

© 2000 2005 ECHONET CONSORTIUM

ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

( ) EDATA PEDATA 0x01 0ox01
OHDy  SEOJ DEQJ ESV OPC| PDC PDC PDC| EPC EPC| EDT EPC
: H H H
0x51 m —
( ) EDATA PEDATA ? f ?
OHDy  SEOJ DEQJ ESQ/ OPC| PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
N — OX6L m N RN 7« Y
m
EDATA PEDATA ox01 ox01 ox01
OHD| SEOQJ DEOJ ESQ/ OPC| PDC PDC PDC| EPC EPC EPC
0x71 m

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM

0x62 0Ox72 0x52 Ox5F

CpESV=0x62 DEQOJ EPC
CpESV=0x72
1
CpESV=0x52
SEQJ
DEOJ OPC
PDC 0x01 EDT
EDT EPC EDT
PDC
SEOQJ
DEQJ EDT EPC EDT
PDC
OHD SEOJ DEQOJ
EPC
EPC

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

EDATA PEDATA 0x01
OHD SEOJ DEOJ ES‘:/ OPC|PDC| |PDC| |PDC|EPC| EDT EPC EPC| EDT
0x52 m
EDATA PEDATA ? ? ?
Cp
OHD SEOJ DEOJ | zqy| OPC|PDC| |PDC| |PDC|EPC EPC EPC
0x62 m m
EDATA PEDATA
OHD SEOJ DEOJ ES‘:/ OPC|PDC| |PDC| |PDC|EPC| EDT EPC| EDT EPC| EDT
o o 0xB62 m N J \ )\ J
m
CpESV=0x5F

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

Ox73
CpESV=0x73 EPC

DEQOJ DEQOJ
EDATA PEDATA
OHD{ SEQJ | DEQJ ECSQ/ orclpoc| |poc| |poc|eec| eor | |erc| eor | |erc| eor

— — XT3 1 N RN J Y

m
2 n

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

Ox74 Ox7A
CpESV=0x73 EPC
DEQOJ DEQOJ
CpESV=0x7A
DEQOJ
SEQOJ
DEQOJ OPC
OHD SEOJ DEQJ
( )
EPC EPC

() EDATA PEDATA

OHDy  SEOJ DEQJ ESF\)/ OPC| PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
N ol m N )\ N )
m
( ) EDATA PEDATA ox0L  Ox01 ox01
OHDy SEOJ DEQJ ESv OPC| PDC PDC PDC| EPC EPC EPC
OX7A m

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

0x03

0x03
OHD| SEOJ IfDEOfJ é:s'[:/ opc|PDc|PDC|PDC|EPC| EDT |EPC| EDT |EPC| EDT
— — T \\ A X p]
ECHONET EPC ECHONET EDT
ECHONET
Byte Byte Byte
0x03 0x02
0x06
Ox03 O0x02 Ox06 Byte Byte Byte
OHD SEOJ DEOJ ECSQ/ OPC| PDC PDC|EPC| EDT |EPC| EDT |EPC| EDT

PDC
T N A X J

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
EHCONET
ECHONET ECHONET
ECHONET
ECHONET NetIiD ECHONET
ECHONET
ECHONET NetIiD ECHONET
ECHONET 6 7
5 / N / /
T1
T2
T3 /NetiD
T4 /NetlD
T5
T6
T7 /NetlD
T8 /NetlD

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET Date Oct. 13, 2005

Version 3.21
ECHONET CONSORTIUM

ECHONET
ECHONET
ECHONET >{
DEOJ

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET ESV
E CpESV 0x50 0x52 DEOJ
EPC ESV 0x6 ( E) CpESV Oxo# 0 2
ECHONET
ESV= 6 »{
( )
ESvV= 5
<

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET ESV
E ESV E
ECHONET
ESV= 6 »{
( )
ESV= 5
<

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET ESV
E CpESV O ESV
CpESV ECHONET
ECHONET
ESV=0x60,0x64,0x68,0x6A,6D »{

ESV 0x60,0x64,0x68,0x6A,0x6D CpESV 0x60

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET ESV E
CpESV ESV
CpESV
ECHONET ESV
ESV CpESV
ECHONET
ESV= 6 »{
( or or or or )
ESV=
<
ESV
ECHONET
ESV= 6 »{
()
ESV=
. N
I
ESV a o , v s » , CpESV a o

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
1
ESV=0x7 ( )
< >

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Oct. 13, 2005

Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET ECHONET
ECHONET NodelD NetID
NodelD ECHONET
NetID
ECHONET
ECHONET
ECHONET ECHONET NetiD
MAC
ECHONET
ECHONET NetID ECHONET NetID
ECHONET
ECHONET
ECHONET ECHONET
ECHONET NetiD
ECHONET
NetlD EDT SEA
NetID NodelD
ECHONET ECHONET
NetID
ECHONET
EA
NetID
ECHONET EA
NetID
ECHONET

© 2000 2005 ECHONET CONSORTIUM

ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
EA
NetiD NetlD
NetlD 0x90 OxFF ECHONET
ECHONET
NetID
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET NodelD
ECHONET NetlD
ECHONET NetlD
NodelD
ECHONET
Node
(1) NetiD
< ® >
( )
T
< (@) NetiD
ECHONET
Net
EA
3)
< >
( )
9 ©)
9.11.1(15)
SEA NetlD 0x00
DEA (OX01FF)
DEOJ (OXOEF101) SEOJ
EPC  NetlD (OXE1) ESV (0x62)
DEA () SEA SEA EA NetlD 0x00
() (SEOJ=0xOEF101, DEOJ , EPC=0xE1, ESV=0x72,
EDT=NetiD )
DEA (OXO0FF) SEA NetlD EA
SEOJ (OXOEF001) DEOJ
EPC (OXD5) ESV (0x73)
EDT=
T @ (60s ) @
NetlD 0x00
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET CONSORTIUM

ECHONET
ECHONET ECHONET
NetlID NodelD OFF
NodelD NetIiD
OFF NetID
NetID
NetiD NetID
NetID
ECHONET
NetID 0x00
1 NetID 0x00
@ 3) NetIiD
2 €))
NetiD
ECHONET
ECHONET
ECHONET
> (1) NetlD
—_ |
( )
T
2) NetID
< (2) Ne
(2) NetlD
NetID ( )
3)
< |
( )
9 €)
9.11.1 (15)
SEA ECHONET
DEA
DEOJ (OXOEF101) SEQJ

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
EPC  NetlD (OXE1) ESV (0x62)
DEA (1) SEA SEA EA NetD Ox00
() (SEOJ=0x0EF101, DEOJ , EPC=0xE1,
ESV=0x72, EDT=NetIiD )
DEA (OXO0FF)
SEOJ (OXOEF001) DEOJ
EPC ((0xD5) ESV (Ox73)
EDT=
T @ (60s )
ECHONET

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET —=Z
( )
T
(2 NetiD
< —@ >
( )
T
3) NetlD
< )
(3) NetIlD
NetIiD (
or )
) NetID
A
<< @ >
( )
9 @)
9.11.1 (15)
SEA ECHONET
DEA
DEQJ (OxOEF101) SEQJ
EPC  NetlD (OXE1) ESV (0x62)
(DEA )
DEA (1) SEA SEA EA_ NetlD 0x00
() (SEOJ=0xOEF101,DEQJ , EPC=0xE1, ESV=0x72,
EDT=NetiD )
DEA (OXO0FF)
SEQJ (OxOEF001) DEQJ
EPC ((OxD5) ESV (0x73)
EDT=
T @ (60s )
T NetID
(60s ) () EA
ECHONET
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetlD ECHONET
ECHONET
NetiD ECHONET NetID
ECHONET NetiD
ECHONET
NetID ECHONET NetIiD
ECHONET
ECHONET NetID
ECHONET NetiD
ECHONET
ECHONET NetlD
ECHONET
NetID ECHONET
ECHONET
NetiD
NetID
ECHONET
ECHONET
NetlD NetiD
NetID 0x90 OxFF ECHONET

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetiD Ox01
Ox4101
A
(NetID=0x01)
NetiD
NetiD Ox01
0 0x4201
ECHONET
T NetlD Ox02
0x4102
B
(NetID=0x02)
NetlD Ox02 NetiD Ox02
Ox4202 0x4202
NetlD O0x03 NetlD Ox04
0x4103 0x4104
ECHONET
ECHONET
D
(NetID=0x03) (NetID=0x04)

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetID
NetID ECHONET NetID
ID NetID
NetID 7
NetID
NetID NodelD
NodelD NetID
NetID NetID NetID
51 CASE CASE
NetID NetID
NetID 2
NetID 0x00 1 NetID
NetID NetIlD F
NetID
NetID
NetID 2
NetIiD NetID NetIiD
NetID
- NetlD
CASE NetID
— NetID NetID
1 NetiD
0x00
NetID NetiD
NetiD
NetiD
NetID
NetID EA
NetID

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM

NetID EA EA

NetID
NetID
NetiD
NetID
NetID
NetIiD NetIiD
NetIiD
NetID ECHONET
NetID
NetID
NetID
NetID NetID
ECHONET
NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetlD
NetiD OFE
NetiD
7 NetiD
NetlD
NetiD NetID 5-2 CASE
CASE
0 1
NetiD NetiD
- NetiD
CASE NetID
NetID
0x00
NetID
NetlD
NetlD
NetiD EA
NetlD
NetiD EA EA
EA EA
EA NetiD

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET

ECHONET

NetlD NetlD ECHONET

NetID ECHONET
ECHONET
ECHONET
ECHONET
NetlD

ECHONET

ECHONET

NetID NetID

ECHONET
CASE NetID
don’t care
NodelD
ECHONET
NetlD ECHONET
NetlD NetlD
NetliD NetlD NetlD ECHONET
NetlD
NetiD NetliD

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
NetlD
EA NetlD
NetlD
NetlD
NetlD
EDT busy 0x30
NetlD
NetlD
NetlD
NetlD
NetlD
NetlD ECHONET NetlD
NetlD
ECHONET ECHONET
NetlD NetlD ECHONET
ECHONET ECHONET
ECHONET NetlD
NetlD
NetlD NetiD NetlD
NetlD
NetlD NetlD
NetlD
NetlD
NetlD
NetID

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
CASE NetD NetiD
don’t care
NetliD
NodelD
ECHONET
NetlD NetlD
ECHONET
ECHONET
ECHONET
NetlD
NetiD NetlD
NetID
ECHONET
NetlD
NetlD NetlD NetlD
EA
ECHONET

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
NetlD
NetID EA
NetlD NetlD
NetiD
NetlD
EDT busy 0x30
NetlD
NetlD
NetlD NetID
NetlD
NetlD
NetlD
NetlD ECHONET
NetID
NetlD ECHONET ECHONET
NetlD NetlD ECHONET
ECHONET ECHONET
NetlD
NetlD

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET -
- ECHONET
CASE NetlD or
B
C
A
C
5 A
6 C
7 C
don’t care
ECHONET
ECHONET
NodelD ECHONET
ECHONET
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET NetiD
NetD
ECHONET
ECHONET
ECHONET NetlD
NetID
NetiD ECHONET
ECHONET NetD NetID
NetID
ECHONET EA
ECHONET
EA ECHONET

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
EA
NetlD
NetiD
NetID
0x90 OxFF ECHONET
EA
ECHONET EA
MAC
NetiD
ECHONET
EA
ECHONET EA
MAC
ECHONET ECHONET
EA
NetIiD
NetID NetiD
NetiD NetlD
NetiD MAC
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetlD
NetID
NetiD NetID
NetlD
NetiD
NetIlD DEA
EA NetlD
SEA NetiD EA NetID
NetlD=0x00 SEA
OFF ECHONET
SEA NetiD
NetlD SEA NetID
0x00
ECHONET
L 1)
( SEA EA
NetID
NetID=0x00 )
|
|
SEA NetlD NetIlD ( NetlD=0x00 )
DEA ECHONET
EOJ,EPC,ESVEDT
NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
NetlD
ECHONET NetID
NetID
NetID NetID
NetID ECHONET
NetID EA NetlD
NetID ECHONET
ECHONET
1) NetID
< (1) Ne
NetID EA
(NetID ) NetID
(1) SEA  NodelD NetlD
NetlD EA @
2
< @ >
( )
9 @)
9.11.1 (15)
SEA  NetlD=0x00 NetID
DEOJ (OXOEF001)
SEQJ] OxOEF101
EPC  NetiD (OxE1) ESV (0x60)
EDT=NetIiD
DEA (OX00FF)
SEQJ (OxOEF001) DEQJ
EPC (OxD5) ESV (Ox73)
EDT=
ECHONET NetID
©2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM

NetliD

NetID NetID

NetID
NetID
NetID
ECHONET
NetlD
NetID ECHONET
ECHONET NetID
ECHONET
NetID
ECHONET

ECHONET NetIiD

ECHONET NetID

ECHONET 2
1)NetiD
NetID
NetID
2)
NetID
ECHONET NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
1)
1 O
ID 0x00 ECHONET
2) ID 0x00
ID 0x00
ID ID
ID
EA
ECHONET
ID 0Ox00
3)
ID 0Ox00
Net EA NetlD
ID 0x00
4)
ID 0x00
ID 0x00
ID ID
ID
ID 0x00
5)

ID Ox00 3) 4)
ID
ID ID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005
ECHONET

Version 3.21
ECHONET CONSORTIUM

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005
ECHONET

Version 3.21
ECHONET CONSORTIUM

ECHONET
ECHONET
ECHONET
NetlD
0x00
ECHONET
ECHONET
NetlD ECHONET
NetID
NetlD
0x30
ECHONET
ECHONET NetID
ECHONET
NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

T4
NetID
T4
NetIiD NetID
0x00 ECHONET
T4
NetlID ECHONET ECHONET
ECHONET
T4 ECHONET
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET ECHONET
ECHONET
B
A
A 1
B
ECHONET
EHD DEA DEA NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

EHD DEA DEA 0x02
NetID
ECHONET ECHONET
EHD b3=0 DEA DEA
EHD b3=1 NetID 0x00
EHD b3=1 NetID 0x02
NodelD NetID
EHD
EHD DEA DEA NetiD
EHD DEA DEA NetiD
EHD DEA DEA 0x02
NetiD
EHD DEA DEA 0x02
NetiD
EHD

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
ECHONET
ECHONET ECHONET
ECHONET
ECHONET
ECHONET ECHONET ECHONET
ECHONET
ECHONET ECHONET
EHD b3=0 DEA DEA
EHD Db3=1 NetID 0x02
NodelD NetID
EHD DEA DEA NetID
EHD DEA DEA NetID

© 2000

2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
EHD DEA DEA 0x02

NetID
EHD DEA DEA 0x02

NetID

ECHONET ECHONET

ECHONET ECHONET ECHONET

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET ECHONET
ECHONET
API
ExEMS Ex. Ex.
< % API )
ECHONET _
API Obj.
> ECHONET Obj.
Obj.
Obj.
>
NodelD MAC
I ¢
A
>

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
EA NetiD
ECHONET
EHD b3=0( EHD SEA
NetID 0Ox00 EA NetiD DEA
EA
EHD b3=1( EHD SEA
NetID 0x00 EA NetID
0x00 0x01 Node
EHD b3=1( EHD SEA
NetID 0x00 EA NetlD
0x02 NetID
EHD b3=0( ) EHD 1 7 SEA
NetlD EA NetiD DEA EA
EHD b3=1( ) EHD 1 7 SEA
NetID EA NetlD 0x00
OxFF Node
EHD b3=1( ) EHD 1 7 SEA
NetlD EA NetlD 0x02
NetID
EHD b2=1
EHD b1:b0=0:1
EHD b7=0
EHD Db1:b0=1:0 b1:b0=1:1
DEOJ EOJ
EPC b7=0

ESV CpESV  Db7:b6=0:1

SKH

© 2000 2005

b11:b10:h9=0:0:0

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET Date Oct. 13, 2005

Version 3.21
ECHONET ECHONET CONSORTIUM
SKH b5:b4=0:0
BCC BCC
ECHONET
ECHONET EHD DEA
EHD DEA b3=0 DEA EA
DEA NetID EA NetID
EHD DEA b3=0 DEA EA
EHD DEA b3=1 DEA
EHD DEA b3=1 DEA
NodelD
Node
EHD DEA b3=0 DEA EA
EHD DEA b3=1 DEA
NodelD

Node

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET ECHONET
ECHONET
NodelD
ECHONET
NodelD
ECHONET
ECHONET
ECHONET
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
APPENDIX
API
() () () ()
API
API
*1
*2
API
API
API

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM

*1

*2

ECHONET ESV
ESV
ESV ESV
ESV ESV
API API

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
API
API API
API
ECHONET
EA ECHONET EHD ECHONET EBC
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET API ECHONET
ECHONET 6 2
—{ ] SH  —
MidStart MidReset Midinit MidinitAl
Y v v
1
@ @ e P
EA EA MAC
Y A
ECHONET ECHONET
EA EA
v v
\4 A
| MAC B MAC )
ClcStart ClcStart Clelnit ClcInitAll
A EA A 4 A v
NodelD NodelD NodelD NodelD
ClcGetNodelD ClcGetNodelD ClcGetNodelD ClcGetNodelD
EA
ECHONET
NodelD
A4 v
ClcRequestRun ClcRequestRun
NetID
v v
L NetID NetlD NetID
EA NetID

ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONEE(;I'HSCI)DI\I;ZE_II_FICATION Date Oct. 13, 2005
Version 3.21

ECHONET ECHONET CONSORTIUM

ECHONET

R
No. ECHONET
M1a2bcde
No.Mla M2b M2c M2d M2e

ECHONET

No.

6.2

52
Set NR
428

Get
428

4.2.8

SetM
428

GetM
428

4.2.8

AddM
4.2.8

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET
ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

ECHONET

No.

M DelM

4.2.8

CheckM

4.2.8

AddMS

4.2.8

9.13

9.13

9.14 Set

9.15

9.16

Get

Get

GetM

Get

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
No.
M
J

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONEEC':I'HSCI)DI\IIEE_II_FICATION Date Oct. 13, 2005
Version 3.21

ECHONET ECHONET CONSORTIUM

ECHONET

No.

M API
6.5

API

API
6.5

API

API
6.5

API

API
6.5

API

M NetlD R NetlD

54.2 54.3 NetID
ECHONET NetID

6.3

6.3.2

6.3.2

M NR
6.6

M NetlD NR
55.2

NR NetID

531
NR

53.1 5.3.2

53.2
NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
2.3 NetID

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET CONSORTIUM
I/F
EMS Ex. Ex
¢ 3 API )
ECHONET _
> ECHONET Obj.
Obj.
:% ] Obj.
>
NodelD MAC
o -
A
>

© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

EDC
ESDATA ECHONET I/IF
MAC EDC
ECHONET
ECHONET I/IF
IIF MAC

© 2000 2005 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET CONSORTIUM

MAC ESDATA
EHD EDATA
EDC MAC
ESDATA(1) ESDATA( ) EDC EDC() EDC(n)
MAC
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I/F
ECHONET
NodelD

NodelD
MAC

NodelID MAC

3 MAC
MAC

NodelD MAC

MAC NodelD

No. MAC
(HEX)

EF

4 For future reserved

5 P&Preserved
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NodelD=MAC

HBS

NodelD MAC

IrDA Control

IrDA Control

NodelD= MAC

NodelD
NodelD MAC
LonTalk®
Neuron® Chip  Node-ID  bit MAC
MSB "0" 8hit NodelD
IP/Bluetooth
NodelD=MAC

IP/Ethernet |IEEE802.3

NodelD=MAC
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ECHONET
DEA
MAC MAC
MAC
MAC
DEA
ECHONET DEA OxFO
DEA MAC
HBS
DEA MAC
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IrDA Control
IrDA Control
DEA MAC
NodelD
DEA MAC
LonTalk®
6.4.2
DEA MAC
NULL
IP/Bluetooth

|P/Ethernet IEEE802.3
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I/F

IlF  ECHONET
IIF ECHONET

IIF ECHONET
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No.

No.

1.2 4.2 4.2.10

7.3 4.2 4.2.10

74.1

74.2
HBS
7.4.3
IrDAControl
744
LonTalk®
745

751

75.2
HBS
75.3
IrDAControl
754
LonTalk®
755
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No.
C I/F
7.6
API
I/F
7.6
API
I/F
7.6
API
I/F
7.6
API
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ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
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ECHONET ECHONET CONSORTIUM
ECHONET

ECHONET
MidInitAll Midinit

ECHONET

MidHalt

et \\

MidInitAll

MidinitAll MidStart

MidInit

MidInit

MidRequestRun

ECHONET
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ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
() MAC
MAC NetlD ClclInitAll
NodelD
MidInitAll ClcGetNodelD
MAC
ClcRequestRun
MAC
NodelD NetID
NetID
NetID=0x00
() MAC
MAC NetID Clclnit
MidlInit NodelD
MAC ClcGetNodelD
MAC
NodelD ClcRequestRun
NetID NetID
NetlD=0x00
() MAC
NodelD NetlD ClcStart
MidReset NodelD
ECHONET NodelD NetID ClcGetNodelD
MAC
NodelD MAC ClcRequestRun
NodelD NetID
NetID
NetID 0x00
MAC
NodelD NetID ClcStart
MidStart NodelD
NodelD ClcGetNodelD
NodelD NodelD ClcRequestRun
NodelD NetID
NetID
NetID NetID
ECHONET
NetID NetID
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ECHONET
ECHONET
ECHONET
MidRequestRun
ECHONET
NetID
ECHONET
NetID
ECHONET
ECHONET ClcWakeUp
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ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
JEM
APPENDIX ECHONET
ECHONET

ECHONET

AV

AV

APPENDIX ECHONET

ECHONET
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ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET APPENDIX
ECHONET
ECHONET
ECHONET
2Byte
Byte ECHONET (EDT)
ECHONET
ECHONET
APPENDIX ECHONET
(LECHONET ECHONET
ECHONET 0x00 OxFD(0 253 )
Ox0A 0x32(10 50 )
(50 ) 0x32(50 ) ECHONET
(10 ) Ox0A(10 )
ECHONET
(2 ECHONET ECHONET
ECHONET
ECHONET 0x00 OxFD(0 253 )
( 10 300 ) ECHONET
OxFE ECHONET
OxFF
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signed char 1 Byte 0x80 OX7F
signed short 2 Byte 0x8000 OX7FFF
signed long 4 Byte 0x80000000 OX7FFFFFFF
unsigned char 1 Byte OXFE OXFF
unsigned short 2 Byte OXFFFE OXFFFF
unsigned long 4 Byte OXFFFFFFFE OXFFFFFFFF
(€)) ECHONET 10
APPENDIX
APPENDIX
ECHONET No.

0x0000 OxFFFF

No. OX0000 OX000L 0x0002  Ox0004 OX0005 0X0007
oxi2| |oxe3| |04l {oxar 0x42§/ - |oxs2
No.=0x0003,0x0006

(ESV=0x64,0x65)
(ESV=0x66) (ESV=0x67)
(ESV=0x6A,0x6B)
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ECHONET CONSORTIUM

(ESV=0x68,0x69)

No. (0x0000 0X0001 0x0002  0x0004 OX0005 0x0007
|oaz| [oes| [ocs| o] [odz| [0z
ﬂ No.=0x0001
0X0000 0X0002  OX0004 0X0005 0x0007
ox12| | o4 |oxa1| [oxaz| | Ox52
(ESV=0x6D,0x6E) No.
No. 0x0000 0X0001 0x0002  0x0004 OX0005 0x0007
oxi2| |oxe3| |oxaali i |owan| |oxaz| | Ox52
ﬂ —oF

0x0000 0x0001 0x0002

0x0004 0x00050x0006 0x0007

0x12

ox34|:

| oxat| | oxaz | |oxFF| |oxs2

© 2000 2005
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ECHONET ECHONET CONSORTIUM
ESV=0x60 0x61 EPC
No. 0x0000
No.
No.
No. 0x0007 5 0x01 Ox02 0x03
0x04 0Ox05
No.  0x0000 0X0001 0x0002 00004 Ox0005 0X0007
oxi2| |o3| [oaal  |oxa1| odz| i |os2

ﬂ 0x01 [ 0x02 | 0x03 [ 0x04 [ Ox05

0X0000 0X0001 0X0002 0X0004 0X0005 0x0007
ooL| [oc2| [oos| |00 [oos| | o2
- _
~
5
No. 0x0007 10 0x01 Ox02 0Ox03 0x04

0x05 0Ox06 0x07 Ox08 0x09 OxOa

No.  0x0000 0x0001 0x0002 0x0004 0x0005 0x0007

oxi2| |oxe3| |oxaali i |owar| |oxa2| i | |oxe2

ox01| |ox02| | ox03 | ox04| | 0x05 0x06
“_ o
——
No.
ESV=0x62 EPC
No. 0x0000
No.
No.  OX0000 OX0001 0X0002 0X0004 0X0005 0X0007
oaz| |oes| [oaal  |ow1| ouz| i |os2

0x12 [ Ox23 [ 0x34 [ Ox41 [ Ox42 | 0x52
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ECHONET ECHONET CONSORTIUM
0x00
0x06
(EPC=0x80)
Get

(EPC=0x88)  Set
(EPC=0x9F)

(EPC=0x9D)
(EPC=0x9E) Get
Get
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ECHONET ECHONET CONSORTIUM
EPC
(10 ) (Byte)
0x80 [ ON OFF unsigned 1 Set o
0x30 0x31 char Get | o
0x81 | ECHONET unsigned 1 Set/ | o o
char Get
933
\ersion 0x82 No. unsigned 4 Get | o
charx 4
Binary
Binary
ASCII
0x00 (for future reserved)
0x83 unsigned 9 Get
charx 9
ID
0x11 Ox1F:
0x31 Ox3F:

Ox4l Ox4F: HBS
OX51 OX5F: IrDA
Ox61 Ox6F: LonTalk®

0x71 Ox7F: Bluetooth

0x81 Ox8F:
OxFF:
0x00:
0x86 unsigned Max Get
charx 225
(MAX)225
0x87 unsigned Set/
(0 100%) char Get
0x00 0x64 =0 100%
0x88 unsigned 1 Get | o o
char
0x41 0x42
0x89 unsigned 2 Get
94 short
unsigned
Ox8A Get o
(ECHONET ) charx 3
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ECHONET ECHONET CONSORTIUM
= (10 ) (Byte)

Ox8B ‘iﬂj?:eg Get

oec [ e | 12| cet

oep ! gﬁ;ﬂ”i‘; 12 | Get
YYMD( ) .
OBE | YY (1999 ono7ch) | rened Get
(2 0x0C)
D (20 0x14)

Ox8F unsigned 1 Set/
=0x41 char Get
=0x42

0 97 HH MM unsigned 2 Set/

0x00 Ox17 Ox00 O0x3B char Get
x 2
0x98 YYYY MM DD unsigned 4 Set/
0 Ox270F 0 Ox0C 0 Ox1F char Get
(=0 9999) (=0 12) (=0 31) x4
O0x9A 1 [ unsigned 1+4 Get
4 char Byte
1 unsigned
0x41 0x42 long
0x43 :0x44
2 5
1
0x00000000 OXFFFFFFFF
(0 4294967295)
SetM 0x9 unsigned Max. Get | o
charx 17
(MAX17)
GetM 0x9C unsigned Max. Get | o
charx 17
(MAX17)
0x9D unsigned Max. Get | o
charx 17
(MAX17)
Set Ox9E unsigned Max. Get | o
charx 17
(MAX17)
Get Ox9F unsigned Max. Get | o
charx 17
(MAX17)
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Version 3.21
ECHONET CONSORTIUM

(ON/OFF)
0x30
1
8
0
1
b7
b7 1 b7=1
b7=0
b3 b6
b3 b6 4 b7=1
b7=0
b0 b2
b0 b2 3 b7=1 b7=0
2 1
001b 2 010b
b7=0 000b
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0x00
OxFF
0x01 O0x07 for future reserved

MSB LSB
b7 b6 b5 b4 b3 b2 | bl | bo
0 0 0 0 1
0 0 0 1 0
0 0 0 1 1
0 0 1 0 0 . Lo .
0 0 1 0 1 ) OPOb 111b
0 0 1 1 0 (0000
0 0 1 1 1 )
0 1 0 0 0
0 1 0 0 1
0 1 0 1 0
0 1 0 1 1
0 1 1 0 0
0 1 1 0 1
0 1 1 1 0
0 1 1 1 1
1 “0000000b” "1111110b”
0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1

for future reserved “00000001b” "00000111b”
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ECHONET ECHONET CONSORTIUM

Version
\ersion Binary APPENDIX Release
ASCII
Release Version 2.10 Release
0x02 2 Ox0A 10 0x61
\ersion 0x00
0x41 0x42
1 1
1 0x00
@) 1
1
1 0x00
1 0x01 0x09
0x01
0x02 0x03
0x04
0x05
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Version 3.21
ECHONET ECHONET CONSORTIUM
0x06 0x09
0x07 0x08
1 Ox0A Ox6E
Ox0A 0x13 0x14 0x1D
Ox1E 0x3B
0x3C 0x59
Ox5A Ox6E
@ 1
1
1 0x00 1
0x00 0x04 OxFF
1 0x01 0x06 1
0x00 0x04 OxFF 1
0x00
0x04 OxFF
1 0x07 0Ox08 1
0x00 0x04 OxFF
1 0x09 1 0x00
0x04 OxFF
1 Ox0A Ox6E 1
0x00 0x04 OxFF
1 0x00
0x04 OxFF

1
Ox006F Ox03ES8

1
OxO3FF

1

Ox03E9 Ox03FE
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ECHONET

Version 3.21
ECHONET ECHONET CONSORTIUM
Ox** %80
0/8/0 * %
0x00 0x00
0x04 OxFF
for future reserved
0x01 0x00
0x04 OxFF
0x02 for future reserved
0x03
0x04
( ) 0x05
0x06
for future reserved 0x07 0x08 0x00 Ox04 OxFF
0x09 Ox00 0x04 OxFF
Ox0a 0x13 0x00
0x14 0x1D 0x04 OxFF
Ox1E 0x3B
0x3C 0x59
Ox5A Ox6E
Ox006F Ox03E8
OxO3FF
for future reserved OXO03E9 OxO03FE Ox**6F Ox**FF
** 04 FF
ECHONET ECHONET
ECHONET
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ASCII
ECHONET
ASCII ECHONET
Set Get
SetM GetM
AR
Set
AR Set
Set EPC
Get
AR Get
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Version 3.21
ECHONET CONSORTIUM

Get
SetM
AR SetM
GetM
AR GetM

AR AddM DelM

IP/Bluetooth

ECHONET

EPC

ECHONET

AddMS ANNo AnnoM CheckM

Ver.3.00
IP/Ethernet IEEES02.3

Version 3.00

ECHONET

ECHONET
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ECHONET 3

1Byte 3Byte Max221Byte

0 100 Ox00 Oxoc4

100
0x41
0x42

1 0x41

0x42 0x43 Ox44

2 5 1 unsigned long 1

2 5 0x0000

OXFFFFFFFF(0  4294967295) OXFFFFFFFF
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0x00 O0x17 0 23 0x00 0x3B 0 59
0x0000 Ox270F 0O 9999 0x00 Ox0C 0 12 0x00
OxIF 0 31
1 unsigned short 2Byte
1Byte 1Byte
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ECHONET
ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX

ECHONET

ECHONET

ECHONET

ECHONET

ECHONET
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ECHONET
ECHONET

Date Oct. 13, 2005

Version 3.21

ECHONET CONSORTIUM

APPENDIX ECHONET

ECHONET
C
EPe (10 ) (Byte)
ECHONET
(User Key, Service Provider Key)
0xCO unsigned 1 Set o @
ECHONET char
(User Key, Service Provider Key)
0x00
ON/OFF
0x30 ON
0x00
ESV= 0x61 ECHONET

© 2000 2005
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ECHONET

Date Oct. 13, 2005

© 2000 2005

ECHONET CONSORTIUM

Version 3.21
ECHONET ECHONET CONSORTIUM
Ox0E
EPC
(10 ) (Byte)
0x88 unsigned Get 1
Ox41 oxd2 |  char
unsigned
Ox8A Get o
(ECHONET ) charx 3
unsigned
Ox8B charx 3 Get
ASCII unsigned
0x8C charx 12 12 Get
ASCII unsigned
0x8D charx 12 12 Get
YYMD( ) ;
unsigned
OXBE |YY (1999 OO7CF) | spars 4 Get
(2 0x0C)
D (20 0x14)
unsigned
SetM 0x9B charx MSX Get o
(MAX17)
unsigned
GetM 0x9C charx MSX Get o
(MAX17)
unsigned
0x9D charx MSX Get o
(MAX17)
unsigned
Set OXx9E charx MSX Get o
(MAX17)
unsigned
Get Ox9F charx MSX Get o
(MAX17)
o)

ALL RIGHTS RESERVED
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
@)
ECHONET
ECHONET
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ECHONET ECHONET CONSORTIUM
X1=
ECHONET
ECHONET
NetID
OxO0E OxFO
OXF1 o (

OxF2 ECHONET
OxF3
OxF4
OxF5 NetID o (NetlD

)
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ECHONET ECHONET CONSORTIUM
EPC
10 ) (Byte)
0x80 unsigned Set o )
=0x30 0x31 char Get o

ECHONET  Version

\ersion 0x 82 Binary lé?z?: ef Get ° (0)
Binary
D
O0x11 Ox1F:
OBL OX3F:
04l OX4F:  HBS
0x83 | Ox51 OXGF: IDA %ﬂ??fe; o Get |o 25)

Ox61 Ox6F: LonTalk®

0x71 Ox7F: Bluetooth

0x81 Ox8F:
OxFF:
0x00:
o)
EAQ EQ) (OXE4)
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ECHONET

Date Oct. 13, 2005

Version 3.21
ECHONET ECHONET CONSORTIUM
EPC
10 ) (Byte)
0x89 unsigned Get @
0x0000 Ox03E8(0 1000) short
unsigned
OxBF ) short Set/Get o ®
EA unsigned Max Set
EA OxEO [ 1 EA charx 047 Get o @
2 EA( B) (MAX)247
NetID unsigned
NetID OxE1 000 char Set/Get o ®)
NodelD unsigned Set
NodelD OxE2 500 char Gt S ©)
EA unsigned
OxE3 0x0000 short Set/Get o @
)
unsigned
Ox E4 3 charx '\Z"fg Set/Get ®
(MAX)246
unsigned
Ox EE 1 Get 9
~0x30 ~0xaL char ° ©)
unsigned
Ox EF é 2 EA charx 3 Set/Get (10)
0x00
OX7F . GetM o
unsigned
0x DO charx 17 17 (1)
1
x ( )
Get
. GetM o
unsigned
0x D2 charx 17 17 (12)
x ( ) Get
unsigned
0xD3 charx 3 3 Get o (13)
unsigned
Ox D4 charx 2 Get o (14)
o}
EAQ EO) (OXE4)
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ECHONET ECHONET CONSORTIUM
EPC
10 ) (Byte)
unsigned
0x D5 charx Mla7x Anno o o (15)
17 (MAX)17
unsigned
oxD6 | L charx | M | gy | o (16)
S 2 16 ECHONET Maxs | °
EQJ
unsigned
S 0x D7 charx MSX Get o ()]
17 (MAX)17
EA
unsigned
EA 0x D8 EA charx '\gj;( Ziztt/ (18)
2 247 2 (MAX)247
EA 0x D9 ‘éﬂi?fe; 2 Get 19)
ECHONET
(User Key) unsigned
(User Key) 0xCO 1 cr;grx 18 Set o 21)
2
3 User Key
ECHONET
(Service Provider key) .
unsigned
0xC1 ; charx 18 SetM (22
i i 18x 13
(Service Provider Key) 3 Service Provider Key
o}
EAQ EO) (OXE4)
Set SetM
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ECHONET ECHONET CONSORTIUM
EPC
10 ) (Byte)
User Key ECHONET
(User Key)
ECHONET (User Key)
0xC2 “”;%':ed 1 | setiGet | o @3)
(User Key) 0x40
0x41
=0x42
=0x43
Service Provider Key
ECHONET (Service Provider
Key) ECHONET
(Service Provider Key) unsigned
0xC3 charx 1x 1 (S;ttl\'\/;/ 24)
(Service Provider Key) 0x40 13
0x41
=0x42
=0x43
OxC4 Key (26)
(Serial Key) unsigned 1 Get
0x01 AES-CBC char
for future reserved
o}
EA(O EO) (OXE4)
Set SetM
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ECHONET ECHONET CONSORTIUM
1)
ECHONET
@)
3
b6
ECHONET Off
1Byte () Byte ( )
b7 b6 b5 b4 B b2 bl b0 b7 b6 b5 b4 b3 b2 bl bO
3
|#||i|||||||||||||i|
L
0
1
0
1

0x0001 Ox3FFF 14

b7
b6
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ECHONET ECHONET CONSORTIUM
4) EA
EA EA
EA
EA
(5) NetID
NetID
NetID EA
ECHONET
NetID NetID
(6) NodelD
NodelD
(7
ECHONET NetIiD
ECHONET
)
©
(10)
0x00
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ECHONET ECHONET CONSORTIUM

b7:b6 0.0 for futured reserved
01 1
1.0 1
1:1 for futured reserved

(11)

ECHONET
0x00 0x06 0Ox0D

(12)

(13)

(14)

(15)
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ECHONET ECHONET CONSORTIUM

(16) S

0x00 OxFE
OxFF

(17) S

0x00 OxFE
OxFF

(18) EA

(19) EA

(20) Version
\ersion Binary

Version 2.10 0ox02 2
Ox0A 10
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

b7 b6 b5 b4 b3 b2 bl bO b7 b6 b5 b4 b3 b2 bl b0

o0j0]0]0|O 0 0j0]O0 0] 0

— 4
b0 b7 for future reserved

3
b0

3
bl

3
b2

b3 b7 for future reserved

(21) (User Key)
ECHONET User Level
(User Key) Key User Key
(ESV=0x61)
(New Master Key)

0x01 AES-CBC
for future reserved

Key
User Key (0x43)
User Key(Pre Master Key)
User Key (0x41)
(22) (Service Provider Key)
ECHONET Service Provider Level
(Service Provider Key) Key User Key

Service Provider Key
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ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
(ESV=0x65) Service
Provider Key Index Key (SKH) b3-b0
(New
Master Key)
0x01 AES-CBC
for future reserved
Key
Service Provider Key (0x43)
Service Provider Key(Pre Master Key)
Service Provider Key
(0x41)
(23) (User Key)
ECHONET User Level
(User Key) (0x42) (0x43)
User Key (ESV=0x62)
Pre Master Key New Master Key

(Ox40)  User Key

(ESV=0x61)
(Ox41)
(ESV=0x73)
(24) (Service Provider)
ECHONET Service Provider Level
(Service Provider Key)
(0x42) (0x43)  User Key
(ESV=0x65) Pre Master Key New Master Key
Service Provider Key Index Key
(SKH) b3-b0 (0x41)
(25)
ID
ID

IP/Bluetooth

© 2000 2005

Ver. 3.00
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ECHONET ECHONET CONSORTIUM
ECHONET
(26) (Serial Key)
ECHONET Supervisor Level
(Serial Key)
(ESV=0x61)

0x01 AES-CBC
for future reserved
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Date Oct. 13, 2005

Version 3.21
ECHONET ECHONET CONSORTIUM
EPC
(10 ) (Byte)
0x80 unsigned Set o )
=0x30 0x31 char Get
unsigned
2
089 50000 0x0010(0_16) short Get @
1 ID 0x00 unsigned Max
OXEO | 2 Net charx 16 Set/Get (€))
3 EA B (MAX)16
Net
NetlD unsigned
NetID OxE1 500 char Set/Get @)
ID unsigned
ID Ox E2 000 char Get ®)
NetID EA ioned
unsigne:
NetID OxE3 0x0000 charx 2 Set/Get ©6)
NetlD
unsigned
OxE4 charx '\Z/fg( Set/Get )
(MAX)246
1 ( unsigned
OxE6 oxdl oxd2) charx 2 2 Get ®)
2 NetID
OXE9 unsigned
0x01 char 1 Get )
0x02
OXEA unsigned Set
=0x30, =0x31 char 1 Get (10
o)
NetID(0OxEL) 0x88 0x89 (OXES)
NetiD Get
@)

© 2000 2005
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ECHONET ECHONET CONSORTIUM

2
0x0000
0x0001 NetID
NetID
NetID
0x0002 NetID
NetID NetID

0x0003

0x0004 OxO000F

0x0010
0x0011 OxFFFF for future reserved
€)
ID
NetlD 0x00 NetlD
0x00
Net Net
EA Net
(4) NetIiD
NetlD
NetiD
NetID
5) ID
NetiD NetlD
(6) NetlD
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ECHONET ECHONET CONSORTIUM
NetID ECHONET ECHONET
NetID

(7)

NetID NetID
NetiD
)
ECHONET

©)

b7 b6 b5 b4 b3 b2 bl bo
lolofJoJolololoq] ]

[ | [
1 0:
(10)
EA EA
NetID NetID
EA EA

NetiD EA  NetiD
NetlD NetID
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ECHONET Version 3.21
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NetlD
EPC
10 ) (Byte)
0x80 NetID unsigned Set/Get o o (0]
=0x30 0x31 char
unsigned
0x89 0x0000 0x0010(0 16) short Get @
unsigned
OxE4 charx '\Z/fg( Get o ©))
(MAX246)
L unsigned
oxEs |2 o 0xQ0 chare | M| ser | o @
MAX)17
4 EA B MA9
Net
ECHONET OXE7 | ECHONET i
unsigned 1 Get o )
0x00 char
OXE8 | ECHONET
unsigned
by G0 char 1 Get o ©®)
ready 0x31
o}
NetIiD
@)
NetIiD
NetID
2
0x0000
0x0001 0x0002 for future reserved
0x0003

0x0004 OxO000F
0x0010
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ECHONET
ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

0x0011 OxFFFF

3

ECHONET

4)

ECHONET
ECHONET
NetID

NetID

ECHONET
ECHONET

(5) ECHONET
NetiD

ECHONET

Q)
ECHONET

for future reserved

EA EA
EA
ECHONET

ECHONET

ECHONET
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ECHONET
EPC
10 ) (Byte)
ECHONET ianed
0x80 unsignes Set/ Get 6N
char
=0x30 0x31
unsigned
089 0x0000 Ox000F (0 15) short Get @
unsigned
OXAF 30000 0x000F 0 15 short 2 Get @
ECHONET No. i
OxB8 0. | unsigned Get @
3 charx 3
Byte ioned
unsigne:
0xB9 1 char Get ®)
0x00
@y
ON OFF
@)
0x0000
0x0001
API
0x0002

0x0003 0x0004
0x0005 Ox000F
0x0010 OxFFFF for future reserved
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ECHONET ECHONET CONSORTIUM

3
ECHONET

0x0000
0x0001
0x0002
0x0003
0x0004
0x0005
0x0006
0x0007
0x0008
0x0009
O0x000A
0x000B ECHONET

0x000C 0x000F
0x0010 OxFFFF for future reserved
0x0003 0x0006 0x0007 0x000B
0x0006 0x0005 0x0004 0x0003

Ox000B 0OxO000A 0x0009 0x0008 0x0007

4)
ECHONET 3Byte

®)
ECHONET EDATA
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ECHONET ECHONET CONSORTIUM
EPC o ; Byte)
X80 unsigned Set/ Get )
char
=0x30 0x31
unsigned
089 I"3%0000 0x000F © 15) short Get @
unsigned
OXAF "5x0000 0x000F 0 15) short Get @
No. i
0xB8 3 %ﬂsz e:? Get @
Byte ioned
0xB9 1 “”:r']%’;e Get ®)
0x00
1)
@)
0x0000
0x0001 0x0002
0x0003
0x0004
0x0005 Ox000F
0x0010 OxFFFF for future reserved
3
0x0000
0x0001
0x0002
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ECHONET ECHONET CONSORTIUM

0x0003 0x0004
0x0005

0x0006

0x0007

0x0008

0x0009

O0x000A

0x000B

0x000C 0OxO000F

0x0010 OxFFFF for future reserved
0x0008 0x000A OxO00A 0x0009 0x0008

@
ECHONET 3Byte

®)
EDATA
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ECHONET ECHONET CONSORTIUM
EPC
(10 ) (Byte)
X80 unsigned Set/ Get )
char
=0x30 0x31
unsigned
089 I"3%0000 0x000F © 15) short Get @
OX AF unsigned | Get 3
0x0000 OxO00F (0 15) short
No. unsigned
0xB8 3 charx 3 Get @
unsigned
OXEO char Get ®)
MAC unsigned Max
MAC OxEl | 1 MAC charx " | Set/Get ©)
2 8 MAC (MAX)8
unsigned
OxE2 | 1 charx MSX " | Set/Get @)
29 (MAX)9
OXE3 | 0x0000 ur;ﬂgﬂed 2 | SetiGet @®)
0x0001 OxFFFF 1 65535sec)
Byte e
unsigne
OxB9 1 char Get ©)
0x00
@)
@)
0x0000
0x0001 0x0003
0x0004

0x0005 Ox000F
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ECHONET ECHONET CONSORTIUM

0x0010 OxFFFF for future reserved

)

0x0000
0x0001
0x0002
0x0003 0x0005
0x0006
0x0007 0x0009
0x000A
0x000B
0x000C OxO00F

0x0010 OxFFFF for future reserved

4)
3Byte

)

0x0

0x0

0x0 HBS

0x0 IrDAControl

0x0 LonTalk®

0x00,0x02,0x07 OxFF for future reserved

(6) MAC

MAC
MAC 7

7

)
IrDA Control
0x0000
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ECHONET ECHONET CONSORTIUM

©)
EDATA
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ECHONET ECHONET CONSORTIUM
ECHONET
Set
( )
Set
( )
ECHONET
ECHONET
ECHONET
X3
X2
X1
X1 4
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ECHONET ECHONET CONSORTIUM
0001b
0010b Set
0011b 0100b
( ) 0110b
0111b
0101b
ECHONET
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EPC

10 ) (Byte)

unsigned Max
0x9D charx 17 ) Get o
(MAX)17

unsigned Max
Set OX9E charx 17 ) Get o
(MAX)17

unsigned Max
Get OX9F charx 17 ) Get o
(MAX)17
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ECHONET ECHONET CONSORTIUM
X1=0x10~0x1F ECHONET
X1
X2 X3
ECHONET
0x9B Ox9F
X1=0x00 X2=0x19
X1 0x10
X2 0x19 X3 X3
\ersion
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ECHONET ECHONET CONSORTIUM
0x10
0x19
0x01 Ox7F (0x00 )
EPC
(10 ) (Byte)
unsigned Set/
X80 charx 6 6 Get
unsigned Set/
0xBO charx 6 6 Get
unsigned Set/
OxB1 charx 6 6 Get
unsigned Set/
0x88 charx 6 6 Get
unsigned Set/
0x89 charx 6 6 Get
6
1 2 2 1
EA EA
EPC
1

lolol [ Tolol, [ |
| I — o .1
— 0 w1
all (for future reserved
o .1
0 1
all (for future reserved)
EA
b0
ECHONET 2
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Date Oct. 13, 2005
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ECHONET ECHONET CONSORTIUM
bl ECHONET
bl
EA
b4 ECHONET
2
b5 ECHONET b5
b4 1
b7 b6 b5 b4 b3 b2 bl bO
NN
[ | [ |
| b7,b6
b7:b6 0.0 10
0:1 1
1.0 1
11 for future reserved
b6 b7 10 1 1 3
bO b5 b7:b6=0:1
bO b5 000101b =0x45 5
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ECHONET ECHONET CONSORTIUM
Set
Set

X1=0x20~0x2F ECHONET

X1

X2 X3
Set
Set
Set
10
ECHONET
Set
Set ECHONET
Set
Get
Set
0x9B Ox9F Set
Set
Set
X1=0x00 X2=0x19
Set X1
0x20 X2 0x19 X3
X3
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Set
F( )
EPC q :
(10 ) Byte
Set unsigned Max Set/
0x80 charx 32 Get
(MAX)32
Set unsigned
0xB0O charx I\gz;x éeet{
(MAX)32
Set unsigned
0xB1 charx I\gz;x éeeti
(MAX)32
Set unsigned
(MAX)32
Set unsigned
0x89 charx I\gz;x éeeti
(MAX)32
32
1 1 1 2 1 2
Set Set Set EA Set EA
— _/ — _/
N N
Set @) Set Q)
Set
1 1
EPC Set
1 10
Set
2 1
EPC Set
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ECHONET ECHONET CONSORTIUM

Set

EPC Set
Set Set
Set
Set Set EA 2
1 Set
Set EA

0Ox41
0x42
0x43

Set EA 2 Set
ECHONET
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ECHONET ECHONET CONSORTIUM

X1=0x30 Ox3F
ECHONET
X1
X2 X3

No. No

No. No.

No.
AND AND No.
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ECHONET ECHONET CONSORTIUM
X1=0x00 X2=0x19
X1 0x30 X2 0x19 X3
X3
\ersion

ECHONET
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F( )
EPC
(10 ) Byte)
( ) Max
unsigned 245
charx X SetM/
0x80 Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
OxBO Max245% | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
OxB1 Max245% | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
0x88 Max245x Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
0x89 Max245x | Max | GetM
Max65536 | 6553
6
245
1 1 m 1 2 3 1 1 1 n
EA
EOJ EPC ESV EDT EDT
N\ J _
Y y
EA
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ECHONET ECHONET CONSORTIUM
1 1 2 2 m
Ny 0 |
o ‘‘‘‘
......................... 1 2 3 1 1 1 n
................... EA
EQJ EPC ESV EDT EDT
N J -
Y y
EA
No. No.

b7 b6 b5 b4 b3 b2 bl bO
#

I

(b7)
b7=0 (b6  b0)
b7=1

(b6 bO)

0x00
0x01
0x02
0x03
0x04
0x05
0x06 7
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ECHONET ECHONET CONSORTIUM
No. No.
No.
No.
No.
No.
No.
No. AND
AND No.
EA
EA
EA ECHONET
0x42
0x41
EA
ECHONET
422 ECHONET SEA DEA
NetIiD
NodelD
EOJ
ECHONET

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
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ECHONET ECHONET CONSORTIUM

X1 2
X2 X3
426 ECHONET EOJ

EPC
ECHONET

ESV
EA EOJ ECHONET
EPC

428 ECHONET ESV

EDT
ESV
No. EDT
EDT EDT EDT
ESV
EDT ESV 0x00

EDT
EDT EDT
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ECHONET ECHONET CONSORTIUM
X1=0x40 Ox4F
ECHONET
X1 X2 X3
ECHONET
EA
EA
EQOJ
EPC
ESV
EDT
EDT
EDT
ECHONET SEA EA
EA ECHONET
ECHONET SDEQOJ EOJ
ECHONET ECHONET
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET ECHONET CONSORTIUM

ECHONET EPC EPC

ECHONET ESV ESV

EDT EDT EDT

EPC ECHONET
EDT EDT
EDT 6

EDT EDT

EDT EDT

EDT EDT

EDT EDT

EDT EDT

EDT EDT

X1=0x00 X2=0x19

Set X1

0x40 X2 0x19 X3
X3
\ersion
ECHONET
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ECHONET ECHONET CONSORTIUM
F( )
EPC . \
(10 ) Byte
( ) Max
unsigned 245
charx X SetM/
0x80 Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
OxBO Max245% | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
OxB1 Max245% | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
088 Max245x Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X SetM/
0x89 Max245x | Max | GetM
Max65536 | 6553
6
245
2 2 3 1 1 1 1 m 1 1
EA EOJ EPC ESV EDT EDT EDT
EA
~_ _
—

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Oct. 13, 2005

Version 3.21
ECHONET ECHONET CONSORTIUM
EA
2 ECHONET EA
ECHONET SEA
EA
EA
2 EA
ECHONET SEA EA
AND EA
EOJ
ECHONET
ECHONET SEQJ
EOJ
ECHONET SEOJ
X3 AND
EOJ
EPC
ECHONET ECHONET
EPC EPC
ESV
ECHONET ECHONET
ESV ESV
EDT
EDT
EDT
EDT ECHONET EDT
2
No. EDT EDT
ECHONET EDT

© 2000 2005 ECHONET CONSORTIUM
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
EDT
EDT
ECHONET EDT EDT
EDT
b7 b6 b5 b4 b3 b2 bl b0
# 1 1
[ |
L e
EDT
EDT (b7)
b7=0 EDT (b6 bO) EDT
b7=1 EDT
EDT (b6 bO)
EDT
0x00
0x01 EDT EDT
0x02 EDT EDT
0x03 EDT EDT
0x04 EDT EDT
0x05 EDT EDT
0x06 EDT EDT £
5
5
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ECHONET ECHONET CONSORTIUM
X1=0x60~0x6F ECHONET
X1
X2 X3
EPC
EPC
EPC
EPC
= x2 1
1
unsigned char 2
2
1
0x00
0x01
0x02
0x00 0x01

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
X1=0x00 X2=0x27
X1
0x60 X2 0x27 X3
X3
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ECHONET ECHONET CONSORTIUM
0x60
0x27
0x01 Ox7F (Ox00 )
EPC
(10 ) (Byte)
unsigned
0x80 char 3 ?fet:
x 3
unsigned
char
x 1 Set/
0xBO unsigned > Get
short
X 2
unsigned Set/
OxBE char 3 Get
x 3 €
EPC
1

500 5,000msec

1 1 1
don’t don't
O0x01 care care
1 1 1
don't don't
0x00 care care
1 2 2
0x02 Ox01F4 500 0x1388 5,000
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ECHONET ECHONET CONSORTIUM
X1=0x70~0x7F ECHONET
X1
X2 X3
EPC
EPC
EPC
EPC
= x2 1
1

unsigned char

0x00
0x01
0x02
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ECHONET ECHONET CONSORTIUM
0x00 0x01
X1=0x00 X2=0x27
X1 0x70 X2 0x27 X3
X3
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0x70
ox27
0x01 Ox7F (Ox00 )

EPC

(10 ) (Byte)

unsigned
0x80 char 3 Get
x 3
unsigned
char
OxBO x1 5 Get
unsigned
short
x 2
unsigned
OxBE char 3 Get
x 3

EPC

500 5,000msec

1 1 1
don't don't
Ox01 care care
1 1 1
don't don't
0x00 care care
1 2 2
0x02 Ox01F4 500 0x1388 5,000
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User Key
EPC
(10 ) (Byte)
SetM Anonymous Level  SetM unsigned
Max. Set/
0xCB char 17 Get @)
(Anonymous Level) x Max 17
GetM Anonymous Level  GetM unsigned
Max. Set/
0xCC char 17 Get @
(Anonymous Level) x Max 17
Set Anonymous Level  Set unsigned y -
OxCE char SX' Get ©)]
(Anonymous Level) x Max 17
Al Level Get i
Get nonymous Level € unsigned Max. Set/
OxCF char 17 Get @
(Anonymous Level) x Max 17
SetM Service Provider Level ~ SetM unsigned
OXDB char Max. | SetM/ )
x Max 17 17 GetM
(Service Provider Level) N ©
GetM Service Provider Level ~ GetM unsigned
DG char Max. | SetM/ ®)
x Max 17 17 GetM
(Service Provider Level) % ©
Set Service Provider Level ~ Set unsigned
OXDE char Max. | SetM/ @
x Max 17 17 GetM
(Service Provider Level) 9 ©
Get Service Provider Level  Get unsigned
OXDF char Max. | SetM/ ®
x Max 17 17 GetM
(Service Provider Level) %
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(1) SetM (Anonymous Level)

Anonymous Level

SetM User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level SetM
(2) GetM (Anonymous Level)
Anonymous Level
GetM User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level GetM
(3) Set (Anonymous Level)
Anonymous Level
Set User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level Set
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ECHONET ECHONET CONSORTIUM

(4) Get (Anonymous Level)

Anonymous Level

Get User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level Get
(5) SetM (Service Provider Level)
N ServiceProvider Level
SetM User Key
(ESV=0x65)
2 2
User Key (ESV=0x66)
ServiceProvider Level SetM
(6) GetM (Service Provider Level)
Service Provider Level
GetM User Key
(ESV=0x65)
2 2
User Key (ESV=0x66)
Service Provider Level GetM
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Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
(7) Set (Service Provider Level)
Service Provider Level
Set User Key
(ESV= 0x65)
2 2
User Key (ESV=0x66)
Service Provider Level Set
(8) Get (Service Provider Level)
Service Provider Level
Get User Key
(ESV= 0x65)
2 2
User Key (ESV=0x66)
Service Provider Level Get

© 2000 2005
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
ECHONET ECHONET
3
ECHONET
AES-CBC
128
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Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET

LonTalk® Echelon Corporation
Bluetooth Bluetooth SIG,Inc
Ethernet Xerox Corporation

ECHONET

ECHONET

ECHONET

ECHONET (EHD)
ECHONET

© 2000 2005

ECHONET
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET (EBC)
ECHONET EDATA
1Byte EDATA
16 256(0x10 OxFF,0x00 Ox00 256 )Byte 16Byte
ECHONET

SHD(8Byte) + PBC(1Byte) + PEDATA(6Byte) + BCC(1Byte)

ECHONET (SHD)
ECHONET (SHD)
TID SKH SNF
TID ID (2Byte)
SKH Key (2Byte)
SNF (4Byte)
SHD
SHD (8Byte)
ECHONET
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Date Oct. 13, 2005

© 2000 2005 ECHONET CONSORTIUM

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ID TID
2Byte 1D
Key (SKH)
2Byte
b6 b7
1 2
bl5 bl14bl3 bl2bl11bl0 b9 b8 b7 b6 b5 b4 b3 b2 bl bO
# |\ #E|H | H#|O|O |0 | # | H#|H|O0|O | #|H#H | #H|#
Secure User Level
b3:b2:b1:b0=0:0:0:0 Serial Key Index
b3:b2:b1:b0 b3:b2:b1:b0=0:0:0:1 User Secure Key Index
b3:b2:b1:b0=0:0:1:0 Maker Secure Key Index
Service Provider Secure Key Index
b5:b4 for future reserved
Authenticate or not
b6
0 1
Encrypt or not
b7 o 1
b8 0 1
b9—b11l For future reserved
b15:b14:b13:b12 = 0:0:0:0:
b15:b14:b13:b12 = 0:0:0:1: SNF
b15:b14:b13:b121h15:h14:p13:b12 = 0:0:1:0:
b15:b14:b13:b12 = 0:1:0:0:
: for future reserved
Key (SKH)
b6=0: b7=0:
ECHONET

ALL RIGHTS RESERVED
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
SHD The last
......................................... A S, 10 AL
i A il 1
EHD;{ SEA | DEA |EBC| TID |[SKH| SNF PBC |PEDATA|BCC |PDG; MAS
L e e R e e e
I I
...................................... s L1
b6=1: b7=0:
ECHONET
. SKH b8
SNF
SNF SNF
SHD
A
A 1
EHD| SEA | DEA |EBC|TID [SKH| SNF [PBC |PEDATA|BCC|PDG
L o e e o T _____
r—-————-—- =
I |
________ 1

b6=0: b7=1:
ECHONET
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
SHD The last

/mm»/\wmm\mbytes

EHD{ SEA | DEA [EBC|TID |SKH| SNF |PBC|PEDATA|BCC}{ MAS

b6=0: b7=0:
ECHONET
SKH b0, b1, b2, b3, b8
SNF

SHD

EHD| SEA | DEA |EBC| TID |[SKH| SNF |PBC|PEDATA|BCC

ECHONET
b3:b2:b1:b0
(Supervisor Level)
ECHONET Key
Key ECHONET
ECHONET (user Key,
Service Provider Key)
(User Level)
user Key (
)
(Maker Level)
maker Key maker Key
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM

(Service Provider Level)

Service Provider Key Service
Provider Key
ECHONET
b8 b6 b6=1 b8
ECHONET
b12:b13:b14:b15
SNF SNF
b6 b6=0 b8 b8=1
b12:b13:b14:b15
(SNF)
4Byte
1
SNF

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
(MAS)
16Byte
SEA, DEA, EBC, SHD, PBC, PEDATA, BCC, PDG
Key
SHD
AN
4 N

EHD| SEA | DEA |EBC| TID |[SKH| SNF |PBC PEDATA|BCC|PDG| MAS

----p

Key
16Byte
( )
SEA, DEA,
EBC, SHD, PBC, PEDATA, BCC
Key
SHD
AN
4 N
EHD| SEA | DEA |[EBC|TID |[SKH| SNF |PBC|PEDATA|BCC| MAS
| I A
Key '
16Byte
A
|
( )
(MAS) Cipher Block Chaining
SNF
Cipher Block Chaining (MAS)
128Bit

Key (SKH) b7:b6
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM

SEA, DEA, EBC, SHD, PBC, PEDATA, BCC, PDG

128
(MAS)
. Key (SKH) b7:b6
SEA, DEA, EBC, SHD, PBC, PEDATA, BCC 128
(MAS)
<

128Bit 128Bit —
4 >
Cipher Block Chaining (MAS)
ECHONET (PBC)
1Byte ECHONET (PBC) ECHONET
(PEDATA)
ECHONET (PEDATA)
ECHONET (PEDATA) ECHONET (EHD)
b2:b1:b0=1:0:0 . ( )
SKH  b6=0 ECHONET (PEDATA)
6-222Byte
SKH  b6=1 ECHONET (PEDATA)
6-238Byte
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Date Oct. 13, 2005
ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

OHD| SEOJ | DEOJ [EPC|ESV| EDT

PEDATA
ECHONET (PEDATA)
(BCC)

1Byte ( ) SEA,

DEA, EBC, SHD, PBC, PEDATA ( )
(PDG)
0 15Byte ( )
ECHONET
128Bit 0x00
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

MAS
SNF . SNF

SNF SNF SNF SNF

128bit 128bit
PBC, PEDATA,
BCC PDG EDATA ECHONET

SNF
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

—— PEDATA
128bit

PEDATA H

PBC BCC PDG

e

128bit 128bit

BCC
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ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
DEA DEA
SNF
EOJ (EOJ 1Byte:0x00)
ECHONET
ECHONET
EHD| SEA | DEA |EBC| TID [SKH SNF |PBC|PEDATA |BCC| PDG MAS
\ \ ’J
H SEA PDG
b0:b1:b2:b3
b6=0 PBC
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA | DEA |EBC| TID [SKH SNF |PBC|PEDATA |BCC| PDG MAS
\ =
SEA PDG
b0:b1:b2:b3
b6=0
b7=0
b8=0
EHD| SEA | DEA |EBC| TID [SKH SNF |PBC|PEDATA |BCC| PDG MAS
b0:b1:b2:b3 SEA PDG
b6=0
b7=0
bh8=1 (l )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC MAS
-
SEA BCC
b0:b1:b2:b3
b6=0 PBC
b7=1
b8=1

b12:b13:b14:b15

EHD| SEA | DEA |[EBC|TID |SKH| SNF |PBC|PEDATA BCC MAS
| -
SEA BCC
b0:b1:b2:b3
b6=0
b7=1
b8=0
EHD| SEA | DEA |EBC|TID |SKH| SNF |PBC|PEDATA BCC MAS
b0:b1:b2:b3 ’—1
b6':0. : —‘ SEA BCC
b7=1 e —
b8=1 1 )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET
SNF SEA DEA EBC TID SKH PBC, PEDATA, BCC, PDG
MAS
SNF SNF
MAS SNF SEA DEA EBC TID SKH PBC,
PEDATA, BCC, PDG MAS
SNF MAS PEDATA
(SNF) SNF SEA DEA EBC TID SKH
PBC, PEDATA, BCC, PDG MAS SNF MAS
SNF MAS
SNF SEA DEA EBC TID SKH PBC, PEDATA,
BCC, PDG MAS SNF
MAS PBC
PBC

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

I—= I—=

(SNF) SEA, DEA, EBC, (SNF)
TID, SKH, PBC, PEDATA,
BCC, PDG
(MAS)
(SNF)

SEA, DEA, EBC, TID,
SKH, PBC, PEDATA, BCC,
PDG

(MAS)

PEDATA

(SNF) SEA, DEA,
EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)

(SNF)  SEA,
- DEA, EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
(SNF)
(SNF)
(SNF)
(SNF) (SNF)
SEA, DEA, EBC, TID,
SKH, PBC, PEDATA, BCC,
PDG
(MAS)
SNF SEA, DEA, EBC,
TID, SKH, PBC, PEDATA,
- BCC, PDG
(MAS)
(SNF)  SEA,
DEA, EBC, TID, SKH, PBC,
PEDATA, BCC, PDG
(MAS) (SNF)
SNF

SEA, DEA, EBC, TID,
SKH, PBC, PEDATA, BCC,
PDG

(MAS)

PEDATA

SNF

< SEA, DEA,
EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

User Key, Service Provider Key, Maker Key

(User Key)
Key Key (User
Key)
(User Key)
(Service Provider Key)
(User Key) (Service Provider Key)
(User Key, Service Provider Key)
(Maker Key) Maker Key
(MKI)
(Maker
Key)
ECHONET
(User Key)
(User Key)
(User Key)
Key
(User Key) ECHONET
(User Key) Supervisor Level

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
EHD| SEA | DEA |EBC|TID |[SKH| SNF |PBC|PEDATA |BCC| PDG MAS
SEA PDG
b0:b1:b2:b3 Supervisor Level (=0:0:0:0)
b6=0
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA | DEA |EBC|TID |[SKH| SNF |PBC|PEDATA |BCC| PDG MAS
’_J
SEA PDG
b0:b1:b2:b3 Supervisor Level (=0:0:0:0)
b6=0
b7=0
b8=0
EHD| SEA | DEA |EBC|TID |[SKH| SNF |PBC|PEDATA |BCC| PDG MAS
’_J
b0:b1:b2:b3  Supervisor Level (=0:0:0:0) SEA PDG
b6=0
b7=0
b8=1
b12:b13:b14:b15 (=0:0:0:0)
User Key ECHONET
Key
(Serial Key)
Key
(User Key)
Key
Key
User Key SNF(
) 1 Key
SNF SEA DEA EBC TID SKH
PBC, PEDATA, BCC, PDG MAS SNF
MAS
© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
SNF SEA
DEA EBC TID SKH PBC, PEDATA, BCC, PDG MAS
SNF MAS
SNF MAS
Key
(Serial Key)
PIN
Key

Eﬁ Key

Key
Key ®»>oeoo0oo0 ..
Key Index :,I,E,lﬁf Iﬂﬁ
1
Key Index Key
User Key
(Service Provider Key)
(Service Provider Key)
User Key
Service
Provider Key (Service Provider Key)
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

. (Service Provider Key)
ECHONET (Service Provider Key)

User Level
EHD| SEA | DEA |EBC|TID [SKH| SNF |PBC|PEDATA |BCC| PDG MAS
SEA PDG
b0:b1:b2:b3 User Level (0:0:0:1)
b6=0
b7=0
b8=1

b12:b13:b14:b15

EHD| SEA | DEA |EBC|TID |SKH| SNF |PBC|PEDATA BCC| PDG MAS

| r

—‘ SEA PDG

b0:b1:b2:b3 User Level (0:0:0:1)

b6=0
b7=0
b8=0
EHD‘ SEA ‘ DEA ‘EBC‘TID‘SKH‘ SNF ‘PBC‘PEDATA‘BCC‘ PDG MAS
-
b0:b1:b2:b3 User Level (0:0:0:1) SEA PDG
b6=0
b7=0
b8=1 a )
b12:b13:b14:b15 (=0:0:0:0)
(Service Provider Key) ECHONET
(Provider Service Key) User Key
Service
Provider Key
User Key
User Key
(Service Provider Key)
SNF( ) User Key
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Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM

SNF  SEA, DEA, EBC, TID, SKH, PBC, PEDATA, BCC, PDG

MAS SNF MAS
SNF  SEA
DEA EBC TID SKH PBC, PEDATA, BCC, PDG MAS
SNF  MAS
SNF MAS
PIN

D User Key

User Key

User 00 0000000
Key : D :
Key Index eeeeend

Service

Provider Key
User Key
Key Index
Service Provider Key
Service Provider Key
(Maker Key)

(Maker Key) Maker
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Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
( ) (Maker Key)
(Maker Key) ( )
(Maker Key)
ECHONET
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC| PDG MAS
[ \ -
H SEA PDG
b0:b1:b2:b3
b6=0 PBC
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC| PDG MAS
\ =
SEA PDG
b0:b1:b2:b3
b6=0
b7=0
b8=0
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC| PDG MAS
b0:b1:b2:b3 SEA PDG
b6=0
b7=0
bs=1 (1 )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET

© 2000 2005
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Date Oct. 13, 2005

ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
New Master Key Pre
Master Key
Pre Master Key
Pre Master Key New Master
Key
SNF SNF
Pre Master Key
SNF  SEA
DEA EBC SKH PBC, PEDATA, BCC, PDG Pre Master Key

MAS SNF

Pre Master Key

I—=

MAS

I—=

Pre Master Key

Pre Master Key
(Pre Master

Key)

(New Master Key)
(Pre Master T

-
.
.
. .
.

Key)

Key Index

=1

New Master Key

(Pre
Master Key)
(New Master Key)

]

New Master Key

(Pre Master
Key)

Key Index

© 2000 2005
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

(New Master Key)
Pre Master Key New
Master Key

Pre Master Key New Master Key
Pre Master Key New Master Key

New Master Key Pre Master Key
New Master Key

New Master Key New Master Key
EDT
New Master Key
EDT New Master Key

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 3.21

ECHONET ECHONET CONSORTIUM

]

New Master Key |:| ’ Pre Master Key‘ ’ Pre Master Key
N [ L e
| ’ ‘ ’ Pre Master Key ‘ Pre Master Key

New Master Key
New
Master Key
e [ N O S
—— ] ’ ‘ ’New Master Key ||| Pre Master Key
New Master Key

New Master Key
\>_ R e S B
—— | | ||| New Master Key ||| New Master Key

Key
Pre Master Key
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ECHONET ECHONET CONSORTIUM

= =

Pre Master Key

Pre Master Key

(New Master Key) (Pre Master

(Pre Master Key)

Key) (Pre
Key Index wossssee Master Key)

. E (New Master Key)
=l
=1 £

New Master Key

New Master Key

(Pre Master
Key)

Key Index
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
A

’ ‘ ’PreMaster Key‘ ’PreMaster Key

e I S ORI
[
’ ‘ ’PreMaster Key‘ Pre Master Key
New Master Key
Pre Master Key
Pre Master Key
New Master Key
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
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ECHONET SPECIFICATION

Date Oct. 13, 2005
ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
ECHONET ECHONET
ECHONET
ECHONET
Supervisor
User Level
Maker Level
Service Provider Level
ECHONET
ECHONET
Supervisor Level  Supervisor
User Level User Level
Maker Level Maker Level

Service Provider

Level Service Provider Level
Anonymous Level
ECHONET ECHONET
ECHONET
7
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
© 2000 2005

ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
ECHONET

Date Oct. 13, 2005

Version 3.21

ECHONET CONSORTIUM

ECHONET

ECHONET

ECHONET

ECHONET : «*

—— Set/Get(SetM/GetM)
== :Get(GetM)

ECHONET
ECHONET
ECHONET
ECHONET
Set Get SetM

Get
Set, Get, SetM, GetM

© 2000 2005

Get

ECHONET CONSORTIUM

GetM

Set Get

ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
ECHONET

Version 3.21
ECHONET ECHONET CONSORTIUM

Set
Get SetM GetM
/r EPC
0x81 (0x09)
Ox8A 0x000000
(W) OxE8 0x004F
(W) OxE9 OxO0FF
(kwh) OxEO 0x11223344
. coeneneen OX0000 :
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ECHONET Version 3.21
ECHONET ECHONET CONSORTIUM
Anonymous| User Maker Serv_| ce
Leve Leve Leve Provider
Leve
0x81 Get Get Get Get Get
Ox8A Get Get Get
OxES8 Get Get Get Get
OxE9 Set/Get Set/Get Get
OxEO Get Get Get
OxFO Get Get
Ox9E Get Get Get Get Get
Ox9F Get Get Get Get Get
UserlLevel/MakerLevel
Set

Anonymous Level 0x00

User Level 0xOL,{ OXE9}

Maker Level 0x00

Service Provider Leve 0x00

Get
Anonymous Level 0x03,{ 0x81,0xpE,0x9F}

User Level

0x07,{ 0x81,0x8A ,0xE8,0xE9,0xEQ,0x9E,0x9F}

Maker Level

0x06,{ 0x81,0x8A ,0xE8,0xF0, OX9E,0x9F}

Service Provider Leve

0x06,{ 0x81, OXE8,0xE9,0xEQ, OX9E,0x9F}
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ECHONET ECHONET CONSORTIUM
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ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

EIAJ ET-2101

)

()
TEL 03-3213-1075

EIAJ ET-2101-1

()
TEL 03-3213-1075

EIAJ RC-5202

()
TEL 03-3213-1075

JEM 1439

()

()
TEL 03-3581-4841

© 2000 2005

()

()
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ECHONET CONSORTIUM
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ECHONET CONSORTIUM

EOJ
EPC=0xD0 0x00 Ox7F
EPC=0xD0
A B C D E F
A B C D E F
A B C D E F
A B C D E F
A B C D E F
A B C D E F
A B C D E F
A B C D E F
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ECHONET

Date Oct. 13, 2005
Version 3.21
ECHONET CONSORTIUM

EQJ

EOJ

1Byte 2Byte

© 2000 2005

0x01
0x02 2

ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct. 13, 2005
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