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STATE/DATA
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ECHONET P&PMng Request_ID
P&PMng ECHONET ' Request _ID
ATTRIBUTE METHOD STATE/DATA
TS Property name methodtype |action subtype DATA
P&P Housecode INDICATE do normal Housecode
0x0123456789ABCD
EF
Request_ID
ATTRIBUTE METHOD STATE/DATA
TS Property name methodtype |action subtype DATA
P&P MacAddress INQUIRE do with{normal magic_number(8)
housecode
0x0123
ID
ATTRIBUTE METHOD STATE/DATA
TS property name methodtype |action subtype DATA
P&P MacAddress WRITE do with{normal magic_number(8)
housecode MacAddress(2)
'0x0123,0x4010

[ATTRIBUTE METHOD |STATE/DATA
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ATTRIBUTE
property_name

Table Selector(TS) function_name

ATTRIBUTE METHOD

STATE/DATA

Table Selector function_name

(TS)
property_name

1

Table Selector

Table Selector P&P  property_name

Table Selector Table Selector

0x20

P&P
property name |value
serial number 0x00
MacAddress 0x01
magic_number 0x02
seed 0x03
maker 0x10
model Ox11
type 0x12
type id 0x13
P&P 0x20
METHOD

method type action  subtype
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ATTRIBUTE|| METHOD | STATE/DATA

method type | action subtype
1

method type Value
READ 0 00
WRITE 0 01
INQUIRE 0 02
RESET 0 03
INDICATE 0 04
RESPONSE 0 05
MAKE 0 06
REMOVE 0 07
OPEN 0 10
CLOSE 0 11
action Value
do 0 00
do with housecode 0 01
do with certification 0 02
method

done 0 10
cannot 0 20
busy 021
classified 0 22
subtype Value
normal 0 00
with certification 0 01
with encryption 0 02
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I+

Non return-to-zero

429.1750 429.7375MHz
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STD-T67 STD-T67

LonTalk®
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(Carrier Sense Multiple Access)

0.5

0.5 15
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(a)
(b)
(@)
(b)
12 0.4 9 0.5
0.5 30 0.9 18 1.0
1.0 55 1.6 32 1.8
1.5 72 2.1 41 2.3
2.0 90 2.6 50 2.8
3.0 125 3.5 67 3.8
5.0 196 5.6 103 5.8
15.0 549 15.6 279 15.8
25.0 902 25.6 456 25.8
35.0 1255 35.6 632 35.8
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19 0.5 15 0.9

0.5 37 1.1 24 1.4

1.0 65 1.9 40 2.3

1.5 83 2.4 49 2.8

2.0 100 2.8 58 3.3

3.0 135 3.8 75 4.3

5.0 206 5.8 111 6.3

15.0 559 15.8 287 16.3

25.0 912 25.8 464 26.3

35.0 1265 35.8 640 36.3
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Ox (0)%
0 1
XOR
XOR
XOR
3
| @ - | © |-
(a) 00000000000000001111111111111111
(b) 11011010011000001110010001010110
(©) 11011010011000000001101110101001

(c)=(a)X0R(b)

| @ - | M-
(d) 11011010011000000001101110101001
(e) 11011010011000001110010001010110
@) 00000000000000001111112211221122

(F)=(d)X0R(e)=(a)

SCRO
SCR1 SCR30
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SCRO
SCRO
SCRO SCR30
SCRO
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| (SCRO
/ /

| (SCRO  SCR30 )

SCRO 11011010011000001110010001010110
SCR1 11101101001100000111001000101010
SCR2 11110110100110000011100100010100
SCR3 01111011010011000001110010001010
SCR4 10111101101001100000111001000100
SCRS 01011110110100110000011100100010
SCR6 10101111011010011000001110010000
SCR7 01010111101101001100000111001000
SCR8 00101011110110100110000011100100
SCR9 00010101111011010011000001110010
SCR10 10001010111101101001100000111000
SCR11 01000101011110110100110000011100
SCR12 00100010101111011010011000001110
SCR13 10010001010111101101001100000110
SCR14 11001000101011110110100110000010
SCR15 11100100010101111011010011000000
SCR16 01110010001010111101101001100000
SCR17 00111001000101011110110100110000
SCR18 00011100100010101111011010011000
SCR19 00001110010001010111101101001100
SCR20 00000111001000101011110110100110
SCR21 10000011100100010101111011010010
SCR22 11000001110010001010111101101000
SCR23 01100000111001000101011110110100
SCR24 00110000011100100010101111011010
SCR25 10011000001110010001010111101100
SCR26 01001100000111001000101011110110
SCR27 10100110000011100100010101111010
SCR28 11010011000001110010001010111100
SCR29 01101001100000111001000101011110
SCR30 10110100110000011100100010101110
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100ppm
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OxX7F
0x02 Ox3F

ECHONET
RAM
0x01 0x02
0x40 Ox7F
0x80 OxFF
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(a)
3
((2) )
((2) )
(2)
((3)
)
(c)
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3

429MHz 426MHz
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(b)

b)

(a)

(a)
¢
(1) (ACK )
¢
@) (ACK )
|
(3) (ACK )
< ©
|
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((1) )

((2) )

((2)

429MHz (426MHz

((3)

(c)
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(3)

429MHz

426MHz

(b)
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() q < (a)
il) (ACK )
2) (ACK ) L
J(s) (ACK )
(b) ()
¢ a4
(c)
<
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O *k*k*k OOOO **kkk ***1

**k*k*k 1000 **kkk ***1

*k*k*%* 0100 **k*kk **1*

*k*k*%k 1100 *kkk **1*

***k*k 00 10 **kkk *1**

**k*k*k 10 10 **kkk *1**

*k*k*%* 0110 *kkk 1***

*k*k*k* 1110 *kkk 1***

**k*k*k 0001 ***1 **k*k*k

**k*k*k 1001 ***1 **k*k*k

*k*k*%* 0101 **1* *k*k*k*

*k*k*k 1101 **1* *k*k*k

***k*k 0011 *1** **k*k*k

*k*k*%* 10 l 1 *1** *k*k*

*k*k*k 0111 l*** *k*k*k

***k*k 1111 1*** ***k*k

1111 1111
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1)

(2)

(3)
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O\
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Ox

(1)

(2)
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(3)

ECHONET

4)

Ox

0x

0x

\ \ \ ¢
\ \ \
Ox 0Ox 0x
Ox (0)
“ Ox "
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Ox

Ox

Ox
Ox

0x
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]

]

0x 0x

k
\
\
(004
0x
*»
’ / /
\
\
0x 0x
k
\
\
0Ox
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0.5 0.7 0.8 1.2

0.5 1.0 1.2 1.3 1.7
0.7 1.0 1.1 1.6

35.0 35.7 36.0 36.1 36.6

1.3 1.5 2.5 2.8

0.5 1.8 2.0 3.0 3.3
1.5 1.8 2.8 3.2

35.0 36.5 36.8 37.8 38.2
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0.5 0.7 0.8 1.2
0.5 1.0 1.2 1.3 1.7
1.0 1.8 2.0 2.1 2.6
1.5 2.3 2.5 2.7 3.1
2.0 2.8 3.0 3.2 3.6

1.3 1.5 2.5 2.8

0.5 1.8 2.0 3.0 3.3

1.0 2.6 2.8 3.8 4.2
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]¢)

@ €y
(b)
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(©)
©)

¢y
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(1)
® > ACK
P
(b) (c)
¢ (2)ACK P
ACK
«
(d)
¢
(€Y
)
“ Ox ”
&Y
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(a)

(b)

(1)
ACK
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| |
(1)
(a)
> ACK
g
(b) (c)
N (2)ACK >
ACK
<
(d)
<

(1)

(a) ACK
>
(b) >
¢
(2)ACK
ACK
4
(c) (d)
¢ >
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| [
(1)
(a) ACK
4
(b) "
<
© ©
4 >
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PowerOn

LowStart LowlInit

¥/ \ N

\ /
AC LOWHaIt Q
LowStart ( W_OWStart
Lowl nit
Lowlnit )

LowHalt

LowRequestRu

LowHalt
20

_owStart
—>

Lowlnit Q
I Q

LowlInit

LowWakeUp

L

LowHalt

SpaT T
O <
8 /
O <

LowSuspend
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LowGetStatus
LOW STS STOP

LowGetDevID

LowStart Lowlnit

MAC
MAC
MAC

LowGetStatus
LOW_STS INIT
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LOW _STS RST

LowGetDevID

LowGetStatus
LOW _STS CSTOP

LowGetAddress

LowGetProData

LowGetDevID

LowStart Lowlnit
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LowRequestRun

LowHalt
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LowGetStatus

LOW_STS RUN

LowGetAddress

LowGetProData

LowSendData

LowReceiveData

LowGetDevID

LowHalt

LowStart Lowlnit
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LowSuspend

LowGetStatus
LOW_STS SUSPEND

LowGetDevID

LowHalt

LowStart Lowlnit
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LowGetStatus
LOW _STS SUSPEND

LowGetDevID

LowHalt

LowWakeUp

LowStart Lowlnit
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ECHONET
ECHONET
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ECHONET
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1km
HBS
ET-2101
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HBS
HBS
ET-2101
ET-2101 311
521
ET-2101 312
522
ET-2101 313
ET-2101 314
523
ET-2101 315

1km

EIAJET-2101

316
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HBS
0.65mm
1.2mm
ET-2101 314 316

ET-2101 316
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0.65mm Q
12mm Q
0.75mm2 Q

12mm 0.75mm?2

Q
Q
9%600bps £ 013
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AMI  Altermate Mark Inversion
T > -« T 2
-< TV
A
1
VL 06 VL 06
Vi 14 VvV 25
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EIAJET-2101
ET-2101

CSMAICD  Carrier Sense Multiple Access with Collision Detection

52

LSB
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( )
v
sT| PO | b1|b2]|b3| baf 5| b6| b7 ST |

LSB MSB T T

( )
@ )
2
3
- » 10ms
ACK/
PR | SA| DA| CC | BC DATA FCC| DMY| yak PR
22 10ms

PR(Priority) (11bit)

SA(Source Address) (11bit)

DA(Destination Address) (11bit)

CC(Control Code) (11bit)

BC(Byte Count) (11bit)

DATA(Data Field) (11bit Max.256)

FCC(Frame Check Code) (11bit)

DMY (Dammy Code) (11bit)

ACK/NAK(ACK/NAK Code) ACK/NAK (11bit)

3
ACK NAK 10ms(96 )
10ms 22
)
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4 HBS

PR SA
4 ET2101 335

LSB MSB
bO bl b2 b3 b4 b5 b6 b7

I I L

b0 b1

ET-2101 336

4550's
HBS 264

Td
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AMI Td 40us
IFU ET2101 337
TF
Us) 1/0600x s
10ms TF
TF
TF
10ms 10ms TF
(Td) Uy
A3us)
Td
BC FCC
10ms 22
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EIAJ ET-2101
HBS
ECHONET
SA DA 2
2
4
084C2A6E195D3B,7F
4 ( )
GwW
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4 HBS
5
PR DA
PR DA
5
LSB MSB
bO bl b2 b3 b4 b5 b6 b7
6
2 b5 DATA  ECHONET HBS
HBS HBS
ECHONET V10 ECHONET
ET2101 3311
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LSB MSB
b0 bl b2 b3 b4 b5 b6 b7

b6b7 00
10 1
01
1
b2b3b4b5 0000 HBS

1101 ECHONET(V1.0)
%(1)%11 0000 for future reserved

b2b3b4bh5=0000,0001
bOb1=10

b2b3b4b5=0010 1111
for future reserved

6
X 0 X FF
X OO0
HBS
b2 b5 HBS
b2b3b4b5 1110 ECHONET V10
b2b3bdb5 1101
ECHONET
HBS 7
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-~ (DATA) ——»>

HD | OPC | OPR

HD(extend Header) (11bit)
OPC(extend Operation Code) (11bit)
OPR(extend Operand Code) (11bit*Max.30)

HBS

ACK/NAK

ACKINAK
ACKINAK
ACKINAK
PR FCC
ACK
NAK
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4 HBS
NAK
ACKINAK NAK
NAK
NAK
NAK
ACKINAK ACK X 06
NAK X 15 FCC
X 00
X 1
X 12 ( )
NAK
‘1Y - x00 - x1I' - x 12
FCC FCC
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HBS HBS ECHONET
ECHONET
cC HBS 7
HD
8
LSB MSB

bO bl b2 b3 b4 bS b6 b7

b6b7 10
For future reserved.

b4b5 00 HBS
01,10,11 for future reserved

bOb1b2b3b4h5=1111
For future reserved.

4.8
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HBS
OPC
OPC OPR( )
oPC( )
OPC F OPC
OPR
OPR
ABCDEF OPR
OPR( )
OPR OPC OPR
3 OPC OPR 2
3 OPC
A B C D E F
oK
NG
A
B
C
D
E
F
for future reserved
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PnP
9

OPC

@ @D

@ 6P

A A9

AN (AB)
9
( v
\ -~
500ms
v < )
9
PnP
OPC
HBS

(AO)

(A2)

A2

CASE
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CASE1
Power
|
Wait
( ) o
500ms
- ( ) o
CASE2
Power
|
Wait

<_L ( ) S
NAK(x' 00" )

CASE
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4 HBS ECHONET CONSORTIUM
Power
|
Wait
- ( ) -—
NAK(x 00" )

CASE2
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HBS

PowerOn
LowH
PowerOn
LowStart Lowlnit
4 / \ LywStart
LowStart Lowlnit

2

Lowlnit

LowSuspend
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PonerOn
LonGetStatus
LowlInit
LowGetDevID
LowStart Lowinit
MAC
LonGetStatus
-23

© 2000 2005 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct.13, 2005

3 Version 3.21
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LowGetDevID
Mac
LowGetStatus
LowGetAddress
LowGetProData
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Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

3
4 HBS
LowSendData
HBS
LowReceiveData
LowSuspend

LowStart Lowinit

or

LowHalt

-25
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LowStart Lowinit
or @

LowHalt

LowGetDeviD
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LowGetStatus
LowStart Lowinit
or @
LowHalt
LomakeUp
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EIAJET-2101 ()

()
TEL 033518 6422

EIAJET2101-1 ( ) Q)

()
TEL 033518 642

EIAJRC5202 ()

()
TEL 033518 642

-28
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3

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

4 HBS
2
1
OPC ’
OPR
2.
OPC C
OPR
3.
OPC D
OPR
4.
OPC E
OPR
5.
OPC F
OPR
6.
OPC ’
OPR
7.
OPC ’
OPR
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3

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

4 HBS
8.
Om ] 1
OPR Mac
9.
Om [] 1
OPR Meac
10.
Om 1] L
OPR Mac
Mac
n.
OPC ‘ '
OPR
1.
Om 1] L
OPR OPR
13.
OPC ‘ '
OPR
14.
OPC ‘ '
OPR
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ECHONET CONSORTIUM

4 HBS
15.
Om ‘ )
OPR
16.
Om ‘ )
OPR
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3

Date Oct.13, 2005

Version 3.21

5 IrDAControl ECHONET CONSORTIUM

ECHONET IrDA Control
IrDA Control
8
ECHONET IrDA Control
ECHONET ECHONET
ECHONET IrDA Control

T
S|

L e
‘ i

T A

Tt B A

.1 IrDA Control
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16PSM _
IrDA Control
| >
ECHONET IrDA Control
ECHONET IrDA Control
IrDA Control ECHONET
IrDA Control ( )

IrDAControl MAC LLC
MAC Media Access Control layer
ID ID
Binding

LLC (Logical Link Control layer)

, IrDA Control
IrDAControl ECHONET (
)
7
ECHONET 6 IrDA Control

-2
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IrDA Control
15
ms

IrDA Control  Specifications
http:/Mwwi.irda.org/standards/specifications.asp

IrDA Control

\

ECHONET

.3 IrDA Control

-3
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3
5 IrDAControl

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

IrDA Control
16PSM
4
16

16PSM
16 16
DBS
DBS

16PSM

Hex

16PSM
DBS

0x0

Ox1

0ox2

0x3

Ox4

0x5

0x6

Ox7

0x8

0x9

OxA

0xB

OxC

OxD

OxE

OxF

-4
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Version 3.21

ECHONET CONSORTIUM

IrDAControl

5

LSB

MSB

6.67 ps

Specification

IrDA Control
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3
5 IrDAControl

Date Oct.13, 2005

Version 3.21

ECHONET CONSORTIUM

IrDA Control ECHONET
ECHONET IMAControl  LLC MAC
PHY
EHD | SEA DEA DBC EDATA
EDC | ESDATA(1) EDC | ESDATA(n)
) 0
IrDA-Control LLC |LLC PAYLOAD
LLC - Control
|rDA_Contr0| HADD PADD MAC LLC FRAME
MAC . G
HADD Host Address Field
PADD  Peripheral Address Field
IDA-Control | \sc | pre | sTA | MACFRAVE CRC | sTO
PHY -
AGC Automatic Gain Control
PRE Preamble
STA Start Flag
CRC Cyclic Redundancy Check
STO Stop Flag
-6
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PHY
IAControl MAC 2
AGC PRE STA MAC FRAME CRC STO
=STS 11 =CRC-8
AGC PRE STA MAC FRAME CRC STO
=STL 99 =CRC-16

IrDA Control Specification

(1) AGC Automatic Gain Control

(2 PRE: Preamble

(3) STA StartFlag

STL
STS

(4) MAC FRAME
PSM
(5) CRC Cyclic Redundancy Check
CRC

CRC-16

(6) STO(Stop Flag)

-7
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3
5 IrDAControl

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

MAC
MAC

8oit 4bit 4bit

IrDA-Control HADD

MAC >

PADD | MAC

LLC FRAME

AGC | PRE | STA

MAC FRAME

CRC | STO

HADD Host Address field

1rDA Control
ECHONET NodelD

MAC 8bit

PADD Peripheral Address field

1rDA Control

MAC Control
4

MAC 4bit

MAC Control field

D7

D6

D5

D4

Haling o X

D7

D6

D5

Reserved - -

D4

Reserved - -

D*

© 2000 2005
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5 IrDAControl ECHONET CONSORTIUM
LLC
LLC
IrDA-Control LLC | LLC PAYLOAD
LLC N Control

HADD | PADD | MAC LLC FRAME

AGC | PRE | STA | MAC FRAME CRC | STO

LLC
LLC Control
D7 D6 D5 D4 D3 D2 D1 DO
Reserve Endpoint Reserve Packet Tvpe Code

Packet Type Code
LLC ACK NAK

IrDA Control Specification

Endpoint
Pipe Pipe
5.4 Endpoint Pipe 5.5

-9
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5 IrDAControl ECHONET CONSORTIUM
Pipe

Pipe

Control Device Request
Pipe

IN Pipe

OUT Pipe

Endpoint  Pipe

Endpoint | Pipe

00 Control Pipe

01 IN Pipe

10 OUT Pipe

11 IN Pipe OUT Pipe
Out Packet
In Packet

-10
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EHD | SEA DEA DBC EDATA

EDC | ESDATA EDC | ESDATA
() )

LLC LLC PAYLOAD LLC LLC PAYLOAD
Control Control

-11
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IrDAControl

IrDA Control

Power O

LowlInit

LowStart

LowHalt ) -
LowStart

@ Lowlnit

»( 3 O
J
LowRequestRun

LowStop A

"\ LowHalt NS
LowStart‘/—>
> 2 .
Lowlnit
s (GIED)

LowWakeup

LowSuspend
LowHalt

-12
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PowerOn
LowGetStatus

LOW STS STOP

Lowinit

LowStart

-13
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IrDA Control
MAC
MAC HADD MAC
MAC NodelD
MAC
LowGetStatus
LOW STS INIT
-14
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5 IrDAControl ECHONET CONSORTIUM

1] || ||

HADD | MACC | PADD | DATA

< Host 0x4 OxF
Addr
© HADD Host !
HADD | MACC | PADD | DATA . Info I
Host | Ox9 OXF | Host ID PN ol
Addr Host Info

P -
, PFID Peripheral | < HADD | MACC | PADD | DATA
: Info ; Host | Ox4 OXF | PFID Pinfo
; , Addr Host ID
1 I
L P Y (N -
; MAC , HADD | MACC | PADD | DATA > Ir !
. . Host 0x9 OxF PFID - 1
I I Addr ' ——————————— —-
O
MACC 0x4
Host ID Host
PADD=0 F MACC 0x9
hailing( )
Host ID Host
ID ID
MAC
ID MAC
PADD
-15
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5 IrDAControl ECHONET CONSORTIUM
MAC
PeripherallD MAC PADD
(32bit) 8bit bit
(=NodelD)
0x01 (0x2)
XOOOAK=OOK-XOOOOOOOK
0x02 (Ox6)
OO
0x03 (0x4)
ROOOOK=XOOKXOOOOOOOK
0x0 (OxA)
XOOOAK=XOOKXOOOOOOOK
LK =OOK=-XOOOOOOOKK OXO (OXB)
- MAC
MAC ECHONET NodelD
8
-16
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MAC
MAC HADD MAC
PeripherallD
MAC ,
MAC MAC
LonGetStatus
LOW STS RST
-17

© 2000 2005 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct.13, 2005
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5 IrDAControl ECHONET CONSORTIUM
LowGetStatus
LOW _STS CSTOP
LowGetAddress
HADD MAC
MAC

LowGetDevID

LowGetProData
LowRequestRun
LowRequestRun IrDA IrDA
IrDA LowRequestRun
IrDA LowRequestRun
LowHalt
Lowinit
LowStart
-18
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L] || ||

< HADD | MACC | PADD | DATA < If "
Host | Ox 0x0 Host ID !
Addr
Wake Up
HADD | MACC | PADD | DATA >
Host 0x9 0x0 Host ID
Addr
E_PI.:IB ............. !
1 PADD ! < HADD | MACC | PADD | DATA
. I Host | Ox ox0 PFID
T n e n e o e o s e o e =] Addr
HADD | MACC | PADD | DATA > i imm e .
Host 0xC 0x0 PFID i PADD |
Addr PADD (OxN)

PADD -----------

pmmm | \
: I HADD | MACC | PADD | DATA

. Host Ox Ox Payload
_________ y Addr Data

Polling Request

HADD | MACC | PADD | DATA

Host 0x 0x Payload . ;
Addr Data I .

-19
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5 IrDAControl ECHONET CONSORTIUM

Polling Request HADD
PADD 0x0
hailing Host ID PADD=0
0 MACC 0x9 hailing
hailing Polling
Request 1D
4bit

ID ECHONET NodelD

PADD

-20
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3
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Date Oct.13, 2005
Version 3.21

ECHONET CONSORTIUM

LowGetStatus
LOW _STS RUN

LowGetAddress
MAC
MAC

HADD

LowGetProData

LowSendData

LowReceiveData

LowGetDevID

LowHalt

LowStop IrDA Control

-21
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LowStart
Lowlnit
LowSuspend
LowGetStatus

LOW__STS_SUSPEND

LowGetDevID

LowHalt

-22
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LowGetStatus
LOW_STS SUSPEND

LowGetDevID

LowWakeUp

LowHalt

-23
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3
5 IrDAControl

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

IrDA Control

IrDAControl

IrDA Control

ECHONET

7 ECHONET

2 6 ECHONET

7 ECHONET 6 IrDA Control

6 IrDAControl

-24
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Date Oct.13, 2005
Version 3.21

LonTalk® ECHONET CONSORTIUM
LonTalk®
LonTalk® (ISO : International Organization for
Standardization) (OSI : Open Systems Interconnection)

Neuron® Chip

|| )

Neuron® Chip

110

/o ||

— |

|| 16K 64KEPROM/ROM ||

<

Neuron® Chip

IIF
ECHONET

oSl
LonTalk®

\Verl.0,2.0,2.1,2.11

< )

Neuron® Chip

LonTalk® MAC Media Access Control

LonTalk® PPDU Physical Protocol Data Unit

ECHONET LonTalk®
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ECHONET SPECIFICATION

3

LonTalk®

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

ECHONET

LonTalk®
Neuron® Chip

ECHONET

ECHONET

-2
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LonTalk® ECHONET CONSORTIUM
Neuror® Chip Neuron®
Chip
READY
BUSY
ERROR
NO ID Node-ID

LonTalk®  PPDU(Physical Protoool Data Unit)

Neuror® Chip

Neuron® Chip PPDU
Neuron® Chip
Neuron® Chip BUSY
BUSY READY

LonTalk® PPDU

-3
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LonTalk® ECHONET CONSORTIUM
Node-ID AddFmt  Address PDUFmMt
PDU EndPDU LonTalk®

LonTalk®-Protocol-Specification

PPDU
PPDU NPDU CRC
Header | Ver | PDUFmt | AddFmt \ Len | Address \ Domain \ Encl.PDU

® PPDU Physical Protocol Data Unit
PPDU-Header 9bit+a 1bit
CRC:16bit
® NPDU Network Protocol Data Unit
\Ver 2bit Protocol Version
PDUFmMt 2bit Encl.PDU
00 Encl.PDU=TPDU
01 Encl.PDU =SPDU
10 Encl.PDU =AuthPDU(\Verl1.0,2.0,2.1,2.11

)
11 Encl.PDU =APDU
AddFmt 2bit Address
Len 2bit  Address
Address Neuron® Chip Min. 24bit Max.
72bit
Domain Obit Neuron® Chip 0 (Werl0,20,21211

)

Neuron® Chip

® Broadcast

Address  24bit

Address  24bit
® Multicast

Address  24bit

ACK  48bhit
® Unicast

Address  32bit

Address  72bit Neuron ID

Neuron® Chip

o
o

® 8bit
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ECHONET SPECIFICATION
3

Date Oct.13, 2005

Version 3.21
LonTalk® ECHONET CONSORTIUM
° 8bit(l 127: 1 126)
) 8bit
&it ID Ox01
ECHONET Ox04 BROADCAST
SUBNET NODE
Node-ID ECHONET
AddFmt Address ECHONET APDU DATA
EDC(+ESDATA) DATA
ABYTES
ECHONET 262BYTES Neuron®
Chip 228BYTES 229BYTES
228BYTES
228BYTES 255BYTES
APDU
APDU-Header Data
Destin&Type | EHD | SEA | DEA | EBC| EDATA
1
APDU
APDU-Header Data
Destin&Type EDC(n) | ESDATA(n)

© 2000 2005

2
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LonTalk®

Neuron® Chip

-6
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6 LonTalk® ECHONET CONSORTIUM

LowHalt PowerOn
/AR _
LCowStart // \\Lowlnlt

L%[ [ ] < LowInit
\MAC E
N
) /
— J )
LowRequestRun

A\ 4
p
g
.
PowerOn
LonGetStatus
LOW STS HALT
LowGetDevID
-7
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3 Version 3.21
6 LonTalk® ECHONET CONSORTIUM
LowStart ,Lowinit
LonStart ,Lowinit
Neuror® Chip

Neurorn® Chip BUSY
READY Neuron® Chip
MAC
Neuror® Chip Node-lID  8hit MSB 'O’ MAC

ID

Werl02021211

LonGetStatus
LOW STS INIT
LOW STS RST

LowGetDeviD

MAC

-8
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3
6

LonTalk®

Date Oct.13, 2005
Version 3.21

ECHONET CONSORTIUM

MAC

LowGetProData

LowGetDeviD

LowRequestRun

LowStart ,Lowinit

LoaHalt

-9
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Date Oct.13, 2005

3 Version 3.21
6 LonTalk® ECHONET CONSORTIUM
LowGetStatus
LOW STS RUN
LowGetAddress
MAC
LowGetProData
LowSendData
® READY
o LonTalk®
MAC
[ Neuron® Chip
BUSY
6 LowReceiveData
[ Neuron® Chip BUSY
) PPDU Neuron® Chip
BUSY
LonTalk®
®
7 LowGetDeviD
LowHalt
-10
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LowSuspend
LowStart ,Lownit
LonGetStatus

LOW STS SUSPEND ERROR

LowGetDeviD

LowHalt

LonStart ,LowInit

-11
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LowSuspend

LonGetStatus
LOW STS SUSPEND

LowGetDevID
LowWakeUp
LoamHalt
LonStart ,Lowinit
-12
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3
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Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

(Neuron®  Chip )NodelD

658 NodellD  Neuron® Chip Node-ID ECHONET
Mac ECHONET  NodeID 745
Measter (Neuron® Chip )Node-ID
Master  (Neuron®  Chip )Node-ID OX7E (Neuron®
Chip )NodeID=0x7F  Node-ID Slave
Measter Slave
(Neuron®  Chip)Node-ID
1.DIP-sw
e} Ox01 Ox7D
2
1) Slave (Neuron®  Chip)Node-ID
2 Master
Slave Slave
NEURON ID (MAC )
3 Slave (Neuror®
Chip)Node-ID
1 10 Master 2
4 Slave  Measter SUBNET_NODE (MAC )
5)Measter ACK 10 Slave
4
6)Slae  ACK (Neuron®  Chip )Node-ID 4)
10 Master 5)
ID NO_ID
(Neuror®  Chip )Node-ID (Neuron®
Chip)Node-ID

-13
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ECHONET CONSORTIUM

6 LonTalk®
DIP-SW
ACK
OX7F BROADCAST
MAC Ox01 NEURON ID Ox01 MAC
MAC ox02 SUBNET _NODE ox02 MAC
0x03 SUBNET NODE ox03

-14
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6 LonTalk® ECHONET CONSORTIUM
ARIB STD-T67
ARIB ARIB STD-T67 ARIB STD-T67
ARIBSTD-T67:
ARIBSTD-T67 PPDU
ID
LonTalk® LonTalk®
6 Neuron©Chip RF
RF PPDU RF
™XSW RSW
RF ™XSW RSW
ECHONET
m TXSW
PPDU
RXDATA RXSW

prd
E
S
®
9
©

BUSY

READY

NO_ID

ERROR $

-15
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6 LonTalk® ECHONET CONSORTIUM
ARIBSTD-T67
400MHz 7ch  46ch 429.2500MHz~429.7375MHz
6.66
ID
option
ARIBSTD-T67
2400bps
FSK(F1ID) NRZ 21kHz+ 04kHz
( ) ARIBSTD-T67 vV
0,1(7,26,27 46ch)
RF
(Master)
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6 LonTalk® ECHONET CONSORTIUM

429.2500 429.7375MHz

ChA ChB
0 8ch 28ch
1 10ch 30ch
12ch 32ch
14ch 34ch
16ch 36¢ch
18ch 38ch
20ch 40ch
22ch 42ch
24ch 44ch
0 9ch 29ch
1 11ch 31ch
13ch 33ch
15ch 35ch
17ch 37ch
19ch 39ch
21ch 41ch
23ch 43ch
25ch 45¢ch
0 7ch 26ch
1 27ch 46¢ch
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3
6 LonTalk®

Date Oct.13, 2005
Version 3.21

ECHONET CONSORTIUM

MSB
LonTalk®
D PPDU
ARIB STD-T67
48
ID
nyn
( 50bit 120bit)

31 M 0/1 32
”00011011101010000100101100111110”
”00011011101010000100101100111111"

Neuron® Chip  Neuron_ID(48 )
ID Master
Master (48 )
RF (32 )
b31 b0
ID (GIDOMD=0010000) Mester ID
ID (SIDOMVID=0100000) ID
(TSTOMD=0110000)
(MCACVID="1000000)
LonTalk(LONCVID="1010000) LON
ForFutLreResenved
b3l Measter/Slave Master 1"
b30 b24
b23 b20 F O
b19 bl6 b3l b20 "1”
bl5 bl BCH(3L.16) b3l bl6 BCH
b0

Neuror® Chip PPDU LonTalk®

LONCMD
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Non-existent

,

Initialize |——p| Fatal Error-Stopping

,

»  Waiting <

,

Beacon-Transfer [—— Stopping |—p| Data-Reception

,

Data-Transfer

Non-existent

Initialize

Waiting

Stopping request
Beacon-Transfer

Data-Reception LONTALK

Data-Transfer RF LONTALK PPDU
Fatal Error-Stopping
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Master

Master

chA
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ID
ARIBSTD-T67 ID
ID
ECHONET
ID
Master Master
ID Slave ID
Slave Slave ID
1D Master 1D
Master ID ID
ID
ID ID
Mester 1 GIDCM | b23 b20 | b19 bl6 | BCH | P
D
Slave ID Master
Master ID
ID ID Slave
Mester 0 SIDCM | b23 b20 | b19 bl6 | BCH | P
D
Master Slave Slave
ID ID Slave
Slave ID ID
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ID ID Master
Mester 1 |SIDCM | 23 b0 | b19 bl6 | BCH | P
D
Slave Master ID ID
Neuron® Chip (Neuron®
Chip )Node-ID NO_ID  (Neuron® Chip )Node-ID
(Neuron®  Chip )Node-ID
(Neuron® Chip )Node-ID  ECHONET Meac ID

(Neuron®Chip)Node-ID 58
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Neuron® Chip

Neuron® Chip BUSY
RF
1 2 RF LONCMD RF
BUSY READY
Neuron® Chip PPDU
Neuron® Chip
RF
RF Neuron® Chip PPDU
RF RF Neuron® Chip
Neuron® Chip PPDU RF
RF

RF BUSY READY

Neuron® Chip RE
PPDU ID
/ —_ LON TXSW
RF vy
TXSW
RF
g
PPDU ID
Neuron® Chip ARIB STD-T67
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Neuron® Chip

BUSY
2 ID ID
ID ID
LONCMD RxSW PPDU  Neuron® Chip
BUSY READY
ACK/NAK/ ACK/NAK
1)RF .
1D
RF
RF >
PPDU ID
2) ID
LONTALK RXSW
RxXSW
Neuron® «
Chip
PPDU
Neuron® Chip ARIB STD-T67
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@ TMPN31503120
@

€) LON ™

03 34573405

(@) Neuron C Programmer’s Guide

(®) Neuron C Reference Guide

(6) LONWORKS @Custom Node Development

(7) Neuron 3150%Chip External Memory Interface

@) LonTalk® Protoool

1058001 111

(9 Enhanced Media Access Control with LonTalk® Protocol
Echelon Corp.  http/Awwvechelon.com  ftp/lorvworks.echelon.com

(10ARIB ARIBSTD-T67 10

(TEL-035510-8590 FAX:03-3592-1103)
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IP/Bluetooth
,ECHONET Bluetooth™  UDP/IP
UDP/IP 1
,Bluetooth : ,
Bluetooth , UDP/IP
1) Bluetooth ,
Bluetooth SIG(Special Interest Group)
2) , Bluetooth Profile Specification
Bluetooth ,
Bluetooth Core Specification
,Jradio2
3) ECHONET
4) Slave
5) : ECHONET
Bluetooth Generic Access Profile Bluetooth
ECHONET
Personal Area Networking Profile( PAN
)
PAN Network Bridge
2 ECHONET UDP,IP, Bluetooth Bluetooth
Network Encapsulation Protocol,Logical Link Control And Adaptation Protocol ,Link Manager
Protocol,Baseband  Network Bridge ECHONET
ECHONET UDP/IP ,Bluetooth
ECHONET Bluetooth  UDP/IP
ECHONET :
Bluetooth Master Slave ,
Internet Protocol Version 4(
IPv4 ) Internet Protocol Version 6 IPv6

-1

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct.13, 2005
Version 3.21
7 IP/Bluetooth ECHONET CONSORTIUM

ECHONET ECHONET
s DY r
ECHONET/IP } ECHONET/IP
UDP
UDP
IPV4
1Pv4
Network Bridoe
'I\E" SDP BNEP
'\E" SDP BNEP Network
L2 CAP ;
LMP Connection
L2CAP | mp || ehermet
Bluetooth  Baseband
Bluetooth  Baseband
Bluetooth RF Bluetooth RF
PANU,GN NAP
SDP: Service Discovery Protocol
I:I ME:Management Entity
BNEP: Bluetooth Network Encapsulation Protocol
Bluetooth Piconet star JPiconet Slave, PAN
User PANU Bluetooth PAN ,
Network Access  Point NAP Bluetooth PAN
Group-AcHhoc Network GN Bluetooth  PAN
Bluetooth
1) ECHONET Piconet , Bluetooth
ECHONET
, Piconet Bluetooth
, ECHONET

-2
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ECHONET , NAP,GN
ECHONET
1P
1) 1P ,Bluetooth ECHONET IP
, LANSI/IEEE Std 802.1D
NAP ) ECHONET
, ECHONET
1 ECHONET ,ECHONET
NetID
ECHONET
,Piconet (NAP) ,PANU
2) IP IP ,ECHONET
IP 1P IP
1P ECHONET
ECHONET ,ECHONET
IP ECHONET
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ECHONET Bluetooth

nonlP ECHONET

Bluetooth Piconet

ECHONET

‘ ECHONET Bluetooth

. Bluetooth Piconet
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ECHONET

‘ ECHONET Bluetooth
Bluetooth
ECHONET

GN/NAP ‘1
' O

Bluetooth  Piconet

ECHONET
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Bluetooth Piconet

ECHONET

0o©

Bluetooth Piconet

‘ ECHONET Bluetooth O ECHONET IP NAP
IP/Ethernet
O Bluetooth
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ECHONET IP

© 0

‘ ECHONET Bluetooth @ ECHONET IP

IP/Ethernet

&

IP
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Park Piconet =256 ECHONET
Bluetooth , ,
, Piconet Park
20 Piconet (active PANU
) 7
ECHONET ,Bluetooth L2CAP BNEP Max35
Byte ,IP IPv4 Max24 Byte +UDP Max8 Byte EDC
ECHONET L2CAP 65535 default
=672 Byte ECHONET ECHONET
262Byte  SA/DA EDC
ECHONET L2CAP PDU(Protocol Data
Unit) ,Bluetooth ACL
PANU,GN,NAP
,NAPGN ,PANU PARK ,
Bluetooth

1) Bluetooth Specification Versionl.1 Core Specification

2) Bluetooth Specification Versionl.1 Profile Specification

3) Bluetooth Specification (Personal Area Networking Profile Version1.0)

4) Bluetooth Specification (Bluetooth Network Encapsulation Protocol \ersion1.0)

, 1) ARIB ARIB
STD-T66 /

UDP/IP 7.6

-8

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct.13, 2005

Version 3.21
7 1P/Bluetooth ECHONET CONSORTIUM
ECHONET/IP ,ECHONET
Bluetooth UDP/IP Bluetooth UDP/IP
,Bluetooth Bluetooth ,ECHONET/IP
Bluetooth , Bluetooth
, 1, 2 PAN ECHONET
, 3 PAN
, Bluetooth
|
UDP/IP UDP/IP
PAN PAN PAN
L2CAP L2CAP L2CAP
1 2 3
ECHONET
PAN PANU,NAP.GN ,
PAN NAP , ANSV/IEEE Std 802.1D
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/ARIB STD-T66 / LAN
/ARIB STD-T66 / LAN
Bluetooth Specification Versionl.1 Core Specification
F1D
F
1
D
(Pmax) (Pmin)
1 100mwW(+20dBm) | 1ImwW(0dBm) +4dBm
+20dBm
Popt Pmax
2 2.5mW(+4dBm) 0.25mwW( 6dBm) Popt Pmax
3 1mw/(0dBm) Popt Pmax
: 1 100mwW 2 2.5mW 3 1ImW 3
1
: 4dBm
(Popt) , 30dBm ,
: 2dB 8dB
1600hops/sec 1 6251 sec
79 1MHz
-10
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GFSK Gaussian Frequency Shift Keying
BT 0.5
028 0.35
1M
70dBm 0.1 BER
BER : Bit Enror Rate 01% BER
, 70dBm
TDD
1 625 sec : TDD(Tirme Division Duplex)
1 135 :

(ACL:Asynchronous Connectionless)

DH5 / DH1 723/57.6Kbps
DH5 433.9Kops
ECHONET  ACL ACL
DH5  DH1 ,
723 /57.6Kops ,
DH5 4339Kbps

JFEC Forward Error Correction ARQ  Automatic Retransmission
Query :

-11
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24000 2.4835GHz

ISM  Industrial Scientific
24000 24835GHz

| » GHz

2480

24GHz
Medical ,
Bluetooth
2402 k MHz :k 0,12,...,78
2MHz 3.5MHz
625U s
I
2.402
ﬁ 1MHz
<~
—> —> —>
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ECHONET Internet Protocol IP , ECHONET
1 IP [ECHONET AP
JIP IP JPv4
IPVv6 , JIPv4 ,
ECHONET , IP IPv4 IP
IP , IP IP ,
,ECHONET JIP
ECHONET JIP ,
UDP L ECHONET
ECHONET ,
UDP 3610
ECHONET , UDP
ECHONET ECHONET
UDP ECHONET uDP
P UDP ECHONET P
ECHONET

ECHONET , ECHONET

IP IP

IP ECHONET IP/IECHONET ,ECHONET
IP ECHONET IP
-13
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2240230 ( ) IPv4 ECHONET ,
, IP IP
Bluetooth IP ,Bluetooth PAN
ECHONET Bluetooth ,
IP Bluetooth ,BNEP
Bluetooth
ECHONET
UDP/IP
BNEP
L2CAP
Baseband
RF
Bluetooth IP ,BNEP , L2CAP
,Bluetooth ,Bluetooth
Bluetooth
-14
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o \ !/'\_\ P N /
/N d S
o \ /__/" \ ‘"\_._\.\ /
| | | | [ e ] ] | | | S
ECHONET ECHONET MAC .
MAC MAC
ECHONET MAC
,MAC ,ECHONET MAC
, SR MODE ,MAC
, ECHONET MAC
(A MODE), ECHONET MAC M
MODE 3 5
MAC )
MAC , MAC , ECHONET
MAC MAC
,ECHONET , ,MAC ECHONET MAC
,MAC
ECHONET , ECHONET MAC ,
MAC MAC
, ECHONET ECHONET
MAC , ,MAC
,ECHONET ECHONET
ECHONET MAC ECHONET
ECHONET IP/Bluetooth
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Bluetooth

ECHONET MAC

ECHONET C

ECHONET S ECHONET MAC

ECHONET A

Bluetooth

ECHONET B

MAC
< ° > >
MAC
ECHONET MAC ]
>
MAC
ECHONET MAC MACc ’
<
MAC
< MAC
MAC
ECHONET MAC
MACc
ECHONET
ECHONET MAC
MAC ECHONET MAC
, MAC ,
ECHONET MAC MAC
, MAC
MAC ECHONET , , MAC
MAC
, ECHONET

ECHONET MAC ,
,ECHONET

-16
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ECHONET MAC
ECHONET C
ECHONET X ECHONET MAC ECHONET Y ECHONET Z
< @ > >
MAC
>
MAC
<
MAC
<
MAC
ECHONET MAC ’
< @ > >
MAC
ECHONET MAC
MACc
ECHONET
ECHONET MAC
, ECHONET ECHONET
,ECHONET ECHONET ,UDP
ECHONET , ECHONET MAC AP
, , MAC 1P :
,ECHONET C ,ECHONET A ECHONET MAC MACa
, IP , : MAC/IP
IP ,ECHONET IP
MAC/IP , ECHONET MAC
MACa , IP ,
Bluetooth ,MAC/IP

-17
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ECHONET C ECHONET A ECHONET B

ECHONET MAC MACa
IP IPa
Ha
ECHONET A ECHONET MAC
MACa
ECHONET A IP
< @ > >
MAC IP
ECHONET MAC MACa
<
MAC IP
P IPa Ha
ECHONET A IP
A ECHONET
ECHONET
MAC/IP
Bluetooth
Bluetooth
Bluetooth ,SCO (Synchronous Connection Oriented) ACL (Asynchronous
Connection Less) , SCO , ,
ACL , ;
IP/Bluetooth ECHONET ,ACL
Bluetooth
Bluetooth
, , ,Piconet ,
-18
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,AM_ADDR ,Bluetooth
,Bluetooth Piconet
) , ) ,CRC ACL
,Bluetooth L ECHONET
Bluetooth ACL , ,ECHONET
, DM1 ACL
Bluetooth ECHONET
ACL ECHONET
byte CRC kbps
byte BT FEC Kbps
DM1 |1 0-17 2/3 rate 108.8 108.8 108.8
DH1 |1 0-27 172.8 172.8 172.8
DM3 |2 0-121 2/3 rate 258.1 387.2 54.4
DH3 |2 0-183 3904 5856 |86.4
DM5 |2 0-224 2/3 rate 286.7 4778 |36.3
DH5 |2 0-339 4339 7232 57.6
-19
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Bluetooth ACL , FEC ,
CRC

Bluetooth ,Bluetooth , ,

ECHONET , ,Bluetooth

PAN
Bluetooth IP ,PAN

JP over Bluetooth ,
(NAP) , (GN)
, Bluetooth
,Bluetooth IP ,
,PiconetMaster
,Bluetooth , Bluetooth Piconet ,
IP
NAP ,
Master GN ,
Master Bluetooth PANU PAN ,
PAN ,NAP, GN ,
,NAP, GN ,
-20

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Oct.13, 2005

Version 3.21
7 IP/Bluetooth ECHONET CONSORTIUM
(NAP) (GN)
’ 7
Bluetooth Bluetooth
= o] = = o] =
a [
PAN (PANU) PAN (PANU)
Bluetooth AP ,BNEP
BNEP (Bluetooth Network Encapsulation Protocol) :
,BNEP ,Bluetooth
L2CAP IP P
Bluetooth
-21
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L2CAP BNEP

BNEP BNEP ,
BNEP
, , Bluetooth Piconet
, ,Bluetooth Specification
(Bluetooth Network Encapsulation Protocol Version 1.0)

-22
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BNEP

BNEP E
BNEP
BNEP E
BNEP

,BNEP , :

Bluetooth Master
ECHONET ,
,ECHONET Bluetooth
ECHONET
IP

Bluetooth

BNEP
,Bluetooth BNEP
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PANU1 GN/NAP PANU2 PANU3 PANU4

Bluetooth
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(P )
,UDP/IP
IPv4
A RFC
ECHONET/IP :

IPv4 RFC 791 Internet Protocol

ARP RFC 826 Address Resolution

ICMP RFC 792, RFC 950

UDP RFC 768 User Datagram Protocol

DHCP RFC1541 Dynamic Host Configuration Protocol

RFC1122 Requirements for Internet Hosts
RFC

IGMP RFC1112 Internet Group Multicast Protocol

RFC1597 Address Allocation for Private Internets
B IP

: IP IP
IP : IP
C
: 224.0.23.0 (IPme)
D DHCP
DHCP
: DHCP IP
E IP
DHCP IP
F
IP ECHONET/IP
-25
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IP IP

UDP
A UDP RFC
ECHONET/IP : UDP
UDP RFC
RFC768 User Datagram Protocol
B PORT

UDP PORT 3610
PORT

-26
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IP Bluetooth
UDP
UDP/IP UDP/IP , ’
(0N
) UDP/IP
ECHONET , ,
UDP ,UDP 3610
UDP ,ECHONET , )
ECHONET
MAC/IP ECHONET MAC IP
IPIMAC (P ECHONET MAC )
/MAC ( ECHONET MAC
)
MAC MAC
MAC
MAC
MAC
MAC MAC
, UDP ,
) ) UDP
0x01

-27
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0x01

, ECHONET
, ,MAC

ECHONET

MACI/IP

MAC/IP

IPIMAC

IPIMAC

IMAC

IMAC

MAC

MAC

MAC

MAC

MAC

MAC

MAC

MAC

MAC

MAC

MAC

ECHONET MAC

For Future Reserved
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) , , , ECHONET
ECHONET
,ECHONET IP (Ipme
) IP
,ECHONET Bluetooth
, , 0x00
Ethernet/Bluetooth , 0x06,
,Bluetooth
, null” ,0x00
0x00
) , MSB, LSB
MSB
Flag bit7 MSB, ,
bit6,bits ,LSB, bit0

bitO(LSB)

bitl

bit2

bit3

bitd

bit5

bit6

bit7(MSB)
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Bluetooth ,
Ox acde48000080
MSB LSB
company_id company_assigned
NAP UAP LAP
1010110011011110 | 01001000 000000000000000010000000
Bluetooth
IP , 10 192.168.10.5 0xcOa80a05
ECHONET
( ) ECHONET
() ECHONET
()
ECHONET MAC ECHONET MAC
ECHONET
() ECHONET
ECHONET MAC ECHONET MAC
ECHONET
\ersion 1 Ox01 Version 1
Type 1 0x00 ECHONET
DMAC 1 ECHONET MAC
SMAC 1 ECHONET MAC
SHType 1
SHLen 1
SHAddr SHLen
Msg ECHONET
MACI/IP
() ECHONET MAC ECHONET IP
-30
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( ) ECHONET MAC

(IP

() : ECHONET MAC

ECHONET
, MAC/IP

MAC/IP

MACI/IP

MAC /IP

IP

\ersion Ox01

Version 1

Type IP

0x01

Padding

RMAC

ECHONET MAC

RIPAddr IP

RHType

RHLen

RHAddr

Padding

TMAC

ECHONET MAC

TIPAddr IP

(null )

THType

null

THLen

RHLen

THAddr

(null

)

,MAC/IP

MACI/IP

\ersion 0Ox01

Version 1

Type IP

0x02

Padding

RMAC

ECHONET MAC

RIPAddr IP

RHType

RlRIDRRR|R

RHLen

RHAddr RHLen

Padding

-31
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TMAC 1 ECHONET MAC
TIPAddr 4 IP
THType 1
THLen 1
THAddr THLen
-32
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IPIMAC
() IP ECHONET ECHONET MAC
() IP ECHONET MAC
() IP IPIMAC
, IP , ,
IPIMAC
JP/MAC
IPIMAC
\ersion 1 Ox01 Version 1
Type 1 IP/MAC 0x03
Padding 1
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHLen 1
RHAddr RHLen
Padding 1
TMAC 1 ECHONET MAC (null )
TIPAddr 4 IP
THType 1 null
THLen 1 RHLen
THAddr THLen (null )
JP/MAC
IPIMAC
\ersion 1 Ox01 Version 1
Type 1 IP/IMAC 0x04
Padding 1
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
-33
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RHLen 1
RHAddr RHLen
Padding 1
TMAC 1 ECHONET MAC
TIPAddr 4 IP
THType 1
THLen 1
THAddr THLen
/MAC
() ECHONET ECHONET MAC
() Bluetooth (ECHONET MAC
) ) H
() : :
[ECHONET
,ECHONET , ,
[ECHONET
, MAC
IMAC
\ersion 1 0Ox01 Version 1
Type 1 IMAC 0x05
Padding 1
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHLen 1
RHAddr RHLen
Padding 1
TMAC 1 ECHONET MAC (null )
TIPAddr 4 IP (null )
THType 1
THLen 1
THAddr THLen
, IMAC
-34
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/MAC
\ersion 1 0x01 \ersion 1
Type 1 IMAC 0x06
Padding 1
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHLen 1
RHAddr RHLen
Padding 1
TMAC 1 ECHONET MAC
TIPAddr 4 IP
THType 1
THLen 1
THAddr THLen
MAC
( ) ECHONET , MAC
() MAC
() MAC [ECHONET
,MAC
(A MODE), (SR MODE)
ECHONET ,
() MAC (1)ECHONET MAC
(QECHONET
,MAC ECHONET MAC 1P
(3) MAC
MAC ECHONET ,
, ECHONET
() MAC ECHONET MAC
, ,MAC
MAC
MAC
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Version 3.21
7 1P/Bluetooth ECHONET CONSORTIUM
\ersion 1 0x01 Version 1
Type 1 MAC 0x07
Flag 1 bit7 0 biteé 0O
reserved O
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHALen 1
RHAddr RHALen
MAC
MAC
\ersion 1 0x01 \ersion 1
Type 1 MAC 0x08
Flag 1 bit7
bit6 O reserved O
TMAC 1 ECHONET MAC
TIPAddr 4 IP
THType 1
THALen 1
THAddr THALeNn
UsedMAC 32 MAC MAC :
MAC =0,
MAC =255
MAC MAC
() MAC ,MAC
MAC
) ,MAC ,
MAC MAC
() MAC
() MAC MAC :
,MAC )
ECHONET MAC
, ECHONET MAC
() MAC ECHONET ,MAC

MAC
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JMAC
MAC
\ersion 1 Ox01 Version 1
Type 1 MAC 0x09
Flag 1 bit7
bitc 0 reserved O
Padding 1
RMAC 1 MAC
SMAC 1 ECHONET MAC
SIPAddr 4 IP
SHType 1
SHALen 1
SHAddr SHALen
JMAC
MAC
\ersion 1 0x01 \ersion 1
Type 1 MAC Ox0Oa
SMAC 1 MAC ECHONET MAC
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHALen 1
RHAddr RHALen
MAC
() MAC , MAC
, MAC
, MAC ,ECHONET
MAC
() MAC ECHONET ,
MAC MAC ,MAC
() MAC : , ECHONET
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, ECHONET MAC
, , ECHONET MAC
MAC
\ersion 1 0x01 \ersion 1
Type 1 MAC O0x0b
Padding 1
RMAC 1 ECHONET MAC
RIPAddr 4 IP
RHType 1
RHALen 1
RHAddr HALen
MAC
MAC
\ersion 1 Ox01 Version 1
Type 1 MAC 0x0Oc
Flag 1 Dbit7 bit6
O reserved O
TMAC 1 ECHONET MAC
TIPAddr 4 IP
THType 1
THALen 1
THAddr THALen
MAC
() MAC ,ECHONET
, MAC IP
MAC ECHONET
() MAC ECHONET ,
, MAC
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Version 3.21
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MAC

MAC

\ersion

0x01

Version 1

Type

MAC

Oxod

Padding

RMAC

ECHONET MAC

RIPAddr

IP

RHType

RHALen

RRARIR|R P

RHAddr

RHALen

,MAC

MAC

\ersion

0x01

Version 1

Type

MAC

0x0e

Padding

TMAC

ECHONET MAC

TIPAddr

IP

THType

THALen

RlIRIMRRRR

THAddr

THALen

MAC
( ) MAC

( ) MAC

()

MAC

,MAC

, MAC
,ECHONET
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Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

MAC
\ersion 1 0x01 Version 1
Type 1 MAC OxOf
RMAC 1 ECHONET MAC
MAC
MAC
\ersion 1 0Ox01 Version 1
Type 1 MAC 0x10
Padding 1
SMAC 1 MAC ECHONET MAC
SIPAddr 4 MAC IP
SHType 1 MAC
SHALen 1 MAC
SHAddr SHALen | MAC
() MAC MAC
MAC
MAC
\ersion 1 0x01 Version 1
Type 1 MAC O0x11
Padding 1
SMAC 1 MAC ECHONET MAC
SIPAddr 4 MAC IP
SHType 1 MAC
SHALen 1 MAC
SHAddr SHALen | MAC
() ECHONET DMAC ECHONET
MAC ECHONET MAC
ECHONET
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()
() MAC/IP
\ersion 1 0Ox01 \ersion 1
Type 1 0x12
Padding |1
SMAC 1 ECHONET MAC
SIPAddr |4 IP
SHType |1
SHLen 1
SHAddr | SHLen
DMAC 1 ECHONET DMAC
ECHONET MAC
( ) ECHONET MAC ECHONET MAC
()
()
() ECHONET MAC
ECHONET MAC
\ersion 1 Ox01 Version 1
Type 1 0x13 ECHONET MAC
Padding 1
SMAC 1 ECHONET MAC
SIPAddr 4 IP
SHType 1
SHLen 1
SHAddr SHLen
DMAC 1 ECHONET MAC
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Version 3.21
ECHONET CONSORTIUM

ECHONET , ECHONET MAC
, , ECHONET ECHONET MAC
,ECHONET
IP , DHCP IP ,
AP
,ECHONET MAC , ,ECHONET MAC
, ,ECHONET :
AP ,ECHONET MAC
1P ECHONET MAC
1 Ha IPa MACa
1 Hb IPb MACb
1 Hc IPc MACc
1
, , ECHONET
MAC , ;
, ECHONET
ECHONET ECHONET ,ECHONET
, ECHONET MAC IP ,
IP ECHONET MAC ,
Bluetooth ECHONET MAC
, , MAC/IP
, IPIMAC , MAC
ECHONET ECHONET MAC
MAC
ECHONET ECHONET
ECHONET MAC ECHONET
MAC
MAC/IP ECHONET MAC IP
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ECHONET MAC ,
ECHONET MAC ECHONET 1P
, ECHONET MAC
ECHONET ,
, ECHONET MAC P ,
) ) MAC/IP
1P P
1P
1P ,
ARP Flood MAC/IP
JMAC/IP ,
) MAC/IP
-43

© 2000 2005 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

7 IP/Bluetooth

Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

ECHONET C

ECHONET A

ECHONET B

ECHONET MAC MACc  ECHONET MAC MACa  ECHONET MAC MACb
P IPc P IPa P IPb
Hc Ha b
ECHONET A IP
< @ > >
MAC |IP
IP ECHONET IPm ECHONET MAC MACa
MAC |IP 4
IP IPc IP IPa ECHONET MAC MACa Ha

| ECHONET A IP |

MAC/IP

IPIMAC 1P ECHONET MAC
IP ,
IP ECHONET ECHONET MAC
, IP IPIMAC
b IP b 1
ECHONET MAC AP , )
, IPIMAC
1P
IPIMAC ,
ARP Flood JP/MAC
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JP/MAC ,
, IPIMAC
IPIMAC JP/MAC
ECHONET C ECHONET A ECHONET B
ECHONET MAC MAC ECHONET MAC MAC ECHONET MAC MAC
IP IP IP IP IP IP
Hc Ha Hb
ECHONET A ECHONET MAC
P
IP MAC . >
IP 1P Hc IP 1P ECHONET MAC MAC
P IP
IP MAC 4
IP 1Pc IP IPa ECHONET MAC MAC Ha

| ECHONET A ECHONET MAC |

IPIMAC

IMAC

(Bluetooth ) ;

ECHONET ECHONET MAC
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/MAC
,ECHONET , ,
ECHONET MAC AP , ,
, IMAC
1P
IMAC ,
ARP Flood , MAC
, /MAC ,
, /MAC
/MACECHONET , /MAC
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ECHONET C ECHONET A ECHONET B
ECHONET MAC MACc ECHONET MAC MACa ECHONET MAC MACb
P IPc P IPa IP IPb
Hc Ha Hb
ECHONET A ECHONET MAC
< @ > >
MAC
IP ECHONET IPm Hc IP IPc ECHONET MAC MACc
Ha
MAC4
IP IPc IP IPa ECHONET MAC MACa Ha
ECHONET A ECHONET MAC
MAC
ECHONET , UDP/IP
, ECHONET ,ECHONET
, 1P 224.0.23.0 UDP/IP
ECHONET , ECHONET , 1P
,ECHONET ,ECHONET ECHONET
, IP , P
1P 1P ,ECHONET
,ECHONET ECHONET , |4
, IP 1P 1P
MAC
ECHONET ECHONET ECHONET MAC
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MAC ECHONET ECHONET
MAC MAC
, ECHONET MAC MAC
ECHONET
ECHONET ECHONET , ECHONET MAC
1IP ’ ’ ’
MAC
MAC ,MAC
MAC
, ECHONET
ECHONET
MAC )
MAC ,MAC
ECHONET C ECHONET A ECHONET B
ECHONET MAC MACc ECHONET MAC MACa ECHONET MAC MAChb
P IPc P IPa IP IPb
Hc Ha Hb
ECHONET A ECHONET MAC
< @ > >
MAC
IP ECHONET IPm ECHONET MAC MACc
MAC 4
IP IPc IP IPa ECHONET MAC MACa Ha
MAC 4
IP IPc IP 1Pb ECHONET MAC MACb Hb
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MAC
ECHONET DMAC
ECHONET MAC ECHONET
MAC ECHONET
ECHONET
ECHONET
MAC/IP
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ECHONET A ECHONET B
ECHONET MAC MACa ECHONET MAC MAChb
IP IPa IP IPb
Ha Hb
<
ECHONET
MAC (DMAC) MACX
ECHONET MAC
DMAC ECHONET
>
DMAC MACx IP IPa ECHONET MAC MACa Ha
ECHONET MAC
MAC/IP
ECHONET SMAC DMAC
ECHONET
ECHONET SMAC ECHONET MAC
ECHONET
MAC
ECHONET
SMAC
ECHONET MAC
ECHONET MAC
ECHONET
(SMAC) ECHONET MAC
MAC/IP
MAC/IP ECHONET
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MAC ECHONET
ECHONET
MAC/IP
ECHONET
ECHONET MAC
ECHONET MAC ECHONET MAC
ECHONET MAC ECHONET MAC
MAC/IP MAC/IP
ECHONET MAC 1P
ECHONET MAC
ECHONET 1P
ECHONET MAC
MAC/IP
ECHONET MAC
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ECHONET A ECHONET A ECHONET B
ECHONET MAC MACX ECHONET MAC MACa ECHONET MAC MACX
P |Pa
Ha
| ECHONET MAC
ECHONET MAC
MAC MACx
ECHONET MAC ECHONET MAC
ECHONET MAC ECHONET MAC
ECHONET MAC ECHONET MAC
ECHONET MAC
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ECHONET MAC
ECHONET MAC
ECHONET MAC :
BNEP PANU NAP/GN Piconet Bluetooth
IP IP
IP ECHONET MAC ECHONET IP
ECHONET MAC
BNEP PANU NAP/GN Piconet Bluetooth
BNEP PANU NAPGN Piconet ,
Bluetooth Specification  Personal Area Networking Profile
PANU NAP/GN BNEP Piconet
, Piconet
PANU | Inquiry Bluetooth
PANU Bluetooth SDP NAP/GN

PANU BNEP NAPGN
, , NAP/GN BD_ADDR
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Piconet ,
[ PANU ] [ NAP GN ]
ECHORET Bluetooth Bluetooth
O O @)
> Inquiry _Request (Baseband) >
< Inquiry _Response (Baseband)
(PIN) >
q Connection Request  (LMP)
>
< switch (LMP)
< accept (LMP) >
> Service Search Attribute Request (LMP)
Service Search Attribute Response (LMP)
< <
Disconnection Request  (LMP)
< Disconnection Reguest accept (LMP)
<
NAP/GN
BNEP
| g Connection Request (LMP) q
4 switch (LMP)
accept (LMP)
< Connection Response (LMP)
<
1P
T
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Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

IP

P4 P
DHCP

ECHONET IP
ECHONET MAC
(SR MODE),

(A MODE)

M MODE)

(SR MODE)

DHCP IP

, (A MODE),
M MODE)

(A MODE)
M MODE)

(A MODE)

ECHONET MAC

(SR MODE)

ECHONET MAC
MAC

M MODE)

ECHONET MAC

MAC ,

ECHONET MAC

MAC

MODE) Flag bit7 1

MAC

Fag bit7 0
MAC

M MODE) ECHONET

( ECHONETMAC )

IPme SR

(A MODE) Flag bit7 0
MAC , MAC
MAC
MAC
, ECHONET MAC

ECHONET MAC MAC .
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MAC : (SR MODE)
MAC ,
ECHONET MAC , ECHONET MAC
, ECHONET MAC
MAC IPme MAC
, ECHONET MAC ECHONET
MAC MAC MAC
(SR MODE) , MAC
MAC ,
, MAC ,
ECHONET IP ,
ECHONET MAC
M MODE) : ECHONET
MAC : (A MODE), SR
MODE) ,
T10
ECHONET MAC
@ ECHONET MAC , ECHONET MAC
ECHONET MAC
®) ECHONET MAC : ECHONET
MAC Lowinit, LowinitAll ,
, 8hit ECHONET MAC
ECHONET MAC
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C ECHONET MAC >
ECHONET MAC v
(Lowlnit ?)
N:
ECHON-ET MAC 8bit
ECHONET MAC ECHONET MAC
( END >
ECHONET MAC
MAC IPme MAC
T6 2 , MAC
T6 2
MAC (SR MODE)
Fag bit7 1 , (A MODE) Fag bit7 O
MAC (T2 MAC
, ECHONET MAC
(RMAC) ECHONET MAC , MAC
) , ECHONET MAC ,
MAC , MAC
MAC RMAC ECHONET
MAC SMAC MAC ECHONET MAC
(T2 MAC ,
(SR MODE) (A MODE) ,
(T2) MAC ,
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ECHONET MAC MAC
ECHONET MAC (TI\/IAC) MAC (UsedMAC)
ECHONET MAC 1 , UsedMAC
ECHONET MAC ,
(a) ECHONET MAC , MAC
ECHONET MAC (TMAC), MAC
(UsedMAC) ECHONET MAC 1 ECHONET MAC

(b) MAC ECHONET MAC
(RMAC)

(C) MAC ECHONET MAC (RMAC)
,(b)(C) , ECHONET MAC
ECHONET MAC

ECHONET
(MAC )
MAC R R
MAC - -
TYPE-MAC ~ UsedMAC
8 1 / / 001000000000000000000000000................. 00000000000
8 34 / / 001000000000000000000000000................. 00000000010
- 8 44 / / 000000000000000000000000000................. 00010000010
8| | 120 / / 000000000000000000000000000................. 00000000000
8| | 253 / / 000000000000100000000000000................. 00000000000
? 0010000000001000 00000000000................. 00010000010
) 4 —t
253 243 7 1
| / )
MAC 1,7,34,44,120,243,253

ECHONET MAC
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ECHONET MAC , ECHONET MAC
@ MAC
ECHONET MAC (TMAC)
® MAC
ECHONET MAC (UsedMIAC) ECHONET MAC
1 ECHONETMAC
© MAC
ECHONET MAC RMAC)
@ MAC
ECHONET MAC RMAQ)
© ECHONET MAC
©dye) @) T8
. ECHONETMAC ECHONET MAC
18 : ,
ECHONET MAC :
ECHONET MAC
ECHONET
(MAC )

TYPE MAC MAC

7 | 12 //
?jj

TYPE MAC

7 | 12 / / S MAC=12 |

\ 4
v

A 4
v

A

T2 A
: TYPE MAC MAC

T8
1 | 13 / / I— MAC=12 |

V <«
MAC
A

TYPE MAC

oy

S A R I/
TYPE MAC MAC Z‘FB MAC=12

1 | 12 / / ( )

MAC

A
A

?

\ 4
v

A
v

A
\ 4
v

T8

MAC IPme MAC
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T6 2 , MAC
MAC
MAC , T9
@MAC
(b) ECHONET MAC RMAC) ECHONET MAC MAC
© ECHONET MAC (RMAC) ECHONET MAC MAC
, ECHONETMAC ECHONET
MAC ,
MAC MAC
MAC ECHONET MAC
(TMAC), (THAddI), IP (T1PAdd)
MAC
MAC (Flag bit7)
( ) ECHONETMAC
MAC
MAC
(i) JECHONET MAC
, ()
MAC Hag bit7 0 , T MAC
.16
MAC
T
T = ECHONET MAC x T1 + T0
Fag bit7 1 , (SR MODE)
MAC
MAC UsedMAC
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UsedMAC (32 Bytes)
%(2000100 01000010 | 00000000 00010000/ /OOOOOOOO OOOOOOO?
4 Y}
1 2 32
e MAC=0 —
MAC=254
MAC=255
UsedMAC
UsedMAC , NECHONET MAC n )
T13 L ECHONET MAC n
) MAC
UsedMAC n 1 , ECHONET MAC
n , ECHONET MAC
, ECHONET MAC
) ) , L ECHONET
MAC , T13
) T]'3 ) )
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Date Oct.13, 2005
Version 3.21
ECHONET CONSORTIUM

T13

MAC
ff-01-23-45-67-03 1234567 03
ff-cd-ef-78-45-05 1234763 05
ff-cd-aa-00-11-07 1234923 07
A
(I\EECH:OZ’SET ) HAddr L ECHONET
MAC ( )
TYPE MAC HAddr
’ 7 ’ 07 ‘ ff-cd-aa-00-11-07
;YPE MAC UsedMAC vV
8 | 20 | / / |ooooooooooooooooooooooooooo ................. 00000101000
UsedMAC
) l L
H ] 1
, , ECHONET MAC n
JECHONET MAC
UsedMAC hit O , bit 0 1
, hit O
MAC ECHONET MAC
(MAC) ECHONET MAC MAC
MAC UsedMAC
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MAC A MODE MAC
MAC SR MODE MAC
MAC A MODE MAC
MAC SR MODE MAC
MAC A MODE MAC
MAC A MODE MAC
A MAC A MODE MAC
B C
MAC=? MAC=02 MAC=03 MAC=01
MAC
% ¢ IP =IPme >
T6
MAC
% ¢ IP =IPme >
T2
MAC
< MAC=4
e 1P =1Px
MAC=4
|
MAC \
®
IP =IPc
MAC
Used MAC=2,3 > (773 )
IP =IPx | MAC
Used MAC=3
< IP =IPx ( )
J
i A
MAC A—MODE
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B MAC SR MODE MAC
B C
MAC=? MAC=02 MAC=03 MAC=01
MAC
A ¢ T =1Pme >
T6
MAC
\ 4
A ¢ T Sy <
T2
MAC
< MAC=4 o
MAC IP =1Px
MAC=4
I
MAC
P
v
MAC SR—MODE
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C MAC A MODE MAC
B C
MAC=? MAC=02 MAC=03 MAC=04
MAC
MAC=4
2 ¢ IP “iPmE >
T6
MAC
MAC=4
_} ¢ T =1Pme >
MAC
¢ UsedMAC=234 1 yiac
P =1Px
Used MAC=3
MAC
T2 B IP “iex §
Used MAC=4
4 IP =1Px
A 4
MAC
MAC=2,3,4
. MAC=4
[
MAC
MAC=5
MAC
MAC=5
A T IP =1Pme > >
T6 MAC
MAC=5
_P 1P =IPme > >
T9
A 4
MAC
|
MAC
MAC=5
|
MAC A—MODE
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MAC SR MODE MAC
B C
MAC="? MAC=02 MAC=03 MAC=04
MAC
MAC=4
A T 1P —iPme >
T6
MAC
MAC=4

_} ¢ IP Py >

T2

MAC

MAC SR—MODE
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E MAC A MODE MAC
B
MAC=4 MAC=02 MAC=03 MAC=01
MAC
K Y T =1IPme > >
T6
MAC
_} ¢ 1P =IPme > >
MAC
T2
MAC=4
h IP =1Px
MAC
MAC=4
MAC
¢ IP =1Px <
MAC
< MAC=2,3 ® MAC
IP =1Px
MAC=3

< 1P =IPx

i A
MAC A—MODE
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F MAC A MODE MAC
B C
MAC=4 MAC=02 MAC=03 MAC=04
MAC
MAC=4
*x P > >
T6
MAC

MAC
< Used MAC=2,3,4
T2 IP =IPx MAC
< Used MAC=3 @ MAC
IP =IPx
< Used MAC=4
\ 4 1P =IPx
MAC
MAC=2,3,4
[
MAC
MAC=5
MAC
MAC=5
A IP =IPme> > >
T6
MAC
MAC=5
{ 1P =IPme >
T9
\ 4
MAC
[
MAC
MAC=5

MAC A—MODE
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MAC
MAC
MAC ) ECHONET MAC , ,
MAC ECHONET MAC MAC
ECHONET MAC )
ECHONET MAC
MAC , ( )
MAC ECHONET
MAC
MAC : MAC
s MAC
MAC MAC
MAC
MAC , MAC
MAC
MAC ,
MAC IPme T6 2
, MAC MAC
2
MAC
5 MAC MAC
MAC , T12
T12
MAC
MAC T6 2 IPme
MAC
T12 ,
) MAC
MAC ,
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JECHONET MAC , ,
ECHONET MAC
JECHONETMAC ,
ECHONET MAC
MAC
MAC
MAC
MAC
MAC
B MAC
ECHONET MAC , MAC
ECHONET MAC
@ MAC (RHType),
(RHLen), (RHAdCr) :
, ECHONET MAC
® @ : ECHONET MAC ,
ECHONET MAC ,
ECHONET MAC
, ECHONET MAC ,
ECHONET MAC MAC
ECHONET MAC ., ECHONET MAC
ECHONET MAC
) ) ECHONET
MAC , ECHONET MAC
MAC
MAC : T MAC
, MAC
@ MAC
MAC MAC
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MAC
MAC
1 ff-01-23-45-67-03 1232567 03
1 ff-cd-ef-78-45-05 1231763 05
1 ff-cd-aa-00-11-07 1233923 07
MAC )
, ECHONET MAC
, , ECHONET MAC
ECHONET MAC
ECHONET MAC
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, , MAC
MAC
MAC
A MAC
X B C
MAC=01 MAC=02 MAC=03 MAC=04
[
MAC=01
I
MAC
A T T =IPme P
T6
MAC
_X_ * P =|Pme> > P
T5
A 4
MAC
MAC
( A ¢ P =1Pme >
T6 MAC
2 < _X_ ¢ P =|Pme> > >
T6 MAC
\ v
¢ IP S > >
MAC
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7 IP/Bluetooth
MAC
X B C
MAC=01 MAC=02 MAC=03 MAC=04
MAC=04
MAC
< < T ZiPme] A
MAC=01 76
MAC
A T IP =IPme > A
T6
MAC v
_X_ ¢ IP =1Pme >
T5
T12
A 4
MAC
MAC
( % ¢ IP =IPme > >
MAC
T6 MAC
) 2 YR QT =1Pme > >
T6 MAC
L v
¢ P S > >
v
MAC
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Bluetooth )
Bluetooth
TO | 7.7.4(2)(C)(iv) | 50msec MAC ,MAC
L ECHONET MAC =0
T1 | 7.74(2)(C)iv) | O MAC ,MAC
,ECHONET MAC 1
T2 | 7.7.4(2)(C)(ii)) | 3.0sec MAC
,MAC
T3 |7.7.3(1) 3.0sec MAC/IP
MACI/IP
T4 | 7.7.3(2) 3.0sec IPIMAC
JIP/MAC
7.7.3(3) 3.0sec IMAC
/MAC
T5 |7.7.5(2) 3.0sec MAC
,MAC
T6 | 7.7.4(2)(C)(ii) | 100msec MAC
7.7.4(2)(C)(ii) MAC
7.75(2) MAC
7.75(2) MAC
T7 | 7.7.4(2)(C)iv) | - - MAC ,MAC
T7=ECHONET MAC x T1+TO
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T8 | 7.7.4(2)(C)(ii) | 24hour MAC
: ECHONET MAC
MAC )
ECHONET MAC
T9 | 7.7.4(2)(C)(ii) | 3.0sec MAC ,MAC
,MAC
(RMAC ECHONET MAC
), MAC
(RMAC ECHONET MAC
)
T10 | 7.7.4(2)(C)(ii)) | 0~100m
sec
T11 | 7.7.5(3) 200mse MAC MAC
c ,MAC
T12 | 7.7.5(2) 20sec MAC )
MAC
T13 | 7.7.4(2)(C)(iv) | 24hour ,UsedMAC 1
T14 | 7.7.3 3.0sec MAC ,MAC
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Bluetooth
’ ; Bluetooth
Bluetooth
No. Bluetooth
1
LowGetDevID ID
2 Bluetooth Bluetooth
Lowlnit ECHONET MAC
ECHONET MAC PANU
PIN PIN
BNEP
3 ECHONET BNEP PANU NAP/GN BNEP
LowRequestRun
4
LowSetTrouble ECHONET
5 MAC Bluetooth Bluetooth
LowStart
ECHONET MAC PANU
PIN PIN
BNEP
6 ECHONET
LowSuspend
7 ECHONET
LowWakeUp
8 ECHONET MAC
LowGetProData
9
LowGetStatus
10 ECHONET MAC
LowSendData ECHONET
n
LowGetSendResult
12
LowSendCansel
13 ECHONET MAC
LowReceive
14
LowGetAddress ECHONET MAC
15
LowSetAddress ECHONET MAC
16 Node ID MAC
LowRegToMac
17 Node ID ECHONET MAC
LowReqTolD Node ID
18 Node ID
LowRegBcastiD Node ID
-76
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19 Bluetooth Bluetooth
LowlInitAll ECHONET MAC
1P PANU
ECHONET MAC
PIN PIN
BNEP
20 ECHONET
LowStop
21 ECHONET BNEP PANU NAP/GN BNEP
LowHalt ECHONET IP
Bluetooth
22
LowReceiveStop
23
LowGetAddressTableData
Size
24
LowGetAddressTableData
25
LowSetMasterRouterFlag
26
LowGetHardwareAddress
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,Bluetooth ,

Bluetooth
, ECHONET Bluetooth
,ECHONET Bluetooth
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LowHdt

(D

PonerOn

«—@

LonSart / \vam’t Lo nitAll

ﬁ  Lowrit, LowtritAl

ECHONET

MAC

ECHONET MAC

LowHdt

— J Lo
)
Cowiri Conmar "

LowReguestRun

LowSop

1P
LowHat

BNEP

T Jiomam
.
Covit, Lowimoar "

LowWakeup

LowSuspend LowHalt

— Jioma

]

Lowinit, Lo nitAll

LowHdt

ql LowSart

PowerOn

© 2000 2005

)
Lowinit, LownitAll

PowerOn

LowHalt

LowGetStatus

LOW_STS STOP

LowGetDevID

Lowlnit, LowInitAll
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LowStart

, MAC

LowlInit, LowlInitAll ,

,Bluetooth

NEP PANU NAP/GN Piconet Bluetooth
1P 1P
1P MAC ECHONET IP
LowGetStatus
LOW STS INI

LowGetDevID

MAC
MAC
ECHONET MAC
LowStart ,
BNEP PANU NAP/GN Piconet Bluetooth
IP
1P
MAC
ECHONET IP
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IP ,MAC
LowGetStatus
LOW STS RST
LowGetDevID
LowGetStatus

LOW _STS CSTOP

LowGetDevID

LowGetAddress

MAC

LowGetProData

LowRequestRun

LowHalt

LowInit, LowlInitAll
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LowStart
LowGetStatus
LOW STS RUN
LowGetDevID
LowGetAddress
MAC
LowGetProData
LowSendData
LowReceiveData
LowHalt IP IP

LowStop

LowInit, LowInitAll

LowStart
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Bluetooth
BNEP

LowSuspend

LowGetStatus

LOW__STS ESTOP

LowGetDevID
LowHalt

LowInit, LowInitAll

LowStart

LowGetStatus
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LOW _STS SPD
LowGetDevID
LowWakeUp
LowHalt

LowInit, LowInitAll

LowStart
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NAP,GN,PANU
NAPGNPANU ECHONET
@ NAP
ECHONET NAP Bluetooth
ECHONET \Eer3 Ethemet
) MAC
JECHONET/IP 2
) JECHONET/IP
@ &
&
1)
, ) , LED ,
, LED
LED
LED
& & & , &
ECHONET MAC MAC
&
MAC
* & ECHONET MAC

ECHONET MAC
ECHONET MAC
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1P
MAC
ECHONET MAC ,ECHONET MAC
1P
& ECHONET MAC
1P
2) ECHONET MAC
ECHONET MAC 774
A MODE SR MODE , M
MODE , )
) 1
(3) ECHONET NAP /GN
ECHONET
NAP /GN , ECHONET NAP /GN
ECHONET PANU
ECHONET NAP /GN
ECHONET NAP/GN
TCP/UDP/IP
..ENEP
”":}“’ -_“ '""...ECHONET
v A
PANU PANU PANU
ECHONET ECHONET
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@ PAN
PAN , ,PANU ]
PIN ,Bluetooth ECHONET
1) PANU ECHONET ,
15Byte ,PIN default ,PIN
Bluetooth )
2) GN,NAP PANU PIN PIN
©
IP/Bluetooth ECHONET MAC
(1) ECHONET MAC
1) )
, ECHONET
MAC ,
ECHONET MAC ,
, ECHONET MAC ECHONET
ECHONET MAC
ECHONET ,
ECHONET
2) b
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ECHONET MAC

ECHONET MAC
1)

ECHONET ,
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Bluetooth Utility

Bluetooth :
ECHONET JECHONET ,
ECHONET/IP
, SDPME,BNEP Bluetooth  Utility ,
Bluetooth )
Bluetooth  Utility , ,
, PACKET TYPE , , ,
PIN , Bluetooth API
ECHONET ECHONET Bluetooth ,
PANU  Inquiry , GN NAP
, ECHONET
Piconet , GN NAP ,
Bluetooth  Utility Bluetooth , Bluetooth
Utility Bluetooth Status
( ECHONET
<
e

Bluetooth ECH([NEF/IP

J | utiiity
UDP
L IPv4
M SDP BNEP
E
L2 CAP
LMP
Bluetooth  Baseband

Bluetooth RF

Bluetooth  Utility
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Bluetooth  Utility Bluetooth
BD_ADDR BD_ADDR ,
BD_ADDR, ,
Master BD_ADDR, ,
PacketType ,
BT No
,ECHONET
MAX_Connection
Master
Connection Status,Connection_Handle ,Curr | active/park
Handle ent_Mode
(active/park)
Connection_Handle, ,
Reason ,
BT standby Status , ,
default
Status,Connection_ Handle,
Packet_Type
Packet Type Connection_Handle,
Packet Type
Status,Connection_Handle,Encr
yption_Enable
Connection_Handle,
, Encryption_Enable,
Status ,Encryption_Mode
PAN status
PAN status BT , ,
Stanby Initialize
JInitialize ,
Jpark ,
,PIN
Status,Connection_Handle,Reas BT

on
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Status,Connection_Handle, BT
host Link_Type,Encryption_Mode,
BD_ADDR
Park Connection_Handle,
Beacon_Max_Interval,
Beacon Min_Interval
Park Connection_Handle,
Connection_Handle, | Status ,Connection_Handle, Tran
Type smit_Power_Level
BD_ADDR, Status,Max_Num_Keys,
Read_All_Flag Num_Keys Read
BD_ADDR, Status,Num_Keys Deleted
Delete All Flag
BD_ADDR, Status, BD_ADDR
Link Key
PIN BD_ADDR, Status, BD_ADDR
PIN_Code_Length,
PIN_Code

Bluetooth Specification \ersionl.1  Core Spedification  HCI

Bluetooth - Utility Bluetooth Status

ACL

LMP
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IP/Ethernet |IEEE802.3

UDP/IP ,UDP/IP
Ethernet,IEEE802.3 ECHONET
UDP/IP ECHONET UDP/IP
LUDP/IP 1
Ethernet DIX DIX= Digital Equipment ,Intel ,Xerox 1980
, DIX Ethernet
IEEE(Institute for Electronics and Electrical Engineers) IEEE802.3
DIX , Media Access Control MAC
Logical Link Control LLC ISO/IEC
Ethernet IEEE802.3 1
IP Ethernet,IEEE802.3
ECHONET UDP/IP ,Ethernet
IEEE802.3
ECHONET UDP/IP
,ECHONET : :
Internet Protocol Version 4( 1Pv4 ) Internet Protocol Version 6 IPv6

ECHO!
<

R

= s

-

ECHONET/IP

< UDP
1Pv4
Datalink LLC/MAC
\
Physical
8
-1
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10Base-5,10Base-T star ,bus
ECHONET
, IP 1)
2P

ECHONET , 256 /

ECHONET IEEES802.3 ,MAC + Max18
Byte ,LLC+SNAP Max8 Byte ,IP IPv4d Max24 Byte +UDP Max8
Byte ,FCS 4Byte MAC 1518Byte

1518-(18+8+24+8+4)=1456Byte ECHONET
ECHONET 262Byte  SA/DA EDC
ECHONET
Bluetooth

-2
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8023

IEEESIH802 Owerview and Architecture
ANSIIEEE Std8022 Logical Link Control (ISO/IEC 8802-2)

ANSIIEEE Std8023 CSMAICD Aocess Method and Physical Layer Specifications (ISO/IEC 8802-3)
Ethermet

DH-X, "The Ethermet - A Local Area Network: Data Link Layer  and Physical Layer Specifications’, Digital,
Intel, and Xerox, November 1982,

Ethermet
Ethermet Numbers (http/Amwiana.orgiumbers.htm )

UDP/IP
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8 ECHONET/IP ,ECHONET
Ethernet IEEE802 UDP/IP
,Ethernet IEEE802 UDP/IP

,ECHONET/IP Ethernet IEEE802
, ECHONET/IP ,

, UDP/IP ECHONET Ethernet IEEE802

IEEE802 ANSI/IEEE Std802.3 CSMA/CD Access Method and
Physical Layer Specifications

10Mbps  ANSVIEEE Std802.3(8-20 )  10Base-T

100Mbps ANSI/IEEE Std802.3(21-29 ) 100Base-T

1000Mbps ANSI/IEEE Std802.3(36-42 ) 1000Base-T

Ethernet

D-1-X, "The Ethernet - A Local Area Network: Data Link Layer and Physical Layer
Specifications”, Digital, Intel, and Xerox, November 1982

IEEE802 ANSI/IEEE Std802.3 CSMA/CD Access Method and

Physical Layer Specifications

10Mbps  ANSVIEEE Std802.3(8-20 )  10Base-T

100Mbps ANSI/IEEE Std802.3(21-29 ) 100Base-T
1000Mbps ANSI/IEEE Std802.3(36-42 ) 1000Base-T

Ethernet
D-1-X, "The Ethernet - A Local Area Network: Data Link Layer and Physical Layer
Specifications”, Digital, Intel, and Xerox, November 1982
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IP ,ECHONET UDP,IP

, Ethernet IEEES802.3
IP ,
,Ethernet IEEEB02.3
JJEEE802.3 LLC Sub-Network Access Protocol ( SNAP )
Physical

Ethernet IEEE802.3 ,

2
ECHONET
ECHONET
UDP/IP
UDP/IP
- LLC+SNAP(802.2)
Data Link Data
i MAC(802.3
Physical Link ( )
Physical Signaling(802.3)
Physical
Media(802.3)
Ethernet IEEES02.3
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64Byte
< 1518Byte >
SFD [PAD 46-1500 Byte FCS
Byte 6Byte 6Byte Byte 4Byte
A A A A A
Ethernet :
IEEES02: /
= /PAD
ECHONET
1Byte 10101011
Ethernet
Byte' 1 O 10110101010 1010

Ethernet IEEES02.3

-6
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ECHONET ECHONET
UDP/Ethernet IEEES02.3 ECHONET
UDP | uDP | ECHONET
IP | P | UDP ECHONET
DatalLink DatalLink | P | UDP ECHONET
Physical Physical Datalink P UbP ECHONET

Ethernet
ECHONET ECHONET
UDP/Ethernet IEEE802.3 ECHONET
UDP | uDP | ECHONET
1P | P | uDP ECHONET
SNAP SNAP | P | UbP ECHONET
LLC LLC SNAP | 1P | UDP | ECHONET
MAC MAC LLC SNAP P UDP ECHONET
e Physical MAC LLC SNAP P UDP ECHONET
IEEE802.3
-7
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Ethernet IEEE802.3
LLC MAC
IEEE802.3 LLC IP Typel
Type2 ,MAC , ,
IEEE802.3 ,Ethernet LLC ,SNAP
: LLC , SNAP ANSI/IEEE
Std802.2 Logical Link Control (ISO/IEC 8802-2) IPv4
RFC1122,RFC894,RFC948
IEEE802.3 Ethernet SNAP ID
, LLC ,
, 8 0
1 8
0 1 ANSI/IEEE Std802.2
RFC948 :
OXAA, ID =0x00, =0x03
MAC IEEE802.3 ANSI/IEEE Std802.3
,Ethernet D-1-X, "The Ethernet - A Local Area Network: Data Link Layer and

Physical Layer Specifications” MAC CSMA/CD(Carrier Sense
Multiple Access/Collision Detect) ,
r ,
512
0 r<2k ( k=min(n,10))
n 16
' , 48 ,
byte =1, IPv4 : D IP
23 0x01005e RFC1112
: =1
ECHONET
Ethernet
0x0600 Ethernet Numbers http:/Mmww.iana.org/numbers.htm
0x0800 (1Pv4),0x0806(ARP ) IEEE802.3
Ox05dc 1500 10 :
2 Ethernet IEEE802.3 IP
RFC1122 1)Ethernet
,2)Ethernet IEEE802.3 3)IEEE802.3
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MSB LSB
1/G u/L 46
1/G=0 1/G=1
U/L=0 U/L=1
3Byte oul
, IEEE 802
IP
ID
SNAP 3Byte 2Byte
LLC 1Byte 1Byte 1Byte SNAP
MAC SFD TAGZByte MACcIlzeg;te v |uc
IEEE802.3
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(UDP/IP )

7.6
RFC RFC

RFC-826  An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48bit Ethernet Address for Transmission on Ethernet Hardware
RFC-1700 Assigned Numbers

IEEE802 RFC
RFC948 A Standard for the Transmission of IP Datagram over IEEE 802 Networks

Ethernet RFC
RFC894 A Standard for the Transmission of IP Datagram over Ethernet

(ECHON ET/IP )
UDP
Ethernet(10Mb) 1
IEEES02.3 6
Ethernet 48bit Ethernet
IEEES802.3 48bit IEEE 802
T =ECHONET MAC x T1+TO
T1= ms
-10
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) ECHONET/IP

LowWakeup
LowSuspend L owHdt
—_ Jioam
| )
Lowdrit
LowHdlt
q LonStat
Lomrit )
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ECHONET MAC
PowerOn ,
PowerOn
LowGetStatus
LOW STS STOP
LowGetDevID
LowlInit |, LowStart
LowStart Lowinit IP , ECHONET
MAC ECHONET MAC
ECHONET MAC ECHONET
MAC , , ECHONET
MAC P
LowGetStatus
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LOW STS INI
LOW STS RST
LowGetDevID
ECHONET MAC
IP ECHONET MAC
LowGetStatus
LOW STS CSTOP
LowGetAddress
ECHONET MAC
LonGetProData
LowGetDevID
LowRequestRun
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LowlInit LowStart
LowHalt
LowGetStatus
LOW STS RUN
LowGetAddress

ECHONET MAC

LowGetProData

LowSendData

LowReceiveData

LowGetDeviD

LowHalt IP IP
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LowlInit |, LonStart
LowStop
LowGetStatus
LOW STS ESTOP
LowGetDeviD
LowHalt
Lowlnit | LonStart

-15

© 2000 2005

ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Oct.13, 2005

3 Version 3.21
8 IP/Ethernet IEEES802.3 ECHONET CONSORTIUM
LowGetStatus
LOW STS SPD
LowGetDevID
LowWakeUp
LowHalt
LowlInit | LowStart
791 (2,5),792 MAC IPEthemet  IEEES02.3
ECHONET MAC
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