Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

ECHONET SPECIFICATION
ECHONET

ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM

\Versionl1.0
\Version1.01
Version2.00

1 1.2

2 4.2

3 421 EHD

4 426 AV

5 426 43 APPENDIX

6 74

7 741,75.1,9.115 AB

8 923

9 9.35,9.10.2,9.12.2
Version2.01 12

\ersion2.00

\Version2.10Preview 12 28

1 4.2

2 4211 ECHONET
3 4212

4 4213

5 9111 \ersion

6 10 ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

\ersion2.10Draft 2 15
1 421
2 ECHONET
3 4211 (CpESV)
4
5 4.2.6
0x05
6 6.7.1
7 931 \ersion
8 991
9 9111 \ersion
(User Key)
(Service Provider Key)

(User Key)

(Service Provider Key)
10 9112
1 9.13 9.14 9.5 9.16
12 9.17

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
\ersion2.10 3 7
1 1.1 P1-1 EHD b6 b7
2 34
3 421 4.2 b7
4 4.2.2 4.4
5 425 4.6 b2 b5
6 4.2.6 4.7 o
7 427 4.7 b7
4.9 *1
8 428 4.8.1 b6 b7
9 4211 (CpESV)
10 522
11 54.3
12 543 544 ECHONET
13 71
14 7.7
15 8.2
8.1
8.1
16 9.1
17 9.33

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED




ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

\ersion2.11 4 26
1 4.2 412 EDT
2 4 47
3 426 43 44 47
48
4 4284 (10)
5 53 57 58-1
5.8.2
6 54 59 5101
5102 5.13 514
516 5.17
7 54 51 52
8 54 5.13 5) ©®
9 54 513 5.14
5.17
10 8.2 8.1 ClcReset  ClcStart
11 9.2 93
12 933
13 9.16 P9-49 4
14 9.17 P9-53 P9-55 (5)
15 10.4.9 10.8 Key
16 10.4.11
17 109 10.24 10.26

Version3.00Draft
1 1.2 11
2 746,747 IP/Bluetooth IP/Ethernet IEEE802.3
3 923
4 931 9.2
5 9.3.13
6 9111 (25)

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

Version3.00 8
1 4.2.6
2 4.28(1) 3
3 4.2.8
4 5.4.1 5.9 )
5 5.4.2 5.10-1 ©)
6 54.3 513 1 (12 (13
7 5.4.4 5.14 (14) (15)
8 553 5.17 €S)]
9 9.36 94
10 9.3.12
1 93.14
12 991
13 9111
14 9.17
15 9.18
16 9.19 9.17
Version3.10Draft
1 42 (for future
reserved)
2 421 (for future reserved)
3 52
4 532 582 T3
5 54.1
6 542
T3
7 54.3
8 553
9 931 o
10 9.11.2
11 9.11.3 EPC
12 9114 EPC

Vi

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
13 9.115 EPC
14 9.15 No.
No.
Version3.10

1

32 Get
2

426
3 427
4 4.2.11(2)
5 541 5.10.1
6 542 5.10.2
7 551
8 931 9.2
9 93.12
10 9.3.13
11 9112

\ersion3.12

1

4.2
2 6.8 6.1 Md4c
3 9113 9115 EPC OBF  OAF

vii

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

\ersion3.20Draft 10 17
1 23 NetlD
2 4.2
3 51
4 54 59
5 54.1
6 54.2
7 54.3
8 544
9 55.3
10 5.6
11 5.7
12 9.2.2
13 9.23
14 9.3.3
15 User Key
9111 Service Provider Key
Set
16
9.11.2
NetID Get
17 9.11.3 NetID
18 9.114 9116 9.11.3 9115 9.114 9116
19 9.16
20 DES AES
21 10.6.1 1011 10.12
22 10.7.3 10.15
23 10.7.4 10.17
24 10.7.6 10.19 10.20
25 6 NetID
26
21 9.16 EA
28 MAS
MAS
SHD SKH SNF
SKH SKH AHD

viii

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
29
428 EPC 0x6C
30 4211 CpESV 0x70 for future reserved
31
9.3.13
9111
32 9112 NetID Get
33 Set
User Key
9.11.1 Service Provider K_ey
Serial Key
34 Ep
9.15 C
35 9.16 EPC
36 10.3
37 93.12
Version3.20 8
1 6.2 ECHONET
2 8.2 81
3 9 Appendix
4 9.3.13
5 9111
6 911.2 EPC OxEA
7 . N
9.19 Service Provider Level
8 1054 SHD ID TID MAS
9 Key
1083 (Serial Key)

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

\ersion3.21 5 26
ID
1 55.2 ECHONET NodelD NetIlD
NetiD
2 552 NetID
EDT
3 553 531 532 552 61 6 2
4 553 (OxD5)) (0OxD5)
5 56.1 ECHONET ECHOENT
6 56.1
7 6.2
3 6.2 SEA NetIlD EA
' SEA NetlID 0x00 EA
9 9111
10 9111 NetID
11 105.3 EDATA
12 1054 10.3 SKH
Version3.30 2
1 1.2 IEEE802.11/11b
2 422
3 543 NetID
4 543
5 544
5 56.1 NetID 1
7 56.1
8 57 EHD
9 58 ECHONET
10 6.2

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

11 74
12 748 7.4.8 IEEES02.11/11b
13 75
14 751
15 758 7.5.8 IEEEB802.11/11b
16 27 7.1(1/2) 7.2(2/2) Bluetooth®, Ethernet,
' IEEE802.11/11b
17 9.3.1 9.2 IEEE802.11/11h7.4
18 911 IEEES802.11/11b
19 9111
20 9111 \ersion
21 911.2
Bluetooth®, Ethernet,
22 9.11.6 IEEES802.11/11b
23 104 10.1 IEEES802.11/11b
24 T7
25 9112 NetlD
Version3.40 Draft
11 D
1.2 C
bit7
bit7 0
2 426
0x00 OsFF
3 9.12
4 9.20
5 9.21
6 9.3 92 Ox11 Ox1F a,d
7 9.3 92 0xAl c

Xi

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

8 9.11.6

)

Version3.40

EDT

Version3.41Draft
\ersion3.41
\ersion3.42

1 4.2.8

939
9.3.10

9.3.12

9111

24,5

Ol iwWw N

No.

Version3.50 Draft
Version3.50

\ersion3.51 Draft
\ersion3.60

Version4.00 Draft
\ersion4.00

1 7146,74.7,7156,75.7

IP IPv4

2 9.3

92 O0xBl IPv6

3 9.11

APPENDIX ECHONET

Xii

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

ECHONET SPECIFICATION
ECHONET

JAVA IrDA

Bluetooth® HBS
JAVA IrDA Bluetooth® HBS

Xiii

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

ECHONET s -

ECHONET s -

ECHONET s -
ECHONET s -
ECHONET s -
ECHONET -
ECHONET s -
ECHONET s -

Xiv

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00

CONFIDENTIAL

ECHONET CONSORTIUM

ECHONET e -
ECHONET -
ECHONET e -
NetID ECHONET e -
NetiD -
NetiD -
ECHONET -
ECHONET -
ECHONET s -
B A e —————————————— -
NetiD e ——— -
NetID e ——— -
NEUID e ————————— -
NEEID e e e e e e e re s -
ECHONET s -
ECHONET e s s -
AN 1= 1 5 OSSR -
ECHONET sttt re s e -

ECHONET et b e e a e e e e -

ECHONET e -

ECHONET s -

Y e SRR -

XV

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date  Jun. 30, 2011
ECHONET Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM
HBS s -
IrDA CONtIol s -
LoNTalk® e —— -
IPVA/BIUGIOOt s -
IPv4/Ethernet IEEE8023 e, -
IEEESO02.11/11h e —— -
IPV6 s -
HB S s -
IrDA CoNtrol s -
LoNTalk® e -
IPVA/BIUGIOOt e -
IPV4/Ethernet IEEE8023 e, -
IEEEBO2.11/11h e -
IPV6 s -
ettt ettt e e e ettt ee et eneeaeeaeeeeeaeaeaeneaneanens -
ECH ONE T e ————————————————— s -
B CH ON T e e e e e e e e e e r e e e e e aa e ea e eareeeaneeeaneaans -
B CH ONE T ettt e et a e ae e enens -
ECH ONE T e ettt ee e e aneaneanenennens -
ECHONE T e -
O o (@] )N | N TSRS -

XVi

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

NetiD e ——— -

ECHONET s -

Set -
ECHONET et s ae s a e sa e e -
ECHONET e -
ECHONET et r et se e ene -
ECHONET e nneas -
ECHONET e -
ECHONET e st ss e aeeaeas -
ECHONET e -
ECHONET (S 1) J -
ECHONET (=10 -
ECHONET I [0) W -

XVii

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

ECHONET (=10 -
ECHONET (PEDATA) cooveeseesceeeeseessseseesessssssssssssssessessssssens -

(User Key) e -
(Service Provider Key) -
(Maker Key) et -

ECHONET -

NEUID e ————————————— X

~N o o0k WDN PR
<

XViii

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET CONSORTIUM

ECHONET

ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

API API N\

[ ) )

a
A d
B
C HBS
D IrDA Control
E LonTakR
F  |BluetoothR (UDP/IPv4) BT)
Ethemet
G IEEES023 (UDP/IPv4)
|EEE802.11
H IEEES0211b (UDP/IPv4) WLAN
| [+
Ethemet
J IEEE802.3 (UDP/IP)
K 6LOWPAN (UDP/IPv6) IEEE802154
LonTalk® Echelon Corporation

Bluetooth® Bluetooth SIG,Inc
Ethernet Xerox Corporation

© 2000 2011 ECHONET CONSORTIUM

ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date  Jun. 30, 2011

Version 4.00
ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET EA ECHONET
ECHONET ECHONET
MAC
ECHONET ECHONET
ECHONET
ECHONET
ECHONET
MAC NodelD
NetID
NetiD MAC NodelD
NodelD
ECHONET
A
4 N
NetID (1Byte) NodelD(1Byte)
ECHONET ECHONET
ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
NetID
ECHONET NetID ECHONET
ECHONET ECHONET NetID
NetID 0x00 NetID
NetlD
NetID
No. | NetID HEX
1 0x NetID
2 0x 0x NetlD
3 Ox 0x
NodelD
ECHONET NodelD MAC

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
ECHONET
ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM

ECHONET

APPENDIX

f SN |

-
ECHONET
APPENDIX ECHONET ECHONET
ECHONET
ECHONET

Appendix ECHONET

ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
API API
ECHONET
CASE1
CASE2
CASE3

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
API API
ECHONET
ECHONET
A ECHONET
ECHONET
ECHONET ECHONET
ECHONET
ECHONET
API ECHONET
ECHONET
ECHONET ECHONET
ECHONET

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011
ECHONET Version 4.00

CONFIDENTIAL
ECHONET ECHONET CONSORTIUM

) E_Obj
A

ECHONET| ECHONET

= S I - —

VyE_Obj
A E_Obj

_____©

ECHONET ECHONET
\— Y \ —)
- A ™
— API N
B C
E_Obj '

ECHONET

N J

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
A ECHONET
B
API ECHONET ECHONET
ECHONET
ECHONET
ECHONET

\\\¥ ECHONET|

4 =)

\\\‘ ECHONET| 4///

API —

ECHONET

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
A
ECHONET
ECHONET
ECHONET ECHONET

ECHONET ECHONET

ECHONET

ECHONET
4 B N

ECHONET|

ECHONET
- J

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00

CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
A N T ~

Y E—

E_Obj [

A
ECHONET ECHONET
N Y Y,
4 A R\
— AP T
(" N\
A
E_Obj '
G J
ECHONET
\_ J
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00

CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
ECHONET

4 N

ECHONET

Power

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
400MHz
ECHONET
ECHONET
ECHONET
ECHONET ECHONET
ECHONET EHD EDATA
EDATA
EHD@4.2.1 )
ECHONET
1
1

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
(for future reserved)
oHD| SEQJ | DEQJ ECSQ, opc|Poc| |Pocl|erc| eot | |Erc| EbT
— — [N J W

OHD B)

SEOJ ECHONET B

DEOJ ECHONET B

CpESV ECHONET B

OoPC B

PDC B

EPC ECHONET B

EDT Max.245B

OHD) SEOJ E:)Eo:.] EPC [ ESV EDT

OHD B)

SEOJ ECHONET B)

DEOJ ECHONET B)

EPC ECHONET B)

ESV ECHONET B)

EDT Max.247B

EHD SEA DI:EA EBC EDATA (ECHONET )

EHD  ECHONET B)

SEA ECHONET B)

DEA ECHONET B)

EBC EDATA B)

EDATA ECHONET Max.256B

ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
(for future reserved)
OHD| ESEOJ DEGI EC;Q/ OPC|-PDC PDC| EPC}EDT EPC{.--EDT
) [N J )
OHD B)
SEQJ ECHONET B
DEOJ ECHONET B
CpESV ECHONET B
OPC B
PDC B
EPC ECHONET B
EDT *1
OHD; ;SEOJ DEGI .| ERPC| ESV EDT
OHD B)
SEQJ ECHONET B)
DEOJ ECHONET B)
EPC ECHONET B)
ESV ECHONET B
EDT *2
SHD PBC PEDATA BCC| PDG| MAS
(31 4
EHD SEA DEA EBC EDATA
EHD ECHONET B)
SEA ECHONET B)
DEA ECHONET B)
EBC EDATA B)
EDATA ECHONET Max.256B
*1 235Byte 223Byte
*2 237Byte 225Byte
*3
*4
ECHONET

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
SA DA '%D)C ESDATA( )
ECHONET Mex.
EDC( ) ECHONET B)
ESDATAQ) ( ) EHD EDATA ECHONET 262
SA DA DA(  MAC ) SAC  MAC )
ECHONET DEA DA
ECHONET
EDC
ECHONET
ECHONET EHD EDATA
A (A E(D)C ESDATA( ) e E(Dg: ESDATA( ) =2 B E(Dg: ESDATA( )
ECHONET
SA DA E(%: ESDATA( )
SA | DA DATA
SA MAC
DA MAC
DATA
ECHONET

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET EDC(n)+ESDATA(N)
EDC(n)+ESDATA(N) ECHONET
ECHONET ESDATA
ECHONET ECHONET EDC(1)+ECHONET
E(D)C ESDATA( )
ECHONET Max.
EDC( ) ECHONET B)
ESDATAQ) () EHD EDATA ECHONET 262
ECHONET SA DA
ECHONET
ECHONET
b7 b6 b5 b4 b3 b2 bl b0
— T eowra peoaTa
b1:b0 0:0 ( )
0:1 ( )
1:0 ( ) (for future reserved)
1:1 for future reserved
0: 1
DEA « 7 )
0: :
b7=0 b0 b6 (for future reserved)
bl b0 EDATA PEDATA b1:p0=0:0 1
1
b1:b0=0:1
b1:p0=1:0 EDATA PEDATA
b2 EDATA b2=1 EDATA

b2=0

b3

© 2000 2011

EDATA

DEA
b3= DEA

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM
b3=0
b4,b5,b6 ECHONET
ECHONET
b4,b5,b6
b6 | b5 | b4
0 0 0 0
0 0 1 1
0 1 0 2
0 1 1 3
1 0 0 4
1 0 1 5
1 1 0 6
1 1 1 7
ECHONET
ECHONET ECHONET
ECHONET b3=0
ECHONET
1Byte 2Byte
NetID (1Byte) NodelD (1Byte)
SEA DEA
b3= ECHONET ECHONET
1Byte 2Byte
© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

0x00 Node
Node
45

0x01 Node
Node
45

0x02 NetliD

0x03

0x04

0x05 Ox7F For future reserved
0x80 OxFF

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM
b7 b6 b5 b4 b3 b2 bl b0
L Node N\
Node
Node
Node >
Node
Node
Node
Node J
Node NodelD
NodeD=0xA2
0|8 |4 2|A|6|E |1 5/D|3|B|7|F
0 0
8
4
C
2
A
6
E
1
9
5
D
3
B
7
F
Node

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

ECHONET EDATA
1Byte EDATA 6 256 Byte 0x06 OxFF
0x00 256 6Byte
SEOJ DEQOJ EPC ESV
6Byte DEOJ ESV
SEOJ ESV
ECHONET
ECHONET 256Byte
b7 b6 b5 b4 b3 b2 bl b0
tt——
L 1:
e 1
Al
b6 b7 b6=0 b7=1 b0 b5
b6=0,b7=1 b0 b5
for future reserved
ECHONET
ECHONET
ECHONET
1Byte 2Byte 3Byte

b7 b6 b5 b4 b3 b2 bl b0 b7 b6 b5 b4 b3 b2 bl b0 b7 b6 b5 b4 b3 b2 bl b0

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
JEM-1439
o APPENDIX
0x00
DEOJ
0x00 OXFF
0x00 OxFF
0x 0x

0x00

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

0x00

0x01

0x02

0x03

0x04

0x05

0x06

AV

0x07

0x0C

for future reserved

0x0D

OxOE

OxOF

0x10

Ox1F

0x20

Ox2F

Set

0x30

Ox3F

0x40

Ox4F

0x50

Ox5F

0x60

Ox6F

0x70

OX7F

0x80

Ox8F

0x90

Ox9F

Appendix

Appendix

Appendix

Appendix

Appendix

X1=0x00

X1=0x01

F7

X1=0x02

X1=0x03

X1=0x04

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

X1=0x05
Ox00 OxFB | For future reserved
OxFC ° 2 99.1
OxXFD
OXFE
OxFF
° 2
X1=0x0E
Ox00 OxEF | For future reserved
OxFO ° 2 911.1
OxF1 ° 2 9112
OxF2 ECHONET ° 2 9113
OxF3 ° 2 9114
OxF4 ° 2 9115
OxF5 OxFF | For future reserved
° 2
X1=0x0D

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
APPENDIX
b7 b6 b5 b4 b3 b2 bl bo
' i
.
h7=0
b7 b4
(16
:
b3 b0
(16 b7 ba( Yy ox Ox
APPENDIX

© 2000

2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET CONSORTIUM

ECHONET
ECHONET

b7 b6 b5 b4 b3 b2 bl b0

-

b7:b6=0:1 b0 b5

EPC

DEQJ

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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CONFIDENTIAL

ECHONET CONSORTIUM

SEOQJ DEQJ EPC ESV

SEOJ ECHONET EPC SEOJ
ESV SEOJ EPC

ESV
DEOJ ECHONET EPC DEOJ
ESV DEOJ EPC
ESV
SEOJ DEQOJ ECHONET EPC ESV
SEQJ DEOJ EQOJ
ESV EPC
SEQOJ DEOJ
ESV EPC
DEOJ SEQOJ
ESV
No.
DEOJ
DEOJ X3=0x00 DEOJ
1
ESV

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

ESv ECHONET

0x60 Setl o

0x61 SetC

0x62 Get (@)

0x63 INF_ REQ )

0x64 Setil (@)

0x65 SetMC

0x66 GetM (5)

0x67 INFM REQ | (6)

0x68 Addwvl a

0x69 AddvC

Ox6A DelMI ®)

0x6B DelMC

0x6C CheckM (©))

0x6D Addvsl (10)

Ox6E AddMSC

Ox6F for future reserved

ESV ECHONET

0x71 Set Res ESV=0x61 (€))

0x72 Get_Res ESV=0x62 ©

0x73 INF *1 (©)]

0x74 INFC (@D

0X75 SetM Res | ESV=0x65 (@)

0x76 GetM Res | ESV=0x66 ©)

0x77 INFM *2 )

0x78 INFMC (12)

0x79 AddM Res | ESV=0x69 @)

OX7A INFC Res | ESV=0x74 (@)

0x7B DelM Res | ESV=0x6B ®)

0x7C CheckM Re | ESV=0x6C (©)]
S

0x7D INFMC Res | ESV=0x78 (12

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

Ox7E AddVS_Res | ESV=0x6E 10)
0x70, for future reserved
OX7F
ESy ECHONET
0x50 Setl_SNA ESV=0x60 (@)
0x51 SetC_SNA ESV=0x61 (€))
0x52 Get_SNA ESV=0x62 ®
0x53 INF_SNA ESV=0x63 (©)]
0xX54 SetMl_SNA | ESV=0x64 ®
0x55 SetMC_SNA | ESV=0x65 @
0x56 GethM_SNA ESV=0x66 ®)
OX57 INFM_SNA | ESV=0x67 [®)
0x58 AddMI_SNA | ESV=0x68 a
0x59 AddMC_SNA | ESV=0x69 @)
OX5A DelMI_SNA | ESV=0x6A ®)
0x5B DelMC_SNA | ESV=0x6B ®
0x5C CheckM_SNA | ESV=0x6C (©)
0x5D AddVMSI_SNA | ESV=0x6D (10)
OX5E AddVISC_SNA | ESV=0x6E (10)
OX5F for future reserved

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET ECHONET ECHONET ECHONET
?| esv=06 ( =048AD) | ? esv=0x6 ( =12569B.CE)
0x74 Ox78
esv=0x7 ( =12569BCE)
OX7A_OX7D
ECHONET ECHONET ECHONET ECHONET
esv=0x6 ( =12356,7.9BCE) Q | esv=0x63 067 | ?
esv=0x5 ( =1,2356,7,9B,CE) | esv=0x73 OX77 |
ECHONET ECHONET ECHONET ECHONET
O — O esv=0x6 ( =0 E)
| esv=0x6 (=0 E) | OX74 OX78
| esv=0x5 ( =0 E) | ‘ "
ECHONET ECHONET

CE | esv=0x73 OX77 |

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET CONSORTIUM

0x60,0x61,0x71,0x50,0x51
0x60,0x61 DEOJ EPC
EDT
EPC EDT
EDT
EDT
EDT
0x61
Ox71
DEQOJ
EPC (0x50,0x51)
SEQJ EPC
DEA
SEA
b0:l—| _
EDATA OHD) SEOJ EPC| ESV
N |
ﬁ ﬁ L o050 0x51
bl=1—
EDATA OHD| DEOJ | EPC| ESV EDT
i__B |
ﬂ ﬂ L oxe061
b0=1—‘ 7
EDATA OHD SEOJ EPC| ESV
i : |
L ox71
EDATA SEQOJ
EDATA EDATA SEQJ
EOJ DEOQOJ OHD b1 1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
0x62,0x72,0x52
0x62 DEQOJ EPC
EPC
EDT
EDT
EDT EDT
0x72
DEQOJ EPC
(0x52)
SEQOJ EPC
EDT
EDT
DEA SEA
bO=1—— _
EDATA (;HD SEOJ EPC| ESV|

~ i—0x52

bl=1— ﬁ ﬁ

EDATA OIHD IZ;)Eon EPC| ESV|

ﬂ ﬂ i—0><62

bo=1—

EDATA CI)HD SEOJ EPC| ESV EDT
— I—0x72
EDATA SEOJ
EDATA EDATA SEOJ
EOJ DEOJ OHD bl 1

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET SPECIFICATION
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
0x63,0x73,0x53
0x63
0x63 DEOJ
EPC
EPC
EDT EDT
EDT
EDT
0x73
DEQOJ
EPC (0x53)
SEOJ
EPC EDT DEA
EDT DEA
EA
DEA
DEA
b0=1— __
EDATA OlHD SEOJ EPC| EsV|
ﬁ ﬂ i—0x53
bl=1— —
EDATA (;HD DEOJ EPC| ESV|
ﬂ' ﬂ i—0x63
bo=1— ~
EDATA OlHD SEOJ EPC| ESV EDT
EDATA P |
L ox73
EDATA SEOJ
EDATA EDATA SEQOJ
EOJ DEOJ OHD bl 1
DEQOJ
DEQOJ

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
[0x64,0x65,0x75,0x54,0x55]
0x64,0x65 DEOJ EPC
EDT No.
0x65
0x75
DEQOJ
EPC DEOCJ EPC
(0X54,0x55)
SEOJ
EPC
DEA SEA
DEOJ EPC
EDT No.
DEQOJ EPC
EDT No
b0=1—i __
EDATA OHD| SEOJ | EPC|ESV No.
— i_ 0X54 OXB5 éi— B unsigned short
7 A
b1=1—l —
EDATA OHD| DEOJ | EPC|Esv EDT
i q |
| - Loees U
No.
ﬂ ﬂ L Max245B
B unsigned short
EDATA OHD| SEOJ |EPC|ESV No.
P | l
I—Ox75 I B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEQOJ EOJ DEQOJ OHD bl 1

© 2000 2011

ECHONET CONSORTIUM

ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
0x66,0x76,0x56
Ox66 DEOJ EPC
EDT No.
0x76
DEOQOJ EPC
DEOJ EPC
(0X56)
SEQOJ
EPC EDT
DEOJ EPC
EDT No.
DEOJ EPC EDT
No
DEA
SEA
b0=1—‘
EDATA OHD SEOJ EPC| ESV] No.
— L0x56 4L B unsigned short
bl=1— ﬁ ﬂ A
EDATA oHD| DEOJ |EPC|ESV|  EDT
P |
z - Loes
ﬂ ﬂ B unsigned short
bo=r—1 v : v
EDATA OHD| SEOJ | EPC|ESV EDT
i q |
Loae
No.
L Max245B
B unsigned short
No.
EDATA SEQOJ
EDATA EDATA SEOJ
EOJ DEOJ OHD bl 1

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
0x67,0x77,0x57
0x67
0ox67 DEOJ EPC
EDT No.
ox77
DEOJ EPC
DEOJ EPC
(0x57)
SEQOJ
EPC No.
EDT DEA DEA
EA
DEOJ EPC
EDT No.
DEOJ EPC EDT
No
b0=1—i _
EDATA OHD SEOJ epc| Esv No.
— i_ X7 éi— B unsigned short
EDATA OHD| DEOJ |EPC|ESV|  EDT
i q 1
- Loe
ﬂ ﬂ L— B unsigned short
EDATA OHD| SEOJ | EPC|ESV EDT
EDATA P |
L ax77 H
No.

|
L Max245B
B unsigned short

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET SPECIFICATION
ECHONET

No.

EDATA SEOQOJ
EDATA EDATA SEOJ EOJ DEOJ

OHD bl 1
DEQJ

DEOJ

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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0x68,0%x69,0x58,0x59,0x79
0x68,0x69 DEQOJ EPC
EDT No.
0x69
0x79
DEOJ EPC DEQOJ
EPC
(0x58,0x59)
SEQJ
EPC
DEA SEA
DEOJ EPC
EDT No.
DEOJ EPC EDT
No
b0=1—l
EDATA OHD| SEOJ | EPC|ESV| No.
— i_ 0X58  0x59 éi— B unsigned short
I 1 4
bl=1—
EDATA oHD| DEOCJ | EPC|ESV EDT
|
- Loesoes Ul
No.
ﬂ ﬂ L MaxoasB
B unsigned short
EDATA OHD)| SEOJ EPC| ESV| No.
P | !

No.
EDATA SEQOJ

EDATA EDATA
SEOJ EOJ DEOJ OHD b1 1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
O0x6A,0x6B,0x5A,0x5B,0x7B
Ox6A,0x6B DEOJ EPC
EDT No.
0x6B
0x7B
DEOJ
EPC (OX5A,0x5B)
SEOJ
EPC
DEA
SEA
DEOJ EPC
EDT No.
DEOJ EPC EDT
No
b0=1—i
EDATA OHD SEOJ EPC| ESV] No.
— i_ OXGA  OxXEB i_ B unsigned short
I Tl
EDATA OHD DEOJ EPC| ESV| EDT
- . l
- Loecaoes
No.
ﬂ ﬂ B unsigned short
EDATA OHD SEOJ EPC| ESV No.
P | l
L ox7B I — B unsigned short
No.
EDATA SEOJ
EDATA EDATA
SEQJ EOCJ DEOJ OHD bl 1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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CONFIDENTIAL
ECHONET CONSORTIUM
0x6C,0x5C, 0x7C
Ox6C DEQOJ EPC
EDT No.
0x7C
ESV
DEQOJ EPC
(Ox5C)
SEQOJ
EPC
DEA SEA
DEOJ EPC
EDT No. DEQOJ
EPC EDT
No
b0=1—i —
EDATA OHD SEOJ EPC| ESV No.
— i_ OX5C i_ B unsigned short
blZl—I ﬂ ﬁ ﬁ
EDATA OHD DEOJ EPC| ESV EDT
P |
No.
ﬂ ﬂ B unsigned short
bOZl_i ' : ' L"L
EDATA OHD SEOJ EPC| ESV No.
I | |
L axrc L 0x30
0x31
EDT
No.
EDATA SEOJ
EDATA EDATA
SEQJ EOJ DEQOJ OHD bl 1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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CONFIDENTIAL
ECHONET CONSORTIUM
0x6D,0x6E,0x5D,0x5E,0xX7E
0x6D,0x6E DEOJ EPC
EDT
Ox6E
OX7E
No. EDT
DEOJ EPC
(0X5D,0x5E)
SEOJ
EPC
DEA
SEA
DEQOJ EPC
EDT No.
DEOJ EPC
EDT No
b0=1— _
EDATA Cl)HD SEOJ EPC| ESV/| No.
| L0X5D osEL g unsigned short
S A
EDATA (;HD DEOJ EPC| ESV EDT
R LOKGD OX6E
ll ﬂ No.
: ﬂ |— Max247B
B unsigned short
b0=1—l gv v
EDATA OHD| SEOJ | EPC|ESV No.
- I—0x7E
No.
EDATA SEQOJ
EDATA EDATA
SEQJ EOCJ DEOJ OHD bl 1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
( ) 0x74,0x7A
( ) Ox74 SEOJ EPC
(
) DEOJ
DEOJ OX7A
DEQOJ DEOJ
DEQOJ OXTA
DEOJ
( )
bo:l_i __ .
EDATA OHD| SEOJ DEOJ | EPC|ESV EDT
— % — ﬂ = OX74
bl=1— — _
EDATA OHD| SEOJ DEOJ EPC| ESV

|
L ox7A

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
( ) 0x78,0x7D
( ) Ox78 SEOQOJ EPC
EDT No.
( ) DEOJ
DEQJ 0x7D
DEQJ DEQJ
DEOJ Ox7D
DEQJ
( )
b0=1—
EDATA OHD| SEOJ | DEOJ |EPC|ESV EDT
I I I
. L iox78
No.
:
& ﬂ L Maxoase
ﬂ B Unsigned Short
b=y : y ‘ : H
omp| SEo) | DEO) | EPC|ESV No.
EDATA !

|
Loao = B unsignd Short

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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CONFIDENTIAL
ECHONET CONSORTIUM

APPENDIX ECHONET

Set

Get

SetM

GetM

AddM

DelM

CheckM

AddMS

ANNo

AnnoM

10

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
EDT ECHONET
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
MAC
b7 b6 b5 b4 b3 b2 bl b0
' ' i i
L
0: 1
b7=0 for future reserved

b2:b1:b0=0:0.0 b3=1

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET
ECHONET
b7 b6 b5 b4 b3 b2 bl b0
- '
for future reserved
b7:b6=0:1 b0 b5
CpESV
EPC
EPC
DEOJ
EPC
1
OpESV

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
CpESV SEOJ DEOJ EPC ESV
EOJ ECHONET EPC SEOJ
CpESV SEOJ EPC
CpESV
EOQJ ECHONET EPC DEQOJ
CpESV DEOJ EPC
CpESV
EOJ DEOJ ECHONET EPC
CpESV SEQJ DEQOJ EQJ
CpESV
EPC SEOJ
DEQOJ
CpESV
EPC DEOJ SEOJ
CpESV
No.
DEOJ DEOJ
CpESV for future
reserved \ersion

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM
Cp
CpESV ECHONET
0x60 ( ) CpSetl (@)
0x61 ( ) CpSetC )
0x62 CpGet )
0x63 Ox6F | for future reserved
Cp
CoESV ECHONET
0x71 CpSet Res | CpESV=61 (@)
0x72 CpGet Res | CpESV=62 3)
0x73 CpINF Res ()
0x74 ( ) CpINFC 5)
Ox7A CpINFC Res | CpESV=74 (5)
0x70, for future reserved
0x75 0x79,
0x7B OXTF
Cp
CpESV ECHONET
0x50 CpSetl_SNA | CpESV=60 (@)
0x51 CpSetC SNA | CpESV=61 ()]
0x52 CpGet SNA | CpESV=62 )
Ox5F CpOverFlow
0x53 Ox5E | for future reserved
© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
ECHONET ECHONET ECHONET ECHONET
Q

e
W

ECHONET ECHONET
CpESV=0x6 ( =1, |O
CPESV=0x5 ( =172)

ECHONET ECHONET

| CpESV=0x6 ( =0 2) |

| CpESV=0x5 ( =0 2) |

© 2000 2011

| CpESV=0x6 ( =1,2)0x74 |

| CpESV=0x7 ( =12A |

ECHONET ECHONET
T‘J CpESV=0x73
ECHONET ECHONET

?| CpESV=0x6 ( =0 2)0x74 | ?

ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
FCHONET CONSORTIUM
( ) 0x60 0x50
CpESV=0x60 DEQOJ EPC
EDT
1
CpESV=0x50
( )
SEOJ DEOQOJ
OPC
PDC EDT
PDC 0x01 EDT
EPC EPC
OHD SEOJ DEQOJ
EPC

EPC

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
( ) EDATA PEDATA OXOL OXOL
OHD SEOJ | DEOJ |gg,|OPC|PDC| |PDC| |PDC|EPC EPC| EDT | |EPC
0x50 m
( ) EDATA PEDATA T T T
OHD) :SEo:J DEOJ ECSQ, OPC|PDC| |PDC| |[PDC|EPC| EDT | |EPC| EDT | |EPC| EDT
— — OX60 m [N )\ J J
m

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
FCHONET CONSORTIUM
( ) 0x61 0Ox71 Ox51
CpESV=0x61 DEOJ EPC
EDT
CpESV=0x71
1
CpESV=0x51
( )
SEOJ DEOJ OPC
PDC EDT
PDC 0x01 EDT EPC
EPC
SEQOJ
DEQOJ EDT
OHD SEOJ DEOJ
EPC
EPC

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET SPECIFICATION
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
( ) EDATA PEDATA 0x01 0ox01
OHD :SEO:J DEOJ ESV OPC| PDC PDC PDC| EPC EPC| EDT EPC
i q q q
0x51 m
( ) EDATA PEDATA T T T
OHD :SEO:J DEOJ ESQ/ OPC| PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
OX6L m N RN J | Y
m
EDATA PEDATA ox01 ox01 ox01
OHD SEOJ I:DEO:J ESQ/ OPC| PDC PDC PDC| EPC EPC EPC
0x71 m

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM

0Ox62 0Ox72 0x52 Ox5F

CpESV=0x62 DEQOJ EPC
CpESV=0x72
1
CpESV=0x52
SEQJ
DEOJ OPC
PDC 0x01 EDT
EDT EPC EDT
PDC
SEOQJ
DEQJ EDT EPC EDT
PDC
OHD SEOJ DEQOJ
EPC
EPC

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
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Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

EDATA PEDATA 0x01
OHD SEQJ DEQJ ES‘:/ OPC|PDC PDC PDC|EPC| EDT EPC EPC| EDT
0x52 m
EDATA PEDATA T T T
Cp
OHD SEQJ DEOJ | -qy| OPC{PDC PDC PDC| EPC EPC EPC
0x62 m m
EDATA PEDATA
iE i B C
OHD| SEQJ DEQJ Es‘:/ OPC| PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
OX62 m N ) ) Y]
m
CpESV=0x5F

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
Ox73
CpESV=0x73 EPC
DEOJ DEQOJ

EDATA PEDATA

OHD SEOJ DEOJ ESQ/ OPC|PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
Ox73 1 [N ) )\ J
m
2 n

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED
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ECHONET
CONFIDENTIAL
ECHONET CONSORTIUM
Ox74 Ox7A
CpESV=0x73 EPC
DEQOJ DEQOJ
CpESV=0x7A
DEQOJ
SEQOJ
DEQOJ OPC
OHD SEOJ DEQJ
( )
EPC EPC

( ) EDATA PEDATA

OHD| SEQJ DEQGJ ESF\)/ OPC| PDC PDC PDC|EPC| EDT EPC| EDT EPC| EDT
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NodelD
Node
EHD DEA b3=1 DEA
ECHONET ECHONET
ECHONET
NodelD
ECHONET
NodelD
ECHONET
ECHONET
ECHONET
ECHONET
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ECHONET
APPENDIX
API
() () () ()
API
API
*]
*2
API
API
API
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*1
*2
ECHONET ESV
ESV
ESV ESV
ESV ESV
API
API
API
API API
API
ECHONET
EA ECHONET EHD ECHONET EBC ECHONET
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ECHONET API ECHONET
ECHONET
6 2 6 2 )
@ )
ECHONET )
@ 3
MidStart MidReset Midinit MidInitAl
\ 4 v v o
( ) ( 3) @
EA EA MAC MAC
A A
ECHONET ECHONET
EA EA
v v
v y
] MAC - MAC |
ClcStart Clestart ClcInit ClcInitAll
A EA A\ 4 \ \ 4
NodelD NodelD NodelD NodelD
ClcGetNodelD _l ClcGetNodelD ClcGetNodelD ClcGetNodelD
EA
ECHONET
NodelD
v L \4
ClcRequestRun ClcRequestRun
NetID
A \ 4
L | NetID NetID NetID
EA NetID

ECHONET
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ECHONET

R
No. ECHONET
M1a2bcde

ECHONET

NoMla M2b M2c M2d M2e

No.

NR

6.2

NR

5.2

Set

NR

4.2.8

Get

4.2.8

4.2.8

SetM

4.2.8

GetM

4.2.8

4.2.8

AddM

4.2.8

© 2000 2011

ECHONET CONSORTIUM ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. _30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM

ECHONET

No.

M DelM
4.2.8

CheckM
428

AddMS
4.2.8

9.13

9.13

9.14 Set

9.15

9.16

Get
Get

GetM
Get
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ECHONET

No.
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ECHONET

No.

M API
6.5

API

API
6.5

API

API
6.5

API

API
6.5

API

M NetlD R NetID

54.2 54.3 NetlD
ECHONET NetlD

6.3

6.3.2

6.3.2

M NR
6.6

M NetID NR
5.5.2

NR NetID

531
NR

531 532

5.3.2
NetID
2.3 NetlD
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I/F
EMS Ex. Ex.
< f API S
ECHONET :
> ECHONET Obj.
Obj.
Obj.
>
. NodelD  MAC
o )
>
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EDC
ESDATA ECHONET I/IF
MAC EDC ECHONET
ECHONET I/IF
I/IF MAC
MAC ESDATA
EHD EDATA
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EDC
MAC
ESDATA(1) ESDATA( ) EDC EDC(1) EDC(n)
MAC
I/F
NodelD
MAC
NodelD MAC
3 MAC
MAC
NodelD MAC
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MAC NodelD
No. MAC
(HEX)
1
2
EF

3

4 For future reserved

E
5 P&Preserved
NodelD=MAC
HBS
NodelD MAC
IrDA Control
IrDA Control
NodelD= MAC
NodelD
NodelD MAC
LonTalk®
Neuron® Chip  Node-ID bit MAC
MSB "0" 8hit NodelD
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IPv4/Bluetooth
NodelD=MAC

IPv4/Ethernet |IEEE802.3

NodelD=MAC

IEEE802.11/11b
NodelD=MAC

IPv6
NodelD=MAC

MAC
MAC
MAC
DEA
DEA
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DEA MAC
HBS
DEA MAC
IrDA Control
IrDA Control
DEA MAC
NodelD
DEA MAC
LonTalk®
6.4.2
DEA MAC
NULL
IPv4/Bluetooth
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ECHONET SPECIFICATION
ECHONET

IPv4/Ethernet IEEES802.3

|IEEE802.11/11b

IPv6

I/F

IlF  ECHONET
I/IF ECHONET

IIF ECHONET
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No.

No.

1.2 4.2

4.2.10

7.3 4.2

4.2.10

74.1

742

HBS

743

IrDAControl

744

LonTalk®

745

f | IP/Bluetooth®

74.6

g | IP/Ethernet IEEE802.3

147

h | IEEE802.11/11b

7438

i | IPv6

749
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No.

751

752

HBS
753
IrDAControl
754
LonTalk®

755

f | IPv4/Bluetooth®

75.6

g | IPv4/Ethernet IEEES802.3

1.5.7
h | IEEE802.11/11b
758
i | IPv6
7.5.9

C IIF
7.6

API
IIF

7.6
API

IIF

7.6
API
I/IF

7.6
API
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ECHONET
ECHONET
ECHONET ECHONET

ECHONET
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ECHONET
ECHONET
MidInitAll MidInit
ECHONET
MidHalt
NetID \
PowerOn
MidInitAll ;(%4 MidlnitAI\l\ MidStart (%4 MidStart

A
4
A 4
4

»
L

MidInit

y
MidInit
A J
A
MidStop
MidRequestRun
\ 4
e N
A Y,
// MidWakeUp
e N
\
~_
MidSuspend
_—
\ J
ECHONET
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ECHONET
ECHONET
() MAC
MAC NetlD ClclInitAll
NodelD
MidInitAll ClcGetNodelD
MAC
ClcRequestRun
MAC
NodelD NetID
NetlD
NetID=0x00
() MAC
MAC NetID ClcInit
MidlInit NodelD
MAC ClcGetNodelD
MAC
NodelD ClcRequestRun
NetID NetlD
NetID=0x00
() MAC
NodelD NetlD ClcStart
MidReset NodelD
ECHONET NodelD NetIlD ClcGetNodelD
MAC
NodelD MAC ClcRequestRun
NodelD NetlD
NetlD
NetID  0x00
MAC
NodelD NetID ClcStart
MidStart NodelD
NodelD ClcGetNodelD
NodelD NodelD ClcRequestRun
NodelD NetlD
NetlD
NetID NetID
ECHONET
NetIlD NetlD

© 2000 2011 ECHONET CONSORTIUM ALL RIGHTS RESERVED




ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET
MidRequestRun
ECHONET
NetlD
ECHONET
NetIiD
ECHONET
ECHONET ClcWakeUp
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ECHONET
ECHONET
ECHONET
JEM
APPENDIX ECHONET
ECHONET
ECHONET
AV
AV
APPENDIX ECHONET
ECHONET
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ECHONET
ECHONET APPENDIX
ECHONET
ECHONET
ECHONET
2Byte
Byte ECHONET (EDT)
ECHONET
ECHONET
APPENDIX ECHONET
(1)ECHONET ECHONET
ECHONET 0x00 OXFD(O 253 )
OX0A 0x32(10 50 )
(50 ) 0x32(50 ) ECHONET
(10 ) OX0A(10 )
ECHONET
(2 ECHONET ECHONET
ECHONET
ECHONET 0x00 OxFD(0 253 )

( 10 300 )

ECHONET
OxFE ECHONET
OxFF
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signed char 1 Byte 0x80 OX7F
signed short 2 Byte 0x8000 OX7FFF
signed long 4 Byte 0x80000000 OX7FFFFFFF
unsigned char 1 Byte OXFE OXFF
unsigned short 2 Byte OXFFFE OxFFFF
unsigned long 4 Byte OXFFFFFFFE OXFFFFFFFF
® ECHONET 10
APPENDIX
APPENDIX
ECHONET No.
0x0000 OxFFFF
No.  0x0000 0x0001 0x0002 0x0004 0x0005 0x0007

ocali ot |od2| i |os2

No.=0x0003,0x0006

0x12
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(ESV=0x64,0x65)
(ESV=0x66) (ESV=0x67)

(ESV=0x6A,0x6B)
(ESV=0x68,0x69)

No. OX0000 0X0001 0X0002  0x0004 00005 0x0007
oaz| |os| [oca| o |o2| i | |os2
ﬂ No:=0x0001
0x0000 0X0002  OX0004 0X0005 0x0007
oaz| i i loes| o |owa||o2| i | |os2
(ESV=0x6D,0X6E) No.
No. OX0000 0X0001 0X0002  0x0004 0x0005 0x0007
o2 |oes| |oaa| o] [o2| | |os2
ﬂ =OxFF
0X0000 0X0001 00002 0x0004 0X00050x0006 00007
oz |oxs| [oca| [oxa| |ox2||oxF| |oxs2
No.
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ESV=0x60 0x61 EPC
No. 0x0000
No.
No.
No. 0x0007 5 0x01 Ox02 0x03
0x04 0Ox05
No.  0x0000 00001 0x0002 0x0004 0x0005 0x0007
D | T R
ﬂ 0x01 | 0x02 | 0x03 | 0x04 | 0x05
0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
[oot] [oce| [ocs]  Joot] [oes] | |oe
— J
~
5
No. 0x0007 10 0x01 0x02 0x03 Ox04
0x05 0x06 0x07 0x08 0x09 Ox0a
No.  0x0000 00001 0x0002 0x0004 0x0005 0x0007
[oa2] [ozs] [oee] _ [owt] [ou]  [oe2

ﬂ 0xO01 [ 0x02 | Ox03 | 0x04 [ 0x05 | 006 | 0xO7 | 0x08 | 0x09 | OxOa

0x0000 0x0001 0x0002 0x0003 O0x0004 0x0005 0x0006 0x0007

oxo1| [ox02| |oxo3 | ox04| | ox0s | ovo6
“ .
——
No.
ESV=0x62 EPC
No. 0x0000
No.
No.  0X0000 OX0001 OX0002 0X0004 0X0005 0X0007
oxi2| |oxes| | oxaal oxa1 | |oxa2| 0x52

0x12 [ Ox23 [ Ox34 [ Ox41 [ Ox42 | 0x52
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ECHONET ECHONET CONSORTIUM

APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX ECHONET

ECHONET

ECHONET

ECHONET

ECHONET

ECHONET

ECHONET
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ECHONET
C
C
o (10 ) (Byte)
ECHONET
(User Key, Service Provider Key)
0xCO unsigned 1 Set o @
ECHONET char
(User Key, Service Provider Key)
0x00
ON/OFF
0x30 ON
0x00
ESV= 0x61 ECHONET
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OxOE
EPC
(10 ) (Byte)
0x88 unsigned Get @
Ox41 0x42 char
unsigned
Ox8A Get o
(ECHONET ) charx 3
0x8B “CES;E:G’: Get
ASCII unsigned
0x8C charx 12 12 Get
ASCII unsigned
0x8D char 12 | 12 Get
YYMD( ) .
unsigned
OBE | YY (1999 OOTCF) | g Get
(a2 0x0C)
D (20 0x14)
unsigned
SetM 0x9B charx MSX Get |o
(MAX17)
unsigned
GetM 0xoC charx MSX Get |o
(MAX17)
unsigned
0x9D charx MSX Get |o
(MAX17)
unsigned
Set O0xX9E charx MSX Get |o
(MAX17)
unsigned
Get OX9F charx Ml‘;x Get |o
(MAX17)
¢}
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1)
ECHONET
ECHONET
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X1=
ECHONET
ECHONET
NetID
Ox0E OxFO
OxF1 o (
)
OxF2 ECHONET
OxF3
OxF4
OxF5 NetID o (NetlD
)

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

Version 4.00
ECHONET CONFIDENTIAL
ECHONET

ECHONET CONSORTIUM

EPC

10 ) (Byte)

unsigned Set
=0x30 0x31 char Get o

0x80 o | (@

ECHONET  Version

unsigned

\ersion 0x 82 Binary charx 4

Get o 20)

Binary

ID
0x11 Ox1F: a,d
0x31 Ox3F:
0x41 Oxd4F: HBS
0x51 Ox5F: IrDA
0x61 Ox6F: LonTalk®
0x71 Ox7F: Bluetooth unsigned 9
0x8L Ox8F: charx 9
0x91 Ox9F: IEEE802.11/11b
OxAL: C
0xB1 IPv6/Ethemet
0xB2 IPv6/6LOWPAN

0x83 Get |o (25)

EAQ EO) (OXE4)
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EPC
(10 ) (Byte)
OX89 unsigned Get ©
0x0000 OxO03E8 (0 1000) short
unsigned
OxBF ) short Set/Get o ®
EA unsigned Max Set
EA OXEO |1 EA charx a7 Get o @)
2 EA(_ B) (MAX)247
NetlD unsigned
NetID OxE1 0x00 char Set/Get o ®)
NodelD unsigned Set
NodelD Ox E2 Ox00 char Get S ©)
EA igned
Ox E3 0x0000 ”r;?:g&e Set/Get | o @
)
unsigned
Ox E4 3 chars | o | setfGet ®
46
(MAX)246
unsigned
Ox EE 030 ol char 1 Get o ©
OXEF [1 2 EA ‘é’;sze; Set/Get 10)
3
OX7F . GetM o
unsigned
0x DO charx 17 17 1)
! ()
Get
. GetM o
unsigned
0x D2 charx 17 17 (12)
x ( ) Get
0xD3 li?]f;ffeg 3 Get | o 13)
unsigned
Ox D4 charx 2 Get o (14)
o}
EA(O EO) (OXE4)
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EPC
(10 ) (Byte)
unsigned
0x D5 charx MSX Ao | o | o |@
17 (MAX)17
unsigned
oxD6 | L charx | M gy | o (16)
S 2 16 ECHONET (MAX)16 16
EQJ
unsigned
S 0x D7 charx MSX Get o @
17 (MAX)L7
EA
unsigned
A 0xD8 EA charx '\SZ‘;‘ Z‘Z‘t’ (18)
2 247 2 (MAX)247
unsigned
EA 0x D9 charx 2 2 Get 19
OxDA
unsigned
charx Néagx zeet,i 27)
(MAX)33
27
o}
EAQ EO) (OXE4)
Set SetM
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EPC
(10 ) (Byte)
ECHONET
(User Key) unsigned
(User Key) 0xCO 1 crllgrx 18 Set o (21)
2
3 User Key
ECHONET
(lSer\/lce Provider key) unsigned .y
ocL |, charx 18 ¢ @2)
i i 18x 13
(Service Provider Key) 3 Service Provider Key
User Key ECHONET
(User Key)
ECHONET (User Key)
0xC2 unsigned | 3| sopcet | o 23)
(User Key) 0x40 char
0x41
=0x42
=0x43
Service Provider Key
ECHONET (Service Provider
Key) ECHONET
(Service Provider Key) unsigned
0xC3 charx 1x 1 2?;'\,\/% (24)
(Service Provider Key) 0x40 13
0x41
=0x42
=0x43
OxC4 Key (26)
Serial Ke i
( Y) unsigned 1 Get
0x01 AES-CBC char
for future reserved
o
EAQO EO) (OXE4)
Set SetM
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@
ECHONET
2
3
ECHONET
ECHONET
b6 ECHONET
Off 1Byte b6 0
ECHONET
1Byte () Byte ( )
b7 b6 b5 b4 B b2 bl b0 b7 b6 b5 b4 b3 b2 bl bo
3
|#||i|||||||||||||i|
L
0
1
0
1

0x0001 Ox3FFF 14

b7
b6
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(4) EA

EA EA
EA
EA
(5) NetlD
NetID
NetiD EA
ECHONET
NetID NetID
(6) NodelD
NodelD
(7)
ECHONET NetID
ECHONET

8)
9)
(10)
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0x00
b7 b6 b5 b4 b3 b2 bl bo
Ll
[ | [ |
| b7,b6
b7:b6 0.0 for futured reserved
01 1
1.0 1
1:1 for futured reserved
(11)
ECHONET
0x00 Ox06 OxO0D
1
12)
(13)
(14)
(15)
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1
(16) S
0x00 OxFE
OxFF
(17) S
0x00 OxFE
OxFF
(18) EA
EA 2 EA
EA EA
EA
(19) EA
EA
(20) Version
\ersion Binary
\ersion 2.10 0ox02 2 Ox0A
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10
3 4
b7 b6 b5 b4 b3 b2 bl b0 b7 b6 b5 b4 b3 b2 bl b0
0(0|0 0(0|0|0|0|0|0|0
L] L]
| 4
b0 b7 : for future reserved
3
b0 :
3
bl:
3
b2 :
3
b3 : AES
3
b4 :
3
b0 b7 : for future reserved
(21) (User Key)
ECHONET User Level
(User Key) Key User Key
(ESV=0x61)
(New Master Key)

0x01 AES-CBC
for future reserved

Key
User Key (0x43)
User Key(Pre Master Key)
User Key (0x41)
(22) (Service Provider Key)
ECHONET Service Provider Level
(Service Provider Key) Key User Key
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Service Provider Key
(ESV=0x65) Service
Provider Key Index Key (SKH) b3-b0
(New
Master Key)
0x01 AES-CBC
for future reserved
Key
Service Provider Key (0x43)
Service Provider Key(Pre Master Key)
Service Provider Key
(0x41)
(23) (User Key)
ECHONET User Level
(User Key) (0x42) (0x43)
User Key (ESV=0x62)
Pre Master Key New Master Key
(Ox40)  User Key
(ESV=0x61)
(0x41)
(ESV=0x73)
(24) (Service Provider)
ECHONET Service Provider Level
(Service Provider Key)
(0x42) (0x43)  User Key
(ESV=0x65) Pre Master Key New Master Key
Service Provider Key Index Key
(SKH) b3-b0 (0x41)
(25)
ID
ID

IP/Bluetooth

© 2000 2011

Ver. 3.00

IP/Ethernet IEEES02.3
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ECHONET
(26) (Serial Key)
ECHONET Supervisor Level
(Serial Key)
(ESV=0x61)

0x01 AES-CBC
for future reserved

(27)
0Ox00 Ox6F
Set 0Ox70 Ox7F

0x80 OxFF
for future rserved

DEA

0x00
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EPC
10 ) (Byte)
0X80 unsigned Set o 1)
=0x30 0x31 char Get o
unsigned
089 I"3%0000 0x0010 0 16) short Get @
1 ID 0x00 unsigned Max
OxEOQ | 2 Net charx 16 Set/Get o ©))
3 EA B (MAX)16
Net
NetlD unsigned
NetlD Ox E1 0x00 char Set/Get o @
ID unsigned
ID Ox E2 0x00 char Get o ®)
NetlD EA ioned
unsigne
NetID Ox E3 0x0000 charx 2 Set/Get o ©)
NetlD
unsigned
OxE4 charx '\z/lfg Set/Get o @)
(MAX)246
1 ( unsigned
e 0x42) charx 2 | 2 Get | © ©
2 NetlD
OXE9 unsigned
0x00 char 1 Get o ©)
0x01
OXEA unsigned Set
=0x30, =0x31 char ! Get o (10
o}
NetID(OXE1) 0x88 0x89 (OXES6)
NetID Get
@)
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)]
0x0000
0x0001 NetID
NetiD
NetID
0x0002 NetID
NetID NetID
0x0003
0x0004 Ox000F
0x0010
0x0011 OxFFFF for future reserved
3)
ID
NetID 0x00
NetID 0x00
Net Net
EA Net
NetID
Set Get
(4) NetiD
NetID
NetID
NetID
NetlD
Set Get
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5) ID
NetID NetID
NetlD
ID OxFF NetID
(6) NetID
NetiD ECHONET ECHONET
NetID
NetlD
Set Get
(7)
NetiD NetlD
NetID
NetlD
Set Get
(8)
ECHONET
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©)
NetlD
Get
b7 b6 b5 b4 b3 b2 bl bO
lolofJofJolofolq] |
| | [
1 0:
(10)
EA EA
NetID NetID
EA EA

NetID EA  NetiD
NetiD NetiD
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NetlD
EPC
w0 ) (Byte)
oxgo | unsigned setiGet | o | o | (1
=0x30 0x31 char
unsigned
09 50000 0x0010(0_16) short Get @
unsigned
Ox E4 charx '\2"263( Get | o e
(MAX246)
! unsigned
Ox E5 g I\:eDt Ox00 charx l\ﬁx Set o @
MAX)17
4 EA 5 (MAX)
Net
ECHONET OXE7 | ECHONET ;
unsigned 1 Get . o
0x00 char
OXE8 | ECHONET
unsigned
busy 0x30 char 1 Get © ©)
ready 0x31
o)
NetIiD
1)
NetIiD
NetiD
2
0x0000
0x0001 0x0002 for future reserved
0x0003

0x0004 Ox000F
0x0010
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0x0011 OxFFFF

3)

ECHONET

(4)

ECHONET
ECHONET
NetID

NetID

ECHONET
ECHONET

(5) ECHONET
NetID

ECHONET

6)
ECHONET

for future reserved

EA EA
EA
ECHONET

ECHONET

ECHONET
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ECHONET
ECHONET )
0x80 unsigned Set/ Get &N
char
=0x30 0x31
unsigned
<89 0x0000 OXO00F (0 15) short Get @
unsigned
OXAF "0x0000 OX000F 0 15 short 2 Get ®
ECHONET No. | unsigned
0xB8 3 charx 3 Get @
Byte e
O0xB9 1 “ncsr']%rr‘e Get ©)
0x00
@)
ON OFF
)]
0x0000
0x0001
API
0x0002
0x0003 0x0004
0x0005 Ox000F
0x0010 OxFFFF for future reserved
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)
ECHONET

0x0000

0x0001

0x0002

0x0003

0x0004

0x0005

0x0006

0x0007

0x0008

0x0009

O0x000A

0x000B ECHONET

0x000C 0Ox000F

0x0010 OxFFFF for future reserved
0x0003 0x0006 0x0007 0x000B

0x0006 0x0005 0x0004 0x0003

0x000B OxO00A 0x0009 0x0008 0x0007

@
ECHONET 3Byte

)
ECHONET EDATA
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0x80 “”f:]%?ed Set/ Get &N
=0x30 0x31
unsigned
089 I %0000 0x000F (0 15) short Get @
unsigned
OxAF 0x0000 OXO00F (0 15) short Get ©
No. | unsigned
0xB8 3 charx 3 Get @
Byte e
0xB9 1 - uns;]%r;e Get ®)
X
@)
2
0x0000
0x0001 0x0002
0x0003
0x0004
0x0005 Ox000F
0x0010 OxFFFF for future reserved
€)
0x0000
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0x0001

0x0002

0x0003 0x0004
0x0005

0x0006

0x0007

0x0008

0x0009

OxO00A

0x000B

0x000C OxO000F

0x0010 OxFFFF for future reserved
0x0008 Ox000A OxO00A 0x0009 0x0008

@
ECHONET 3Byte

()
EDATA
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EPC
o ) (Byte)
0x80 unsigned Set/ Get &N
char
=0x30 0x31
unsigned
089 "0x0000 0x000F (0 15) short Get @
OX AF unsigned |, Get 3
0x0000 Ox000F (0 15) short
No. unsigned
0xB8 3 charx 3 Get @
unsigned
00 char Get ®
MAC unsigned Max
MAC OxE1l | 1 MAC charx | Set/ Get ®)
2 8 MAC (MAX)8
unsigned
oxE2 [ 1 charx ng' Set/Get @
29 (MAX)9
OXE3 | 0X0000 ugﬂgpted 2 | setiGet ®)
0x0001 OxFFFF 1 65535sec)
Byte e
unsigne
0xB9 1 char Get ©)
0x00
@)
2
0x0000
0x0001 0x0003
0x0004
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0x0005 0Ox000F
0x0010 OxFFFF

)

@

)

(6) MAC

@)

MAC

0x0000
0x0001
0x0002
0x0003
0x0006
0x0007
O0x000A
0x000B

0x000C
0x0010

0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
Ox0A
0x0B

for future reserved

0x0005

0x0009

O0x000F
OxFFFF for future reserved

3Byte

a d

HBS
IrDAControl
LonTalk®,
IPv4/Bluetooth®,
IPv4/Ethernet,IEEES02.3,
IEEE802.11/11b
c

IPv6

0x00,0x02,0x0B OxFF for future reserved

MAC
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€

©)

IrDA Control

0x0000

EDATA
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ECHONET
Set
( )
Set
( )
ECHONET
ECHONET
ECHONET

© 2000 2011

ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

o ONET CONFIDENTIAR
ECHONET CONSORTIUM
X3
X2
X1
X1 4
0001b
0010b Set
0011b 0100b
( ) 0110b
0111b
0101b

ECHONET
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EPC
10 ) (Byte)
unsigned
0x9D charx MSX Get |o
(MAX)17
unsigned
Set OX9E charx MSX Get |o
(MAX)17
unsigned
Get OX9F charx MSX Get |o
(MAX)17
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X1=0x10~-0x1F ECHONET
X1
X2 X3
ECHONET
0x9B Ox9F
X1=0x00 X2=0x19
X1 0x10
X2 0x19 X3 X3
\ersion
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0x10
0x19
0x01 Ox7F (Ox00 )
EPC
(10 ) (Byte)
unsigned Set/
0x80 charx 6 6 Get
unsigned Set/
0xBO charx 6 6 Get
unsigned Set/
OxB1 charx 6 6 Get
unsigned Set/
0x88 charx 6 6 Get
unsigned Set/
0x89 charx 6 6 Get
6
1 2 2 1
EA EA
EPC
1
b7 b6 b5 b4 b3 b2 bl bo
lolofl [, Jofof | |
| I L 0 1
e 0 w1l
all (for future reserved
0 1
0 1
all (for future reserved)
EA
b0
ECHONET 2
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bl ECHONET
bl
EA
b4 ECHONET
2
b5 ECHONET b5
b4 1
b7 b6 b5 b4 b3 b2 bl b
NN
I !
| b7.b6
b7b6 0:0 10
01 1
10 1
1:1 for future reserved
b6 b7 10 1 1 3
b0 b5 b7:06=0:1
bO b5 000101b =0x45 5
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Set
Set
X1=0x20~0x2F ECHONET
X1
X2 X3
Set
Set
Set
10
ECHONET
Set
Set ECHONET
Set
Get
Set
0x9B Ox9F Set
Set
Set
X1=0x00 X2=0x19
Set X1
0x20 X2 0x19 X3
X3
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Set
F( )
EPC
(10 ) (Byte)
Set unsigned Max Set/
0x80 charx 32 Get
(MAX)32
Set unsigned
0xBO charx I\gz;x Zeeti
(MAX)32
Set unsigned
0xB1 charx I\gz;x Zeeti
(MAX)32
Set unsigned
(MAX)32
Set unsigned
0 T e
(MAX)32
32
1 1 1 2 1 2
Set Set Set EA Set EA
— _/ — _/
~ N
Set @) Set (n)
Set
1 1
EPC Set
1 10
Set
2 1
EPC Set
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Set

EPC Set
Set Set
Set
Set Set EA 2
1 Set
Set EA

0Ox41
0x42
0x43

Set EA 2 Set
ECHONET
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X1=0x30 Ox3F
ECHONET
X1
X2 X3
No. No
No. No.
No.
AND AND No.
6
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X1=0x00 X2=0x19
X1 0x30 X2 0x19 X3

X3
\ersion
ECHONET
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F( )
EPC
(10 ) (Byte)
( ) Max
unsigned | 245
charx x | SetM/
0x80 Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned 245
charx x SetM/
B0 Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx x Setvi/
el Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X Setvi/
O Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx x | SetM/
089 Max245x Max | GetM
Max65536 | 6553
6
245
1 1 m 1 2 3 1 1 1 "
EA
EQJ EPC ESV EDT EDT
N J SN—
Y —
EA
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No.

EQJ EPC ESV EDT EDT

No. No.

b7 b6 b5 b4 b3 b2 bl b0
#

I

(b7)
b7=0 (b6 bO)
b7=1

(b6 bO)

0x00
0x01
0x02
0x03
0x04
0x05
0x06 7
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No. No.
No.
No.
No.
No.
No.
No. AND
AND No.
EA
EA
EA ECHONET
0x42
0x41
EA
ECHONET
422 ECHONET SEA DEA
NetID
NodelD
EQJ
ECHONET
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X1 2
X2 X3
426 ECHONET EOJ
EPC
ECHONET
ESV
EA EOQJ ECHONET
EPC
1
428 ECHONET ESV
EDT
ESV
No. EDT
EDT EDT EDT
ESV
EDT ESV 0x00
EDT
EDT EDT
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X1=0x40 Ox4F
ECHONET

X1 X2 X3

ECHONET

EOQJ
EPC
ESV
EDT

EDT
EDT

ECHONET SEA EA
EA ECHONET

ECHONET SDEOJ EOJ

ECHONET ECHONET
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ECHONET EPC EPC

ECHONET ESV ESV

EDT EDT EDT

EPC ECHONET
EDT EDT
EDT 6

EDT EDT

EDT EDT

EDT EDT

EDT EDT

EDT EDT

EDT EDT

X1=0x00 X2=0x19

Set X1

0x40 X2 0x19 X3
X3
\ersion
ECHONET
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F( )
EPC
(10 ) (Byte)
( ) Max
unsigned | 245
charx x | SetM/
0x80 Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned 245
charx x SetM/
B0 Max245x Max | GetM
Max65536 | 6553
6
( ) Max
unsigned 245
charx X SetM/
L Max245x | Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx X Setvi/
e Max245x Max | GetM
Max65536 | 6553
6
( ) Max
unsigned | 245
charx x | SetM/
89 Max245x Max | GetM
Max65536 | 6553
6
245
2 2 3 1 1 1 1 m 1 1
EA EOJ EPC ESV EDT EDT EDT
EA
— -
T~
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EA
2 ECHONET EA
ECHONET SEA
EA
EA
2 EA
ECHONET SEA EA
AND EA
EOQJ
ECHONET
ECHONET SEOJ
EOQJ
ECHONET SEOJ
X3 AND
EOQJ
EPC
ECHONET ECHONET
EPC EPC
ESV
ECHONET ECHONET
ESV ESV
EDT
EDT
EDT
EDT ECHONET EDT
2
No. EDT EDT
ECHONET EDT
2 No.
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EDT
EDT
ECHONET EDT EDT
EDT
b7 b6 b5 b4 b3 b2 bl bo
#l .
| |
L ey
EDT
EDT (b7)
b7=0 EDT (b6 b0) EDT
b7=1 EDT
EDT (b6 b0)
EDT
0x00
0x01 EDT EDT
0x02 EDT EDT
0x03 EDT EDT
0x04 EDT EDT
0x05 EDT EDT
0x06 EDT EDT z
5
5
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X1=0x60~0x6F ECHONET
X1
X2 X3
EPC
EPC
EPC
EPC
= x2 1
1
unsigned char 2
2
1
0x00
0x01
0x02
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0x00 0x01
X1=0x00 X2=0x27
X1
0x60 X2 0Ox27 X3

X3
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0x60
0x27
0x01 Ox7F (0x00 )
EPC
(0 ) (Byte)
unsigned Set/
<80 char 3 Get
x 3
unsigned
char
x 1 Set/
OxBO unsigned 5 Get
short
x 2
unsigned Set/
OxBE char 3
Get
x 3
EPC
1
500 5,000msec
1 1 1
don't don't
0x01 care care
1 1 1
don't don't
0x00 care care
1 2 2
0x02 0x01F4 500 0x1388 5,000
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X1=0x70~0x7F ECHONET
X1
X2 X3
EPC
EPC
EPC
EPC
= x2 1
1

unsigned char

0x00
0x01
0x02
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0x00 0x01
X1=0x00 X2=0x27
X1 0x70 X2 0x27 X3
X3
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0x70
ox27
0x01 Ox7F (0x00 )
EPC
(10 ) (Byte)
unsigned
0x80 char 3 Get
x 3
unsigned
char
0xBO x1 5 Get
unsigned
short
x 2
unsigned
OxBE char 3 Get
x 3
EPC
1
500 5,000msec
1 1 1
don't don't
Ox01 care care
1 1 1
don't don't
0x00 care care
1 2 2
0x02 0x01F4 500 0x1388 5,000
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User Key
EPC
(10 ) (Byte)
SetM Anonymous Level  SetM unsigned Mo -
0xCB char 17 : Get 1
(Anonymous Level) x Max 17
GetM Anonymous Level  GetM unsigned Mo St
OxCC char 17 ’ Get )
(Anonymous Level) x Max 17
Set Anonymous Level  Set unsigned " -
OxCE char SX' Get ©)]
(Anonymous Level) x Max 17
Get Anonymous Level Get unsigned
OxCF char N:ISX zeeté @
(Anonymous Level) x Max 17
SetM Service Provider Level ~ SetM unsigned
OXDB char Max. | SetM/ )
x Max 17
(Service Provider Level) » 7 GetM
Service Provider Level ~ GetM unsigned
GetM OXDC char Max. | SetW/ ©)
x Max 17
(Service Provider Level) y 7 GetM
Set Service Provider Level ~ Set unsigned
OXDE char Max. | Setv/ @
x Max 17
(Service Provider Level) N 7 GetM
Get Service Provider Level ~ Get unsigned
OXDF char Max. | Setv/ &)
x Max 17
(Service Provider Level) » 17 GetM
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(1) SetM (Anonymous Level)
Anonymous Level
SetM User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level SetM
(2) GetM (Anonymous Level)
Anonymous Level
GetM User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level GetM
(3) Set (Anonymous Level)
Anonymous Level
Set User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level Set
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4) Get (Anonymous Level)
Anonymous Level
Get User Key
(ESV=0x61)
2 2
User Key (ESV=0x62)
Anonymous Level Get
(5) SetM (Service Provider Level)
ServiceProvider Level
SetM User Key
(ESV=0x65)
2 2
User Key (ESV=0x66)
ServiceProvider Level SetM
(6) GetM (Service Provider Level)
Service Provider Level
GetM User Key
(ESV=0x65)
2 2
User Key (ESV=0x66)
Service Provider Level GetM

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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Date Jun. 30, 2011
Version 4.00

ECHONET
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
(7) Set (Service Provider Level)
Service Provider Level
Set User Key
(ESV= 0x65)
2 2
User Key (ESV=0x66)
Service Provider Level Set
(8) Get (Service Provider Level)
Service Provider Level
Get User Key
(ESV=0x65)
2 2
User Key (ESV=0x66)
Service Provider Level Get

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

X1=0x80~0x8F

bO O

0x80
X3

ECHONET
X1
X2 X3
EPC
1 b0
b0 1
X1=0x00 X2=0x27
X1
X2 0Ox27 X3

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

0x80
0x27
0x01 Ox7F (Ox00

EPC (10 (Byte)
OxBO ””;ig;ed 1 zeeté
OXBE ””;ig;ed 1 g’ett/
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ECHONET
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

X1=0x90~0x9F

bO O

0x90
X3

ECHONET
X1
X2 X3
EPC
1 b0
b0 1
X1=0x00 X2=0x27
X1
X2  0Ox27 X3

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION

ECHONET
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

0x90
0x27
0x01 Ox7F (Ox00

EPC (10 (Byte)
OxBO ””;ig;ed 1 zeeté
OXBE ””;ig;ed 1 g’ett/

© 2000 2011

ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET
ECHONET

Date Jun. 30, 2011
Version 4.00
CONFIDENTIAL
ECHONET CONSORTIUM

ECHONET

ECHONET
ECHONET

ECHONET

ECHONET

AES-CBC

128

ECHONET

© 2000 2011

ECHONET
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
API API \
—
i\_/_i
— J
I\—/l
LonTalk® Echelon Corporation
BluetoothR Bluetooth SIG,Inc
Ethernet Xerox Corporation
ECHONET
ECHONET
ECHONET
ECHONET
ECHONET (EHD)
ECHONET
ECHONET (EBC)
ECHONET EDATA
1Byte EDATA
16 256(0x10 OxFF,0x00 Ox00 256 )Byte 16Byte
ECHONET

SHD(8Byte) + PBC(1Byte) + PEDATA(6Byte) + BCC(1Byte)

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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il EERE e
ECHONET ECHONET CONSORTIUM
ECHONET (SHD)
ECHONET (SHD)
TID SKH SNF
TID ID (2Byte)
SKH Key (2Byte)
SNF (4Byte)
SHD
SHD (8Byte)
ECHONET
ID TID
2Byte ID
Key (SKH)
2Byte

b6 b7
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ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Mol
ECHONET <o

ECHONET CONSORTIUM

1 2

b15 b14b13 b12b11b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
#lw|#|#fofolof#|ulnfofofsn]n|n]x]

Secure User Level

b3:b2:b1:b0=0:0:0:0 Serial Key Index

b3:b2:b1:b0 b3:b2:b1:b0=0:0:0:1 User Secure Key Index

b3:b2:b1:b0=0:0:1:0 Maker Secure Key Index
Service Provider Secure Key Index

b5:b4 for future reserved
Authenticate or not
b6
0 1
Encrypt or not
b7 o 1
b8 0 1
b9~b11 For future reserved

b15:b14:b13:b12 = 0:0:0:0:
) ) ) b15:b14:b13:b12 = 0:0:0:1: SNF
b15:b14:b13:b12|h15:p14:b13:b12 = 0:0:1:0:
b15:b14:b13:b12 = 0:1:0:0:
: for future reserved
Key (SKH)
b6=0: b7=0:
ECHONET
SHD The last
AL 16bytes
. A e L e T i

b6=1: b7=0:
ECHONET
. SKH b8
SNF

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



Date Jun. 30, 2011

ECHONET SPECIFICATION
ECHONET Cor\\l/le::sl’aicl)zrl]\l?l'gg
ECHONET ECHONET CONSORTIUM
SNF SNF

SHD
A
oo T mm—_—_—— 1
EHD| SEA | DEA |EBC| TID |SKH| SNF |[PBC |PEDATA|BCC |PDG
L o o e T _____
r—-———-—-—- =
I I
________ 1
b6=0: b7=1:
ECHONET
SHD The last
....................................... A i Lobytes
] 4 N :

b6=0: b7=0:
ECHONET
SKH b0, b1, b2, b3, b8
SNF

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET Cor\\l/le::gcl)zrl]\l;l{gg
ECHONET ECHONET CONSORTIUM
SHD
AN
/4 )

EHD| SEA | DEA |EBC|TID |[SKH| SNF |PBC |PEDATA|BCC

ECHONET
b3:b2:b1:b0
(Supervisor Level)
ECHONET Key
Key ECHONET
ECHONET (user Key,
Service Provider Key)
(User Level)
user Key (
)
(Maker Level)
maker Key maker Key

(Service Provider Level)

Service Provider Key Service
Provider Key
ECHONET
b8 b6 b6=1 b8
ECHONET
b12:b13:b14:b15
SNF SNF
b6 b6=0 b8 b8=1

b12:b13:b14:b15

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET coRl/le::gcl)zrl]\l?l'gg
ECHONET ECHONET CONSORTIUM
(SNF)
4Byte
1
SNF
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Date Jun. 30, 2011
Version 4.00

ECHONET
ECHONET CONFIDENTIAL
ECHONET CONSORTIUM
(MAS)
16Byte

SEA, DEA, EBC, SHD,

PBC, PEDATA, BCC, PDG

Key
SHD
N
4 N
EHD| SEA | DEA |EBC| TID |SKH| SNF |PBC |PEDATA|BCC|PDG| MAS
[ [ )
Key '
16Byte
\\ A
|
( )
SEA, DEA,
EBC, SHD, PBC, PEDATA, BCC
Key
SHD
AN
4 A
EHD| SEA | DEA |EBC| TID |[SKH| SNF |PBC|PEDATA|BCC| MAS
| I 7y
Key '
16Byte
\\ A
|
( )
(MAS) Cipher Block Chaining
SNF
Cipher Block Chaining (MAS)
128Bit

© 2000

2011
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ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET EERE e
ECHONET ECHONET CONSORTIUM
: Key (SKH) b7:b6
SEA, DEA, EBC, SHD, PBC, PEDATA, BCC, PDG
128
(MAS)
. Key (SKH) b7:b6
SEA, DEA, EBC, SHD, PBC, PEDATA, BCC 128
(MAS)
<
128Bit 128Bit —
4 >
Cipher Block Chaining (MAS)
ECHONET (PBC)
1Byte ECHONET (PBC) ECHONET
(PEDATA)
ECHONET (PEDATA)
ECHONET (PEDATA) ECHONET (EHD)
b2:b1:b0=1:0:0 . ( )
SKH  b6=0 ECHONET (PEDATA)
6-222Byte
SKH  b6=1 ECHONET (PEDATA)
6-238Byte

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET coxggcl)zrl]\l?l'gg
ECHONET ECHONET CONSORTIUM
OHD| SEOJ | DEOJ |EPC|ESV| EDT
PEDATA
ECHONET (PEDATA)
(BCC)
1Byte ( ) SEA,
DEA, EBC, SHD, PBC, PEDATA ( )
(PDG)
0 15Byte ( )
ECHONET
128Bit 0x00
MAS
SNF : SNF

SNF SNF SNF SNF

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
128bit 128bit
PBC, PEDATA,
BCC PDG EDATA ECHONET
SNF
— PEDATA
128bit
PEDATA H
PBC BCC PDG
128bit 128bit
BCC

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
DEA DEA
SNF
EOJ (EQJ 1Byte:0x00)
ECHONET
ECHONET
EHD| SEA DEA |EBC|TID |SKH SNF PBC | PEDATA |[BCC| PDG MAS
[ I ’_1
H SEA PDG
b0:b1:b2:b3
b6=0 PBC
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA DEA |EBC|TID |SKH SNF PBC | PEDATA |[BCC| PDG MAS
’_1
SEA PDG
b0:b1:b2:b3
b6=0
b7=0
b8=0
EHD| SEA DEA |EBC|TID |SKH SNF PBC | PEDATA |[BCC| PDG MAS
b0:b1:b2:b3 SEA PDG
b6=0
b7=0
bg=1 1 )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET

© 2000 2011
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ECHONET SPECIFICATION

Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
EHD| SEA | DEA [EBC|TID |[SKH| SNF |[PBC|PEDATA |BCC MAS
’_‘
SEA BCC
b0:b1:b2:b3
b6=0 PBC
b7=1
b8=1
b12:b13:b14:b15
EHD| SEA | DEA |[EBC|TID |[SKH| SNF |[PBC|PEDATA |BCC MAS
\ =
SEA BCC
b0:b1:b2:b3
b6=0
b7=1
b8=0
EHD| SEA | DEA [EBC|TID |[SKH| SNF |[PBC|PEDATA |BCC MAS
’_1
b0:b1:b2:b3 SEA BCC
b6=0
b7=1
b8=1 1 )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET
SNF SEA DEA EBC TID SKH PBC, PEDATA, BCC, PDG
MAS
SNF SNF
MAS SNF SEA DEA EBC TID SKH PBC,
PEDATA, BCC, PDG MAS
SNF MAS PEDATA
(SNF) SNF SEA DEA EBC TID SKH
PBC, PEDATA, BCC, PDG MAS SNF MAS

SNF SEA DEA EBC TID SKH PBC, PEDATA,

SNF MAS
BCC, PDG MAS
MAS
PBC

© 2000 2011

SNF
PBC
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
(SNF) SEA, DEA, EBC, (SNF)
TID, SKH, PBC, PEDATA,
BCC, PDG
(MAS)
(SNF)

SEA, DEA, EBC, TID,
SKH, PBC, PEDATA, BCC,
PDG

(MAS)

PEDATA

(SNF) SEA, DEA,
EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)

(SNF)  SEA,
- DEA, EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET cor\\l/lerﬁsoicl)zrl]\l?{gg
ECHONET

ECHONET CONSORTIUM

(SNF)

(SNF)
(SNF)

[—= I—==

(SNF) (SNF)
SEA, DEA, EBC, TID,
SKH, PBC, PEDATA, BCC,
PDG
(MAS)
SNF SEA, DEA, EBC
TID, SKH, PBC, PEDATA,
PR BCC, PDG
(MAS)
(SNF)  SEA,
DEA, EBC, TID, SKH, PBC
PEDATA, BCC, PDG
(MAS) (SNF)
SNF
SEA, DEA, EBC, TID,

SKH, PBC, PEDATA, BCC,
PDG

(MAS)

PEDATA

SNF

- SEA, DEA,
EBC, TID, SKH, PBC,
PEDATA, BCC, PDG

(MAS)

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
User Key, Service Provider Key, Maker Key
(User Key)
Key Key (User
Key)
(User Key)
(Service Provider Key)
(User Key) (Service Provider Key)
(User Key, Service Provider Key)
(Maker Key) Maker Key
(MKI)
(Maker
Key)
ECHONET
(User Key)
(User Key)
(User Key)
Key
(User Key) ECHONET
(User Key) Supervisor Level

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
EHD| SEA | DEA [EBC|TID |SKH| SNF |PBC|PEDATA |BCC| PDG MAS
SEA PDG
b0:b1:b2:b3 Supervisor Level (=0:0:0:0)
b6=0
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA | DEA [EBC|TID |SKH| SNF |PBC|PEDATA |BCC| PDG MAS
’_J
SEA PDG
b0:b1:b2:b3 Supervisor Level (=0:0:0:0)
b6=0
b7=0
b8=0
EHD| SEA | DEA [EBC|TID |SKH| SNF |PBC|PEDATA |BCC| PDG MAS
’_J
b0:b1:b2:b3  Supervisor Level (=0:0:0:0) SEA PDG
b6=0
b7=0
b8=1
b12:b13:b14:b15 (=0:0:0:0)
User Key ECHONET
Key
(Serial Key)
Key
(User Key)
Key
Key
User Key SNF(
) 1 Key
SNF SEA DEA EBC TID SKH
PBC, PEDATA, BCC, PDG MAS SNF

MAS

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. 30, 2011

ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
SNF SEA
DEA EBC TID SKH PBC, PEDATA, BCC, PDG MAS
SNF  MAS
SNF MAS
Key
(Serial Key)
PIN
Key

Eﬁ Key

Key
Key ®»>oeoo0oo0 ..
Key Index :,I,E,lﬁf Iﬂﬁ
1
Key Index Key
User Key
(Service Provider Key)
(Service Provider Key)
User Key
Service
Provider Key (Service Provider Key)

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
. (Service Provider Key)
ECHONET (Service Provider Key)
User Level
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC| PDG MAS
SEA PDG
b0:b1:b2:b3 User Level (0:0:0:1)
b6=0
b7=0
b8=1
b12:b13:b14:b15
EHD| SEA | DEA |EBC|TID|SKH| SNF |PBC|PEDATA |BCC| PDG MAS

| -

—‘ SEA PDG

b0:b1:b2:b3 User Level (0:0:0:1)

b6=0
b7=0
b8=0
EHD‘ SEA ‘ DEA ‘EBC‘TID‘SKH‘ SNF ‘PBC‘PEDATA‘BCC‘ PDG MAS
-
b0:b1:b2:b3 User Level (0:0:0:1) SEA PDG
b6=0
b7=0
b8=1 a )
b12:b13:b14:b15 (=0:0:0:0)
(Service Provider Key) ECHONET
(Provider Service Key) User Key
Service
Provider Key
User Key
User Key
(Service Provider Key)
SNF( ) User Key

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED



ECHONET SPECIFICATION Date Jun. {30, 2011
ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM

SNF  SEA, DEA, EBC, TID, SKH, PBC, PEDATA, BCC, PDG

MAS SNF MAS
SNF  SEA
DEA EBC TID SKH PBC, PEDATA, BCC, PDG MAS
SNF  MAS
SNF MAS
PIN

D User Key

User Key
User 00 0000000
Key : D :
Key Index eeeeend
Service
Provider Key
User Key
Key Index
Service Provider Key
Service Provider Key
(Maker Key)
(Maker Key) Maker

© 2000 2011 ECHONET CONSORTIUM  ALL RIGHTS RESERVED
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Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
( ) (Maker Key)
(Maker Key) ( )
(Maker Key)
ECHONET
EHD| SEA | DEA |EBC|TID [SKH| SNF |PBC|PEDATA |BCC| PDG MAS
\ \ -
H SEA PDG
b0:b1:b2:b3
h6=0 PBC
b7=0
h8=1
b12:b13:b14:b15
EHD| SEA | DEA |EBC|TID [SKH| SNF |PBC|PEDATA |BCC| PDG MAS
\ =
SEA PDG
b0:b1:b2:b3
b6=0
b7=0
h8=0
EHD| SEA | DEA |EBC|TID [SKH| SNF |PBC|PEDATA |BCC| PDG MAS
b0:b1:b2:b3 SEA PDG
b6=0
h7=0
bs=1 a )
b12:b13:b14:b15 (=0:0:0:0)
ECHONET

© 2000 2011
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Date Jun. 30, 2011
Version 4.00

ECHONET CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
New Master Key Pre
Master Key
Pre Master Key
Pre Master Key New Master
Key
SNF SNF
Pre Master Key
SNF  SEA
DEA EBC SKH PBC, PEDATA, BCC, PDG Pre Master Key

SNF
Pre Master Key

MAS

I—=

MAS

I—=

Pre Master Key

Pre Master Key
(Pre Master

Key)

(New Master Key)
(Pre Master .
Key) :
Key Index

=1

New Master Key

ececoecceo®

(Pre

Master Key)
(New Master Key)

&1

New Master Key

(Pre Master
Key)

Key Index

© 2000 2011
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ECHONET Mol
ECHONET <O

ECHONET CONSORTIUM

(New Master Key)
Pre Master Key New
Master Key

Pre Master Key New Master Key
Pre Master Key New Master Key

New Master Key Pre Master Key
New Master Key

New Master Key New Master Key
EDT
New Master Key
EDT New Master Key
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
L]

New Master Key |:| ’ Pre Master Key‘ ’ Pre Master Key
N [ L e
— ’ ‘ ’ Pre Master Key ‘ Pre Master Key

New Master Key
New
Master Key
e [ N O S
— ] ’ ‘ ’ New Master Key ||| Pre Master Key
New Master Key

New Master Key
\>_ R e S B
| ’ ‘ ’NewMasterKeyHNewMasterKey

Key
Pre Master Key
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ECHONET cor\\l/lerﬁsoicl)zrl]\l?{gg
ECHONET

ECHONET CONSORTIUM

)

= -

Pre Master Key

Pre Master Key

(New Master Key) (Pre Master

(Pre Master Key)

Key) (Pre
Key IndeX o000 00 MaSteI’ Key)

. E (New Master Key)
=1l
-l !

New Master Key

New Master Key

(Pre Master
Key)

Key Index
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ECHONET EERE e
ECHONET ECHONET CONSORTIUM
.
’ ‘ ’PreMaster Key‘ ’PreMaster Key
New Master Key
[ I S D IR
-
’ ‘ ’PreMaster Key‘ Pre Master Key
New Master Key
Pre Master Key

Pre Master Key
New Master Key
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ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM
ECHONET
ECHONET
ECHONET ECHONET
ECHONET
ECHONET
Supervisor
User Level
Maker Level
Service Provider Level
ECHONET
ECHONET
Supervisor Level  Supervisor
User Level User Level
Maker Level Maker Level

Service Provider

Anonymous Level

Level Service Provider Level
ECHONET
7
ECHONET
ECHONET
© 2000 2011

ECHONET
ECHONET
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ECHONET Version 4.00
CONFIDENTIAL
ECHONET ECHONET CONSORTIUM

ECHONET

ECHONET
ECHONET
ECHONET
ECHONET
vreeesmnrrnesnmnessnnrensnsnnnes B IO Lttt eessmners s e ensannennan,
"" EEEEnm

ECHONET : .

— - ot/ Get(SetM/GetM)
== :Get(GetM)

ECHONET
ECHONET
ECHONET
ECHONET
Set Get SetM GetM
Get Get

Set, Get, SetM, GetM
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ECHONET Cor\\l/lerﬁgcl)zrl]\l;l{gg
ECHONET

ECHONET CONSORTIUM

Set Get

Set
Get SetM GetM

= )

Ox81 (0x09)
OX8A 0x000000
(W) OXE8 0x004F
(W) OXE9 OXOOFF
(kKWh) OXEO 0x11223344

0x0000
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ECHONET Version 4.00
CONFIDENTIAL

ECHONET ECHONET CONSORTIUM
Anonymous| User Maker Ser\{| ce
Level Leve Leve Provider
Leve
0x81 Get Get Get Get Get
Ox8A Get Get Get
OxES8 Get Get Get Get
OxE9 Set/Get Set/Get Get
OxEO Get Get Get
OxFO Get Get
Ox9E Get Get Get Get Get
Ox9F Get Get Get Get Get
UserLevel/MakerLevel
Set

Anonymous Level 0x00

User Level 0x0L,{ OXE9}

Maker Level 0x00

Service Provider Leve 0x00

Get

Anonymous Level 0x03,{ 0x81,0xpE,0x9F}

User Level 0x07,{ 0x81,0x8A ,0xE8,0xE9,0xEO,0x9E,0x9F}

Maker Level 0x06,{ 0x81,0x8A ,0xE8,0xF0, 0X9E,0x9F}

Service Provider Leve 0x06,{ 0x81, OXE8,0xE9,0xEQ, OX9E,0x9F}
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ECHONET coRl/le::gcl)zrl]\l?l'gg
ECHONET ECHONET CONSORTIUM
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