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Chapter 1 Guidelines on the Implementation of ECHONET Lite

Inquiries about the interpretations of specifications received through Plugfest or other
means are summarized in Chapter 1 as guidelines.

1.1 Guidelines on the Handling of Property Values

This section provides guidelines on handling cases where a previously set property
value is within the ECHONET property definition range but is outside the range in which
the corresponding actual device can operate.

(1) In a case where the continuous value range in which the actual device represented by
an ECHONET property can operate is narrower than the ECHONET property
definition range and a value has been set in the ECHONET property that falls
between the upper and lower limit values for the ECHONET property but not
between the upper and lower limit values for the actual device, it is recommended
that the application software program in the ECHONET Lite node use the following
as the property value for the actual device and the ECHONET property value:

The upper limit value for the actual device when the previously set value in the
ECHONET property falls between the upper limit value for the ECHONET property
and the upper limit value for the actual device; and the lower limit value for the
actual device when the previously set value in the ECHONET property falls between
the lower limit value for the ECHONET property and the lower limit value for the
actual device.

For example, when the ECHONET property definition range is 0x00 to OXFD
(0°C to 253°C) and the operation range of the actual device represented by the
ECHONET property is 0X0A to 0x32 (10°C to 50°C) and a value (e.g. 60°C) has
been set in the ECHONET property that falls between the upper limit value for
the actual device and the upper limit value for the ECHONET property, it is
recommended that the upper limit value for the actual device (0x32 (50°C)) be
used as the ECHONET property value. When a value (e.g. 5°C) has been set in
the ECHONET property that falls between the lower limit value for the actual
device and the lower limit value for the ECHONET property under the same
range conditions, it is recommended that the lower limit value for the actual
device (Ox0A (10°C)) be used as the ECHONET property value.

Fig. 1.1 illustrates these examples.
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\ | Actual Device | |
ECHONET Property | [ Mounting Range | |

Specification Range 10 50 253

*When 0 to 10 is set: The recommended property value is 10.
*When 10 to 50 is set: The property value shall be as set.
*When 50 to 253 is set: The recommended property value is 50.

Fig. 1.1 Property Value Setting Example 1

(2) In a case where the number of step values that can be used for step adjustment of the
operation of the actual device represented by an ECHONET property is smaller than
the number of step values included in the ECHONET property definition range, and
one of the values within the ECHONET property definition range that has been set in
the ECHONET property is other than the step values for the actual device, it is
recommended that the application software program in the ECHONET Lite node use,
as the property value for the actual device and the ECHONET property value, the
value that can be used for the actual device and is closest to the value previously set
in the ECHONET property.

For example, when the ECHONET property definition range includes eight step
values between 0x31 and 0x38 but only 0x31, 0x35 and 0x38 (three step values)
can be used for step adjustment of the operation of the actual device represented
by the ECHONET property, and one of the eight values within the ECHONET
property definition range has been set in the ECHONET property, it is
recommended that the application software program in the ECHONET Lite node
use, as the property value for the actual device and the ECHONET property
value, the value among the three values that is closest to the value previously set
in the ECHONET property, based on mapping of the 8-value range onto the
3-value range, as shown in Fig. 1.2.

ECHONET Property } } } } } } } }

SpecificationRange 37 35 33 34 35 36 37 38
Weak Strong

Actual Device
Mounting Range

*When 31, 35, or 38 is set: The property value shall be as set.
*When 32, 33, 34, 36, or 37 is set: The property value shall be mapped close to 31,
35, or 38.

Fig. 1.2 Property Value Setting Example 2

(3) In a case where the previously set value in an ECHONET property specifies a
function that is included in the ECHONET property definition range but is not
implemented in the actual device represented by the ECHONET property, it is
recommended that the application software program in the ECHONET Lite node
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ignore the setting and use, as the ECHONET property value, the current value
specified for the actual device, as shown in Fig. 1.3.

A Cooli Heati Dehumidifi )
ECHONET Property AUt ooling eating  cation Blowing
Specification Range 4 e 43 aa a5

Actual Device
Mounting Range

*When 41, 42, or 45 is set: The property value shall be as set.

*When 43 or 44 is set: The set value shall be ignored and the property value
shall remain unchanged.

Fig. 1.3 Property Value Setting Example 3

1.2 Guidelines on the Handling of Responses

For a response to a property value write request (ESV=0x60, 0x61) or property value
write-read request (ESV = Ox6E) of the values specified below, it is recommended to
assume that the processing should have been accepted. In other words, there is no
response for ESV=0x60. For ESV = 0x61, Ox6E, a property value write response (ESV =
0x71) or property value write-read response (ESV = Ox7E) is returned.

In case of an implementation that returns a response after confirming the support range
of actual device or setting up actual device, a response of processing impossible
(ESV=0x50, 0x51, OXx5E) may be returned.

* In a case where a value outside the ECHONET property definition range was
specified.

* In a case where the continuous value range in which the actual device represented
by an ECHONET property can operate is narrower than the ECHONET property
definition range and a value has been set in the ECHONET property that falls
between the upper and lower limit values for the ECHONET property but not
between the upper and lower limit values for the actual device.

* In a case where the number of step values that can be used for step adjustment of
the operation of the actual device represented by an ECHONET property is smaller
than the number of step values included in the ECHONET property definition
range, and one of the values within the ECHONET property definition range that
has been set in the ECHONET property is other than the step values for the actual
device.

* In a case where the previously set value in an ECHONET property specifies a
function that is included in the ECHONET property definition range but is not
implemented in the actual device represented by the ECHONET property.
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1.3 Guidelines on OPC

A controller or similar equipment sends a property value write request (ESV = 0x60,
0x61), property value read request (ESV = 0x62), property value write-read request
(ESV=0x6E), or property value notification request (ESV=0x63) to other ECHONET
Lite device. If this kind of equipment receives a response of processing impossible (B
smaller than A is set to OPC) to a sent request (A of 2 or greater is set to OPC), it is
recommended to set B (or less) to OPC at later request send.

If the OPC processable number of the controlled equipment is unknown at this time,
the possibility of receiving the expected response can be increased by setting OPC to 1
when sending the request message (ESV=0x6*).

1.4 Guidelines on General Broadcast
1.4.1 Basic Concept

Some use of general broadcasts may cause ECHONET Lite node processing overload
or network congestion. The following are guidelines on sending or receiving of a general
broadcast message.

e ltis preferable not to send a message whose address is for a general broadcast and
ESV is a property value notification request (0x63). This kind of message causes a
further general broadcast because of the responses from all nodes that receive the
message.

* Response concentration may be caused by messages whose addresses are for a
general broadcast and ESVs are a property value write request (requiring response)
(0x61), read request (0x62), notification request (0x63), or write-read request
(Ox6E). To ease this concentration on the sender, each node receiving this kind of
message should wait for a different length of time until sending a response
message. The wait time is a fixed value different for each node or is a random
time.

e When using notifications or notification requests by general broadcast, applications
of each node should use them without significantly impacting traffic, taking the
system and communication media characteristics into account. For example, if the
communication medium implements multi-hop, general broadcast of messages in
large volumes can increase the network load, reducing the communication
reliability of the system as a whole. Therefore, it is recommended that the
transmission frequency be set in consideration of the anticipated traffic.

1.4.2 Concept in an IPv4 environment

If a router compatible with the “IGMP (Internet Group Management Protocol)”
1-4
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standard, a protocol for controlling IP multicast groups (hereinafter “multicast router”), is
on the same network, general broadcasts sent by ECHONET Lite nodes may sometimes
not forwarded when the other ECHONET Lite node passing through the multicast router
is not compatible with the IGMP standard. Therefore, it is recommended that ECHONET
Lite nodes should be made compatible with the IGMP standard when using IPv4 to
construct systems.

Besides this, there are also multicast routers or switches equipped with an IGMP
Snooping function that monitors IGMP Membership Reports and makes judgments on
forwarding IP multicast packets to each port. In the case of multicast routers or switches
that control the forwarding time of IP multicast packets, if the forwarding time has passed
without the IGMP Membership Report being received, IP multicast packets of general
broadcasts may sometimes not be forwarded to the ECHONET Lite node passing through
the multicast router or switch.

Therefore, it is recommended that, if the multicast router used does not regularly send
IGMP Membership Queries, either another multicast router or switch that does not have
the IGMP Snooping function to control the forwarding time should be chosen, or the
settings of the IGMP Snooping function should be changed (e.g. disabling the forwarding
time setting, turning the IGMP Snooping function OFF, etc.) when constructing the
ECHONET Lite system.

Address and UDP/TCP port requirements when using IPv4 in OSI Layer 3 are defined
in Section 1.2 of “Part 2 ECHONET Lite Communications Middleware Specifications”.
IGMPs are specified in RFC1112 (Version 1), RFC2236 (Version 2) and RFC3376
(Version 3).

1.5 Guidelines on the Number of Instances

As a rule, the number of equipment object instances held by one ECHONET Lite node
shall be 84 or less.

Even for a node entity having 85 or more instances, it is preferable to notify only up to
84 instances by an instance list notification (EPC = 0xD5) by considering nodes that
interpret only 84 or less instances.

For the notification or interpretation of an instance list having 85 or more instances, it
is preferable to use a message whose OPC value is 2 or more and each EPC value is 0xD5.
However, a message sending node should note the existence of receiving nodes which do
not interpret it.

1.6 Guidelines on the Property Value Write & Read Service

This section gives implementation guidelines for the property value write & read
service.

1-5
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* This service should be implemented so that a node receiving a property value write
& read request (ESV = 0x6E) from another node will process the write request first,
irrespective of the property combination, then store a value based on the self-node
status after completion as a response to the read request. If the processing of an
arbitrary property combination in this order cannot be guaranteed (write processing
and equipment status change are asynchronous), the node should return a response
of processing impossible (ESV = 0x5E) to a property value write & read request by
setting OPCSet and OPCGet to 0.

* This service should be implemented so that, if a node sends a property value write
& read request (ESV = Ox6E) to a remote node and receives a normal response
(ESV = OXTE), processing should be executed on the assumption that the write
request to the remote node should have been processed and a value based on the
remote node status after processing should have been acquired as a response to the
read request.

1.7 Guidelines on Sending Messages

Many types of ECHONET Lite devices (such as equipments and sensors) have a small
memory capacity and low computing power. Therefore, when sending request messages
or notification messages consecutively to the same ECHONET Lite device in a short time,
or when sending a new request message to the same ECHONET Lite device before the
device has sent a response to an earlier one, the response from the device could be lost, or
the processing relevant to each message might not be incorporated. In some ECHONET
Lite devices, messages need to be sent at intervals in the order of seconds or more. When
sending messages consecutively to the same ECHONET Lite device, it is recommended
that the transmission interval be designed to reflect the processing capability of different
ECHONET Lite devices.

1.8 Guidelines on Management of ECHONET Lite Device

Two or more device objects may be mounted on the same ECHONET Lite node. In
such cases, it is recommended that, when wishing to uniquely specify in units of device
mounted on the same ECHONET Lite node as well as uniquely specifying the
ECHONET Lite node itself, the “Identification number property (0x83)” should be
implemented in the device objects and the protocol type of the lower communication
layer should be OxFE. “ldentification number property (0x83)” is the number used to
uniquely identify device objects within a domain. This is defined under device objects
super class requirements in “APPENDIX Detailed Requirements for ECHONET Device
Objects”.
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1.9 Guidelines on Implementation of ECHONET Properties

This section gives guidelines on the implementation of ECHONET properties.
1.9.1 Concept of objects implemented in ECHONET Lite middleware
adapters

When connecting to the ECHONET Lite network with a combination of ECHONET
Lite-ready equipment and ECHONET Lite middleware adapter, device object properties
show information related to ECHONET Lite-ready equipment, while node profile object
properties show information related to the ECHONET Lite middleware adapter.

For example, device object properties such as the serial nhumber, product code, and
manufacturer code show information related to ECHONET Lite-ready equipment, while
node profile object properties such as the serial number, product code and manufacturer
code show information related to the ECHONET Lite middleware adapter.

1.9.2 Concept of implementing operation status properties

For such nodes that have device objects for multiple classes, the “Operation status
property (0x80)” can be implemented with the fixed value of 0x30 only when the
functions specific to the corresponding classes starts to work in accordance with the
beginning of the node operation. In this case, it is recommended that the access rule is
limited to “Get” only. The “Operation status property (0x80)” indicates whether or not
the functions specific to each class in actual device are in operation status (ON/OFF), and
is defined under Device Object Super Class Requirements in “APPENDIX Detailed
Requirements for ECHONET Device Objects”.
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Chapter 2 Guidelines for Secure Communications in ECHONET Lite

2.1 Overview

For secure communications in ECHONET Lite, tampering with communications is
prevented: illegal access is prevented by authentication, and tapping is prevented by
encryption. The ECHONET Lite Communication Middleware ensures security
transmissively from ECHONET Lite by applying the existing standard technologies for
secure communications to its lower layers. This chapter gives examples of mechanisms
for secure communications in lower layers and describes their guidelines.

2.2 Secure Communications in Lower Layers

This section gives examples of mechanisms for secure communications in lower layers
that are provided by the ECHONET Lite Communication Middleware. Security may also
be ensured by using not the following mechanisms but the unique mechanism of each
company. Negotiation by encryption algorithms, the encryption of communications
between ECHONET Lite nodes, and authentication between ECHONET L.ite nodes shall
follow the specifications of each secure communications mechanism.

Table 2.1 Mechanisms for Secure Communications in Lower Layers

Lower Layer Mechanism for Secure Communications
Transport DTLS (Datagram Transport Layer Security)
Network IPsec (Security Architecture for Internet
Protocol)
RFC5191
Data Link WEP (Wired Equivalent Privacy)

WPA (Wi-Fi Protected Access)

WPAZ2 (Wi-Fi Protected Access?2)

AES-CCM (Advanced Encryption Standard
Counter with CBC-MAC)

IEEE802.1X

2.2.1DTLS
DTLS is a protocol to provide secure communication functions for datagram. The

functions are almost the same as those of TLS (Transport Layer Security). The use of
DTLS on a UDP is specified in RFC4347. This protocol is applicable when using UDF
in the transport layer or when encrypting ECHONET Lite transmission frames and

2-1
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preventing tampering in the transport layer.

2.2.2 IPsec
IPsec is a protocol to provide functions for keeping data confidential and preventing
tampering in units of an IP packet. This protocol is an option for IPv4 but is
implemented in IPv6 as a standard feature. This protocol is applicable when using IP in
the network layer or when encrypting ECHONET Lite transmission frames and
preventing tampering in the network layer.

2.2.3 RFC5191

RFC5191 is a standard to regulate connections by authentication so that only
specified devices can join a network. This standard is available in an arbitrary data link
layer. A recommended configuration is where an ECHONET Lite node serves as a
client issuing an authentication request and a device capable of communicating with an
ECHONET Lite node serves as an authentication agent or server receiving an
authentication request. A recommended authentication system is PEAP for
authentication with an ID or password using a serial key marked on the frame of a
device or EAP-TLS for authentication with a digital certificate stored in a device.

2.2.4 AES-CCM
The next-generation encryption system of the U.S. Government established by the
National Institute of Standards and Technology (NIST) of the U.S. Department of
Commerce. Counter Mode is used for encryption, Message Integrity Code (MIC) for
detecting and preventing tampering, and CBC-MAC for MIC generation.

2.2.5 WEP
An encryption technology for wireless communications. This secret key encryption
system, based on the RC4 algorithm, is standardized by IEEE and adopted as a security
system of IEEE 802.11b.

2.2.6 WPA
A standard of encryption system for wireless LAN announced by the Wi-Fi Alliance,
which is an organization in the wireless LAN industry. The security strength of WEP was
improved by compensating for its vulnerable points. For encryption, WPA has a user
authentication function, as well as SSID and WEP key, and uses the Temporal Key
Integrity Protocol (TTKIP)), which updates the encryption key automatically at fixed
time intervals.

2.2.7 WPA2
A new version of WPA. This system uses the encryption standard AES specified by the
U.S. National Institute of Information and Communications Technology (NICT) for
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powerful encryption using keys of variable length from 128 to 256 bits.

2.2.8 IEEE802.1X

IEEE802.1X is a standard to regulate connections by authentication so that only
specified devices can join a network. This standard is available both for cable and
wireless communications. A recommended configuration is where an ECHONET Lite
node serves as a supplicant (authentication client) and a device capable of communicating
with an ECHONET Lite node serves as an authenticator (authentication device) or
authentication server (server which judges whether to allow a supplicant to participate). A
recommended authentication system is PEAP for authentication with an 1D or password
using a serial key marked on the frame of a device or EAP-TLS for authentication with a
digital certificate stored in a device.
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Chapter 3 Guidelines on Handling Transmission-only Devices

ECHONET Lite defines transmission-only devices to make not only always-live
communication devices but also battery-driven devices of low power consumption
compatible with ECHONET Lite. Guidelines are available on the handling of these
special devices.

* When a transmission-only device joins a network, other devices that are not
transmission-only in the system shall be set manually to recognize the
transmission-only device.

* When a controller joins a system that has a transmission-only device, information of
the transmission-only device shall be set manually in the controller.

e It is recommended that transmission-only devices should periodically broadcast the
instance list notification announcement described in Section 4.3.1 of Part II.

3-1
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Chapter 4 Guidelines on Node Detection and Finding Procedure

4.1 Concept

Except for regular communications with fixed parties, an ECHONET Lite node to
control other ECHONET Lite nodes or acquire their statuses (hereinafter, referred to as
“controller” in this chapter) acquires communications addresses by node detection and
finding before starting communications.

ECHONET Lite does not define a node detection or finding message. However, this
can be realized by combining a general broadcast and the acquisition and notification of
essential properties to be mounted. This chapter gives guidelines on the procedure.

4.2 Detection by Message Send from Node to Controller

When joining a network (including a change of communication address), an
ECHONET Lite node must send an instance list notification message by a general
broadcast according to "Part Il 4.3.1 Basic Sequence for ECHONET Lite Node Startup.”
To detect the joining of a new node immediately, the controller may wait for and process
the message.

If all nodes start simultaneously after recovery from a power failure, simultaneous
transmission may cause network congestion. To ease this congestion, each node should
wait for a different length of time after newly joining a network until sending an instance
list notification message. The wait time is a fixed value different for each node or is a
random time.

4.3 Finding by Message Send from Controller to Node

To find ECHONET Lite nodes within the network, a controller may send a node
finding message by a general broadcast at an arbitrary timing. All ECHONET Lite nodes
wait for the message, except transmission-only devices. A node must return a response if
the message is related to its own object or property. For a node finding message, it is
preferable to use the following parameters:

Destination address: General broadcast

TID: Arbitrary value

SEQJ: One of the objects held by the controller
DEQJ: Node profile object (0XOEF001)

ESV: Property value read request (0x62)

OPC: 1
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EPC: Self-node instance list S (0xD6)

To find a specific model (node having specific equipment objects), the following
parameters may be used:

Destination address: General broadcast

TID: Arbitrary value

SEQJ: One of the objects held by the controller

DEOQJ: Equipment object held by a node to find

ESV: Property value read request (0x62)

OPC: 1

EPC: Properties held by DEOJ-specified objects (preferable to specify the
operation status (EPC = 0x80) and other essential properties)

It is preferable not to use a property value notification request (0x63) for ESV of a node
finding message. A message whose destination is an address for a general broadcast and
ESV is a property value notification request causes a further general broadcast because of
the responses from all nodes that receive the message. This may result in node processing
overload or network congestion. Therefore, the controller waits for a certain time after
sending the node finding message. The wait time may be a fixed value or a variable value
depending on the network status.

4.4 Confirmation of ECHONET Lite Device Connections

The ECHONET Lite Specification contains no provisions for device to notify other
nodes that they are still connected to the network. However, some ECHONET Lite nodes
periodically transmit instance list notification messages to notify that they are connected
to the network, as in the case of transmission-only devices. It is recommended that
ECHONET Lite device, on receiving a message, should judge whether or not the
transmitting equipment needs to be newly registered, and divide the processing
accordingly. It is also recommended that the transmission interval design of equipment
that transmits instance list notification messages should take into account the fact that
some receiving equipment processes registration of new equipment.
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Chapter 5 Guidelines on TCP

* The behavior of a node sending a response message to another node shall be
implementation-dependent (no response necessary) if the connection is already
cleared at send processing.

* A node sending a request message to another node should send the message again
by UDP unicast when necessary in case of a TCP connection failure since the
remote party may not be able to use TCP.
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Chapter 6 Guidelines on Remote Control

6.1 Basic Concept

In this section, nodes that transmit control request messages (ESV=0x60, 0x61, 0x62,
0x63, 0x6E) shall be defined as “controllers” and those that receive control request
messages as “devices”. The purpose of the remote control setting property (0x93)
provided from APPENDIX Release C or later is to enable “devices” to distinguish
whether they are controlled through a public network.

An additional definition is that it can be obtained from the controller whether a given
device isin

- a state in which it recognizes to be controlled through a public network (0x42)

- a state in which it recognizes to be controlled through other way but a public network
(0x41).

It is recommended that controllers that control through a public network and devices
that are controlled through a public network (devices recognized to be controlled and
operated through a public network) should implement the “remote control setting
property (0x93)”.

However, in systems compatible with ECHONET device objects up to APPENDIX
Release B or earlier, it is not possible to distinguish or judge whether devices are
controlled through a public network or not. Even APPENDIX Release C or later, the
same is true of systems containing controllers that do not implement the function of
transmitting control request messages which attached the remote control setting property
(0x93).

In such systems that cannot distinguish whether devices are controlled through a public
network or not, it is recommended, erring on the side of caution, that devices should be
operated as if they were fully controlled through a public network.

6.2 When Using Middleware Adaptors

Guidelines when using object generation type middleware adapters and ready devices to
implement remote control will be given here.

APPENDIX Release C stipulates that, for control through a public network, several
properties including the remote control setting property shall be stored in one message
and the message sent as a control request. When the message is sent, the remote control
setting property shall always be attached to the first property and transmitted as
EDT=0x42 (operation through a public network). Meanwhile, when not controlling
through a public network, the rule is that a control request message shall be sent without
giving the remote control setting property.
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Below, two methods are indicated for a middleware adapter that has received this
control request message to transmit the content of the message to a device. It is
recommended that middleware adapters and ready devices capable of remote control
should be equipped with one of these methods.

In either case, the access rules of the remote control setting property shall be 1ASetup
and 1AGetup. Similarly, the access rules shall also be IASetup and IAGetup for properties
when wanting to distinguish between control sources through a public network and those
not through a public network.

(1) Method using “equipment status access request / response commands”

When a control request message has been received through a public network, the
middleware adapter shall follow the process in 3.8.5.8 of Part 3. When doing so,
equipment status access request and response commands shall be used.

When receiving a control request message not through a public network, if the
previous control request message was received through a public network, the middleware
adapter uses an equipment status access request to forward the remote control setting
property (0x93) as EPC and control not through a public network (0x41) as EDT to ready
devices. The response to the remote control setting property received from ready devices
is discarded and is not included in the final response to the control request message. After
this, the process follows 3.8.5.8 of Part 3.

The purpose of this process is to enable recognition of the boundary between
commands to ready devices through a public network and those to devices not through a
public network.

Ready devices process as a control order through a public network once they have
received the request to set the remote control setting property (EPC=0x93) in control
through a public network (EDT=0x42). After receiving a request to set the remote control
setting property (EPC=0x93) in control not through a public network (EDT=0x41), they
process as a control command not through a public network. This is illustrated in the
diagram below.
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While the above control request message is being processed, i.e. in the time from when
the middleware adapter receives the control request message and forwards the first
equipment status access request to ready devices until the final equipment status access
response is received from ready devices, the middleware adapter shall use some
mechanism of exclusive control to prevent interruption by other equipment status access
requests and equipment status access UP request (all) commands.

(2) Method using “equipment status access UP request / response (all)” commands
The middleware adapter follows 3.8.5.8 of Part 3. When doing so, “equipment status
access UP request / response (all) commands” are used.

After receiving an equipment status access UP request (all), ready devices process it as
control through a public network if the request includes a request to set the remote control
setting property (EPC=0x93) in control through a public network (EDT=0x42). If not
included, it is processed as control not through a public network. This is illustrated in the
diagram below.
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